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The 23" annual IDIMT conference is continuing in its tradition as

an interdisciplinary forum for multi-disciplinary, multi-national, and
future-oriented research. It deals with current and future challenges
caused by Information and Communication Technologies (ICT) which
structure and modify our environment, our society and economics.
We interact with ICT in multiple ways; the interdependence between
Society and Technology is increasing. This leads to a permanent
transformations of business processes which are also reflected in
changes in everyday life.

This year’s conference covers several areas of profound ICT impact:
health care, social media, business models, smart cars and smart
homes, and overarching ethical issues.

In addition to having accepted 13 invited papers we have also
accepted, based on a blind review process, 45 submitted papers. The
authors come from 12 different countries: Austria, Croatia, Czech
Republic, Denmark, Germany, Greece, Italy, Lybia, Luxembourg,
Slovakia, Slovenia, and Switzerland.
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Welcome to IDIMT 2015!

A hearty welcome to the 23rd IDIMT Conference!

Looking back over the long history of IDIMT conferences we can notice improvements having
taken place from one conference to the next. This year we are proud that for the first time we had
had such a large submission of papers that we had to split the programme in 2 parallel streams in
order to provide sufficient common discussion time at the end of each session.

The overall orientation of our conferences has not changed: it deals with current and upcoming
challenges in a world living from and dependent on Information and Communication Technology,
however, each year we can observe slight variations in interest and direction:

This year’s emphasis is on ICT’s impact on health care, on home security, and social media, and the
resilience of systems. ICT influence on business receives the expected attention. As an overarching
topic we want to discuss ethical issues. Hence the title of this year’s conference:

“Information Technology and Society - Interaction and Interdependence”

Christian’s Loesch lecture always offers an often surprising view on the new developments in
technology, and also its limits.

And we should not forget the afternoon/evening excursion which is always perfectly organized by
Petr Doucek!

A look into the audience shows me the familiar faces of participants who loyally return year after
year. We are a big family! This friendly atmosphere and the ample discussion time are one of
IDIMT’s greatest assets.



Looking back at the previous 22 conferences (we started in 1993!) we can observe a common shift
of discussion from technology (especially software) to ‘softer topics’. More and more the papers as
well as discussions are concerned with the impacts and consequences (both positive and negative)
of ICT on business, humans and society.

This year’s conference will have more and a greater diversity of topics and issues. The resulting
sessions are:

e Social Media for Information Management

e The Wisdom of Crowds

e hDATA Processing: Socio-technical Aspects of Health
e Resilience 2.0: ICT for Resilience of Societies

e Smart-home Security

e Smart Vehicles: Societal, Economic and Technical Issues
e ICT and its impacts on Economy and Society

e Do We Need Information and Computer Ethics?

e Open innovation and new e-business models

e eSourcing and eProcurement

e Corporate performance management

e Academic and Business Co-operation

In my opinion the IDIMT-conferences act as a regional indicator of current trends in ICT. The
headings of the individual sessions and the number of accepted papers reflect the current interest of
participants.

Employing a blind review process we have accepted 45 out of 67 submitted papers plus 13 invited
papers, giving an acceptance rate of 67%. The authors come from 12 different countries: Austria,
Croatia, Czech Republic, Denmark, Germany, Greece, Italy, Libya, Luxembourg, Slovakia,
Slovenia and Switzerland.

Each session is organized by a Session Chairperson. Traditionally a session starts with a keynote,
the other papers providing additional points of view. The papers are followed by intense
discussions. We believe that the intense discussions are one of the attractions of the IDIMT-
Conferences, due to the interdisciplinary exchange of thoughts.

The preparation and realization of IDIMT 2015 would not have been possible without the support
of many organizations and persons. Therefore we would like to thank:

e the University of Economics, Prague Internal Grant Agency (IGA) for Project VSE
F4/21/2015 (409015),

e the University of Economics Prague and the Johannes Kepler University Linz, which as
partner universities provide the organizational infrastructure.

Our further thanks go to:

e Petr Doucek for chairing the Organizing Committee, finding a new, attractive location for
the conference and organizing a greatly appreciated evening event,



Antonin Pavli¢ek for organizing the program, the reviews, keeping contact with all involved
speakers, especially reminding the authors,

Viaclav Oskrdal who took over the work of arranging and assembling the selected papers
into the proceedings,

Lea Nedomova, Conference Secretary, for her support in performing all the other necessary
administrative jobs,

all Keynote Speakers, speakers and contributors of papers,

all Session Chairpersons for establishing contacts and soliciting contributors,
all reviewers providing critical remarks for improving the papers,

the Trauner Verlag for acting as the publisher of our conference, and

all other unnamed persons contributing to the success of this conference.

Looking forward to a successful and interesting conference!

/574

Gerhard Chroust, July 2015
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RESILIENCE 2.0: ICT FOR RESILIENCE OF SYSTEMS

Gerhard Chroust

Johannes Kepler Univ. Linz
gerhard.chroust@jku.at

Georg Aumayr

Johanniter Osterreich, Ausbildung - Forschung
georg.aumayr@johanniter.at

Keywords

Disaster Management, vulnerability, Phases, fragile, antifragile, Intervention

Abstract

Due to many factors (larger population, more dependency on technology, more interference with
the natural systems and balances, resulting changes in climate, ...) the number and the severity of
disasters seem to grow, exaggerated additionally by the media coverage. Consequently disaster
prevention and Disaster Management also have to be given increased attention. The ultimate goal
of Disaster Management is survival of the affected population in the case of disaster.

With respect to a disaster-caused behavior we try to transform a system in such a way that instead
of being fragile (losing its functionality due to the disaster) it will become resilient (having the
capacity ... to bounce back to dynamic stability after a disturbance), or even antifragile (being able
to "learns™ to improve disaster resilience).

Resilience 2.0 identifies a new paradigm: modern Information and Communication Technologies
(ICT) are employed as a basis for resilience of a system. ICT provide the basis for quick, effective,
and efficient reaction to disasters. Only the coordinated intra- and interphase use of ICT promises
sufficient success and can bring resilience to currently still fragile systems. ICT Support for the
Response/Intervention Phase is considerably different from classical ICT-application due to high
time and performance pressure, physical and psychological stress on personell, potentially
damaged ICT-platforms and communication infrastructure, unknown and/or adverse natural
environment, etc.

1. Motivation

Diverse Disasters often endanger the foundations of our society. This seems to be the case at
present as result of observing media coverage. They seem to happen occur more frequently often
and more devastatingly”. Observing the various media one gradually gets the impression that this is
the situation today. Several facts contribute to this feeling:

e We receive much prompter and more detailed information concerning distant disasters.
Many media reports wallow in the details of disasters (""bad news are good news").
13



Resilience 2.0: ICT for Resilience of Systems

e Human activities increasingly impact the environment often in an adverse way - many
disasters are triggered by human activity, be it by changes to the environment, be it by
reducing safety margins for the sake of so-called of efficiency,

e Anincreasing number of humans live in areas which were originally avoided.

e The Western World often has the false belief that technology can prevent any kind of risk.
This has made us become less tolerant when being confronted with natural disasters etc.

We have to recognize that the basic and ultimate goal is survival of the affected population in an
acceptable way in the case of disaster. Nature is an experienced and creative teacher with respect to
survival of a species. One of the experiences is that considerable attention has to be given to the
preparation of response to future disasters in order to avoid the worst possible consequences and
improve the chances for survival.

2. Background

2.1. What constitutes a Disaster?

Disasters result from a unfortunate combination of 3 major factors (Khan et al. ,2008), fig. 1:

hazard "a dangerous condition or event, that threat or have the potential for causing injury to life or
damage property or the Environment"

vulnerability "the extent to which a community, structure, services or geographic area is likely to
be damaged or disrupted by the impact of a particular hazard, on account of their nature,
construction and proximity to hazardous terrains or a disaster prone area."

capacity "resources, means and strengths which exist in household and communities which enable
them to cope with, withstand, prepare for, prevent, mitigate or quickly recover from a disaster"

threat

insufficient

vulnerability capacity

Figure 1: Factors contributing to a disasters

A further difficulty is the highly different time-behavior of disasters, from abruptly starting without
any warning (e.g. comets, ’d’ and ’i’ in fig. 2) to slow on-set disasters where it is difficult to
pinpoint the point-of-no-return where a normal situation gradually turns into a disaster (e.g. global
warming or floods, ’a’, ’c’ and ¢’ in fig. 2). These variants are shown in fig. 2 (Mrotzek and
Ossimitz, 2008; Mrotzek, 2009), where grey indicates the *acceptable domain’.

14
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Irreversible Reversible

System State

System State

(1) Flood of river Time
System State System State

(b) Ponzi Scheme, Pyramid game Time () Famne Time

System State System State

2L

(c) Global w.mnp‘ Time (h) Black Death epdémic Tene

System State System State

(d) Colapse of World Trade Center Time (i) Chernoby! uaa# Time

System State System State

R _\ ---------------

(e) Deer Powb:c:'mm Pateau Time (i) Tree bosng leaves every winter Time

Figure 2: Catastrophes, time behavior

2.2. Phases of Disaster Management

One can identify several phases of Disaster Management, but the classifications, the demarcations
between the phases, their names and the comprised activities are not uniformly defined yet, see
Tierney et al. (2001); Khan et al. (2008); McEntire (2007); INSARAG (ed.) (2012). One can hope
that the standard 1SO 22320 (Lazarte, 2013; ISO, 2011a) will bring some uniformity.

The Disaster Impact is the pivot point, although even there a definition might be difficult when we
talk about slow-onset disasters, see fig. 2.

all hazards, Identified First long-term
main general hazard, Responses, supportand
focus: threat concrete quick fixes effort
danger

specific Actual impact
hazard
L \ Di- \ 4:Restoration )
\ 1: Preparedness 4 X /
4 2: Alert/Action Sasten 3:Response /
y Planning WEERE ™ |ntervention 4

\ 5: post-mortem

\ analysis, /

4 recommendations

1A: Hazard analysis, \
vulnerability assessement

\> 1B: Mitigation / Prevention

2 1C: General Planning

Figure 3: Disaster Phases and corresponding response processes

Figure 3 shows the phases of Disaster Management together with the main foci on top.
15



Resilience 2.0: ICT for Resilience of Systems

1. Preparedness This encompasses all activities which are undertaken before any specific
hazard becomes threatening (IFRC (ed.), 2007b,a; McEntire, 2007; Tierney et al., 2001).
Three different areas have to be considered:

1A: Hazard, vulnerability and risk assessment: Based on existing data the risks faced by
a region/society must be analyzed based on the identification of hazards, analyzing the
vulnerabilities and the capabilities. (IFRC (ed.), 2007b)

1B: Mitigation/prevention: This encompasses any activity that reduces either the chance of
a hazard taking place or a hazard turning into disaster.

1C: General Planning: Anticipatory measures and actions, action plans, listing and pro-
visioning necessary resources and equipment, organizing training, etc. for all anticipated
hazards. This includes, in the line of resilience, plans for the restoration phase.

2. Alert / Action Planning: plans or preparations are made how to react, to save lives or
property, and decide how the rescue service operations coordinated and executed. This
phase covers implementation/operation, refreshing of training, issuing early warnings
capacity building so the population will react appropriately when an early warning is issued.

3. Response/Intervention: is primarily concerned with rescuing people and bringing the
system into a temporarily stable state (’quick fixes’) - in most cases with external help. This
phase is the implementation of the action plans conceived in Phase 2 .

4. Recovery/Restauration: The often long-lasting Restoration Phase intends to bring the
system into a long-term acceptable state (Chroust et al., 2015) considering reducing
vulnerability and improving maintainability. It includes actions that assist a community to
return to a sense of normality after a disaster.

5. Post-mortem Analysis and Recommendations is the path to future improvement by
collecting, analyzing and aggregating lessons learnt, and making recommendations for the
system in general and for Phase 1 in particular.

2.3. Classifying system vulnerability with respect to disasters

Systems show different behavior with respect to actual disasters (fig. 4).

threat

Y:*’

Dd
<> -
A

Figure 4: Classes of vulnerability

fragile: the system breaks/becomes non-existent for the future.

fault tolerant: for a limited set of pre-defines hazards (’faults’) the system is able to cope with or
handle the disturbance successfully.

16
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resilient: the system, when damaged, is able to be brought into an acceptable state, most likely not
the same as before (fig. 5).

robust: the system is unchanged and remains unchanged, it is basically not affected

antifragile: the system is not only resilient but additionally "learns™ to better counter a similar
disturbance in the future, possibly becoming fault tolerant or even robust (Taleb, 2012).

Acceptable system sfates.
Ac" (Range of acceptability)
o

/
. (% »
Sustainable
< State 1 \KZ{:::';‘ ) and acceptable
N ML

Temporarily
acceptable
System

: Unaccepfablé"" :
N\ State _—

= “5
Figure 5: State transition: unacceptable/acceptable

Caveat:

Above classification is very simplistic and idealistic, since a system may react in completely
different ways to different types of hazards and threats. Additionally the duration of achieving an
acceptable state can vary from hours to years. Finally the definitions strongly depend on the
definition of the system boundary: A house itself might be rather fragile with respect to fire, but if
we consider the city’s fire brigade as a part of the threatened system, then it can be classified as

fault tolerant or resilient, see fig. 6.

estoration system

Failing system
Compensatlon system

Fully Temporalily Fully acceptable
acceptable

Figure 6: Intervention and Restoration System

3. Resilience

3.1. Vulnerability and Resilience

In Francois (2004, p. 504) resilience is defined as "The capacity of an adapting and/or evolving
system to bounce back to dynamic stability after a disturbance. In a more general meaning,
resilience includes the system’s ability to create new conditions of fitness for itself whenever
necessary”. Holling (1986) adds: The size of the stability domain of residence, the strength of
repulsive forces at the boundary, and the resistance of the domain to contractions are all distinct

17



Resilience 2.0: ICT for Resilience of Systems

measures of resilience”. [A system] has "the ability ... to absorb changes of state variables, driving
variables, and parameters, and still persist"

Comparing the 5 types of vulnerability we may say:
o fragility is to be avoided at all means.

e fault tolerance is not sufficient in all those cases, where one does not have a full control
over the environment, because hitherto not identified hazard will not be taken care of.

e robustness might be too difficult to achieve due to the cost and effort for the current system.
Additionally maintenance and evolution of such a system might become too difficult.

o antifragility might require too many/complex additional system components or overhead for
the learning effect.

e resilience over a wide (and even not fully known) range of possible hazards is a highly
desirable property of a system and therefore the most worthwhile objective of system de-
sign with respect to Disaster Management (Brose, 2015). Resilience, however, like many
desirable aspects of Disaster Management, does not come free: it entails cost and effort and
needs preparation before a disaster strikes.

3.2. Resilience 2.0 and ICT Support

Like so many other human enterprises Disaster Management can profit from the application of
Information and Communication Technologies, see Svata (2012); Asimakopoulou and Bessis
(2010), McEntire (2007, chapter 11).

Resilience 2.0 identifies this new paradigm: modern Information and Communication Technologies
(ICT) is used as a basis and even a precondition for resilience of a system and provides quick,
effective, efficient and sustainable Disaster Management.

In the sequel we list for the different phases of Disaster Managements the essential activities as
discussed in ISO (2011b), INSARAG (ed.) (2012); Haddow and Haddow (2008). All phases can be
supported - sometimes even automated by use of ICT. Most of these technologies are also used in
every-day business. A few modern technologies which are specifically helpful to Disaster
Management are discussed in the following table.

Disaster Phases, key activities and ICT

(sub)phase key activity

1A: Hazard, | erecording of status-quo-ante (maps, photos, digitalization of environments,
vulnerability | buildings, etc.)

and risk digitalizing of documentation

assessment:
mark objects for worthwhile safekeeping and record their context
back-up documents etc.

1B: identification, analysis and cataloguing hazards

Mltlgatl_on / per hazard: mitigation and/or prevention options

Prevention

creating emergency plans and scenarios
Prepare restauration documentation (maps, documents, pictures, ...)
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1.C: establish collaborative networks
Planning get Early Warning system(s) and Alert System(s) into stand-by mode
select appropriate processes and emergency best practices (Chroust and Aumayr,
2014)
establish inventory of necessary resources (personnel, goods)
definition and simulation of logistics during the Response Phase
select specific disaster scenarios (use Virtual and Augmented Reality)
prepare text for News Media
2.Alert/ Collect data about the impeding hazard (including social media)
'Ig\lztri]?]?ng prepare and issue early warnings and evacuation plans National Governors Assoc.

(3014), logistic plans,

simulation of impacts and its evolution

prepare text for News Media statements

contact relevant response organizations

set up Project and Process Management (Haider et al., 2014)

3.Response /
Intervention

evaluate amount and location of damage/casualties etc. (sensor data?)
scenario descriptions, site-map creation

bring in first responders

consider secondary (chained) disasters

execute evacuation (if necessary/feasible)

electronically detect/locate victims and helpers (robots!)

establish communication between all involved people

aggregating localized information including social media into situational maps
(Virtual Reality)

finding and re-connect missing persons (families, children)

4. Recovery /
Restauration

strategic decisions (what can/should/must be restored)
evaluate cultural values (trade-offs)
interpret and evaluate historical construction and lay-out plans

5. Post-
mortem
Analysis :

tallying the losses,

SWOT-analysis

statistical correlations

Al-governed re-play of events

derive improvements and recommendations

For the activities/tasks required in the various phases as sketched above, various tools are especially
useful. In the following table we indicate in which of the phases certain tools are of prominent
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importance, admitting that each tool would to some extent be

different types of disasters also different tools.

useful in all phases. Obviously

Tools Phases -> 1A 1B 1C 2 3 4 5
Big Data X X X X X
Computer animation, Simulation X X X X X X X
Crowd Sourcing X X

Crowd Tasking X X X

Early Warning Systems X X X

Electronic opinion surveys X X X X
Geoposition System (GPS), Google X X X X X

Earth, satellite photography

Multivariate Statistics X X X X
Process Management Tools X

Project Management Tools X

Robotic, teleguidance X X

Sensor technology X X

Social Media X X X X
Virtual Reality X X X X X X X

4. Complications for ICT during Response/Intervention (Phase 3)

Except for Phase 3 the use of ICT for Disaster Management will not be much different from
classical applications, see the activities listed in section 3.2. Application and use of ICT in Phase 3
(Response/Intervention), however, encounters considerable additional problems. The difficulties
result from the circumstances and the environment of responding to a disaster. In a nutshell these
extraordinary difficulties stem from: high priority of life savings actions, often for the sake of

preempting other important

tasks, time and performance pressure, physical and psychological stress on personnel, damaged ICT

infrastructure, unknown and/or adverse natural environment, etc.

Performance Pressure:

e time pressure/preemption of tasks and procedures due to the priority of saving human lives

e incomplete and often misleading information for planning

ICT infrastructure:

e special precautions have to be taken to overcome damages to the ICT-infrastructures itself:
destroyed/damaged computer equipment, land lines and WLAN connections,

o electrical power supply might be severely damaged or not-existent (black-out)

e overload of WLAN capacity due to high-volume usage (social media!)
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Communication:
e Communication equipment might be damaged, out of order or reduced in its capacity

e Social Media interactions by mobile phones and internet connectivity might overload the
available channels blocking disaster-relevant messages

e Communication between helpers from different countries and cultures will add problems of
understanding

e agitation and stress might degrade the quality of observations and messages.
Personnel:

e psychological stress situations of all helpers (Bundesamt f. Bevolkerungsschutz und
Katastrophenhilfe, 2011)

e regular personnel might be incapacitated themselves or busy helping their own family and
therefore not be available

o volunteers will probably be not sufficiently trained for operating complex ICT-equipment

e Qutside helpers will come from different regions, language groups, ethnicity and cultures
creating problems in communication and cooperation

Location and Environment:
e interventions must take place in unknown, often adverse locations,
e streets, tunnels, bridges are possibly damaged by unexpected events (land slides, ...)

e local political restrictions, censuring etc. hamper actions

5. Summary

Resilience of systems is a highly desirable goal. In this paper we discussed the use of ICT to
create/improve resilience of many of the systems our society depends on. For each Phase different
types of ICT are most appropriate and promise the highest return on investment. Only the
coordinated use of ICT in all 5 Phases promises sufficient success and the change to turn many of
our now still fragile systems into resilient systems. This aim requires investment with respect to
funds and creative thinking and is a long range project. ICT can very successfully and convincingly
improve Disaster Management and sometimes will make the difference between a fragile system
and a resilient system.

We also discussed that ICT itself is vulnerable to the imponderabilities of a disaster impact. This
requires a recursive application of many of the Best Practices we listed to the ICT systems
themselves.

We hope that this paper will trigger an interdisciplinary discussion, perhaps exhibiting new
approaches and new methods and improve the situation for humans affected by a disaster.
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Abstract

Interoperability of stakeholders is an imperative requirement of nowadays crisis and disaster
management. Within the European Commission funded FP7 project EPISECC a concept of a
common information space is developed in order to assist in the improvement of the European
crisis and disaster management. A basis of the development of such an information space is the
profound analysis of the management of past disasters with specific focus on interoperability and
efficiency of applied processes. In order to perform such an analysis an inventory on the
management of selected past disasters was developed. The information for the inventory is obtained
by systematic expert interviews using online questionnaires. Multiple crisis and disaster managers
that are active nationally, internationally or on both levels are interviewed in order to obtain the
required information. The methodology behind this inventory is described in frame of this paper.

1. Introduction

More than in other societal affairs, “resilience of societies” has obtained a special validity in
disaster management. Albeit definitions differ along heterogeneous interpretations, the capacity of a
society to get over the impact of a natural or a human-induced hazardous event builds the essence.
Frequently, the availability of disaster management agencies to establish synchronised response and
recovery procedures might be decisive for harmonised efforts and bundled resources (lannella,
2007). A seamless and robust information exchange has been considered as vital for coordinating
disasters relief efforts including various actors at different institutional stages in an efficient way.
Evidence highlighting the role of information was provided by the World Disaster Report (2005)
which stated “information alone can save lives.”

Indeed, in certain circumstances, when time is tight and decisions are urgently required, processes
of disseminating information wherever required in a way that it can be understood are critical
success factors for ensuring the security of citizens and maintaining the resilience of the society.

As elaborated by Sagun (2009), two major channels of information flow have been considered as
pertinent for managing a disaster

(a) intra-organisational — within an organisation and
(b) inter-organisational — between various organisations.

Considering the citizens” communication needs, there is the obligation to establish a bidirectional
information exchange, in fact from people to organisations and from organisations to people. From
an organisational view, communication results from the necessity to prepare and coordinate the
deployment of resources. However, during disastrous events the communication and information
exchange capabilities are often compromised or destroyed, either by the catastrophe itself or due to
events and effects in its aftermath, like overload and congestion. In such situations, it is absolutely
essential to compensate intermitted information flow by reconditioning reliable communication
rapidly. Although, maintaining an intact information and communication technology (ICT)
infrastructure during an event is challenging by itself, the interoperability between systems of the
different actors involved poses an added crucial point (Weiser, 2007). Frequently, a lack of
information inhibits the capability of responsible agencies to respond appropriately resulting in
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inconsistencies of measures, redundancies in the deployment of resources and gaps in the
situational awareness. Access to information, communication with other rescuers and stakeholders
as well as the availability of resources are key factors to minimize damage and loss of life. Multiple
challenges have to be encompassed: language and cultural barriers, know-how levels,
organisational and especially technical barriers e.g. in voice and data communication as well as in
automated data exchange.

Special attention to interoperability, understood as the ability to exchange information between
different systems (Delprato et al., 2014), has been paid by the ESENet Project, where an assessment
of the different interoperability layers, and of the interoperability during certain events was
provided (ESENet, 2014).

The project EPISECC is aiming at developing a concept of a common “European Information
Space”. This information space is dedicated to become the key element in a future integrated pan-
European crisis and disaster response capacity. Besides the development of a common Taxonomy
and an ontology model, aimed at addressing the Semantic Interoperability issue, EPISECC will
focus on the establishment of Interoperability at Physical (i.e. network) and Syntactical (i.e.
automated information exchange) levels. One of the main purposes of the developed inventory, is to
allow analysis of interoperability at all levels.

2. Methodology

2.1. The data model

A mandatory pre-requirement for the development of a pan European information space is a
profound analysis of past disaster responses with focus on interoperability and efficiency solutions
and issues of disaster management. For this purpose an inventory was developed within EPISECC.
The general concept, structure and ideas of the ‘Architecture of integrated Information Systems’
(ARIS) served as starting point for the development of the data model of the inventory (Scheer,
2002). In general terms, the structure of the EPISECC data model consists of main areas, such as
data, processes, tools and business models (Huebner, et al., 2015). In addition to these, additional
areas of information such as initiator, actor or disaster groups were included in the EPISECC data
model. The areas of information were assigned to the four overarching main information units
which are Interoperability, Disaster, Organisation and Crisis and Disaster Management Cycle.

Interoperahility

Main Infermation Unit

AMectad
Infrastruciura

Area of Information

ILl'rcr: of Intercperability | Organisation | | Owganisation
A B Field of information

Figure 1: Levels of information of the EPISECC data model

On a lower level, each area of information is subdivided in multiple fields of information such as
data type or data language in case of the area of information “data”. The whole structure of the
different levels of information is called template in the EPISECC project. The template can be
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considered as the taxonomy of the included fields of information. The data model encompasses in
addition to the taxonomy the logic combination of the different fields of information.

The data model is the starting point for analysing the management of past critical disasters. The
method of finding relevant information for the inventory of EPISECC goes from the data model
over identifying relevant questions together with selected stakeholders being active in disaster
management, the development of an online questionnaire up to final interviews of crisis managers
with focus on the strategic level in order to identify and analyse relevant information on the
management of past disasters (see Figure 2Chyba! Nenalezen zdroj odkazi.). In the following
hapters this process is discussed in detail.

2.2. ldentification of questions

After having developed the data model, questions being relevant for the inventory were collected
from stakeholders such as the Austrian Red Cross or the German Federal Agency for Technical
Relief (THW). For this purpose stakeholders were asked to provide questions on missing relevant
information related to disaster management with focus on the response phase on one hand and
interoperability and efficiency on the other. The arising so called pre-questions were aimed at
showing what the users would like to have answered by the inventory. The result of the interviews
on these pre- questions showed the broad scale of interests of stakeholders in such an inventory on
the management of past disasters.

The project team considered all pre-questions suggested by stakeholders as a priori relevant.
Nevertheless, it was necessary to restrict the number of questions based on their relevance for
EPISECC. Using a specifically designed ranking process, the project team selected 29 questions out
of a total sample of about 140 to be implemented in the questionnaire. The ranking process was
designed in order to highlight the questions which were more relevant from the perspective of
interoperability and efficiency in disaster response. The questions being most representative from
this perspective are shown in Table 1.

.Interviews with

. Stakeholders
Online .
Strategic crisis
Questionnaire managers filling out
. questionnaire. The
Identification Development of answers to the
of Questions the opllne - questionnaire serve
questionnaire as input for the
Identification of basedon inventory
relevant transformation
®Data model  questions of selected
together with questions in
Includes all selected fields of
relevant fields  stakeholders information from
of information the data model

Figure 2: Method for data gathering for the inventory

Questions for the EPISECC inventory

What information/data were exchanged in a specific country during a specific type of disaster?
How many sources for information were used? How were information saved and exchanged?

How fast could alternative solutions after the collapse of communication tools be provided?

Who alerts partner emergency services? How long time does it take?

Overcoming of language barriers: e.g. how was the collaboration between local and international
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operational commanding units working?

Which information should be available at which level at which time in each country?
Similar information available in country A and B are needed at what level in country A and what
level in country B?

How can the communication with another country be realised? Are frequencies provided and
predefined radio channels?

Table 1: Examples of selected questions to be implemented in the EPISECC inventory

2.3. Transformation of questions in fields of information of the data model

Generic questions such as those shown in Table 1 would, in case they are answered directly, trigger
narrative answers being only comparable to a limited degree making therefore systematic analysis
and quantifiable answers hardly achievable. In order to overcome these limitations, the generic
questions asked by the selected stakeholders need to be transformed applying the process described
in chapter 2.3 to information elements that can be implemented in the online questionnaire. For this
purpose we applied a step by step process. A simplified version of this process is shown in Table 2:

First step To identify key terms (typically substantives and verbs) in the questions

Second step What key terms from the questions are missing in the data model of the
inventory? Identify a place for the additional key terms (corresponding to
fields of information) in data model

Third step Recompose the questions using all necessary fields of information

Table 2: Simplified process for transformation of question

To give an example, the transformation process of the first question of Table 1 is shown in Table 3:

Selected Question | What data of a specific data type were exchanged in a specific country
during a specific disaster?

Key Terms Data, data type, exchanged (synonym for interoperability, fields of
information selected: initiator, actor, measure), country (synonym for spatial
scope), disaster (selected fields of information: disaster generic group,
disastergroup, disaster main type, disaster sub type, start, end)

Missing key terms | Identification number of the disaster

Transformed Identify disaster (generic group, group, main type, sub type, start, end,
guestions on fields | identification number)

of informations of | Identify the initiator of the data transmission (e.g. name, stakeholder type,
the data model type of responsibility, acting as focal point)

Identify the actor (recipient) of the data transmission (See above)

Identify layer of interoperability (necessary?)

Identify data (data resource name, content, type, language)

Identify spatial scope

Table 3: Example of a transformation process of a generic question

2.4. The inventory database

EPISECC uses the expert system Emikat as basis for its inventory. Emikat is a product of AIT
Austrian Institute of Technology GmbH and is currently operational in several customer and
research based projects since 2001. Originally, Emikat has been developed to model emission
inventory related entities and processes. That’s where its German name Emissions Kataster
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(emission cadaster) originates from. Emikat is able to model different kinds of scenarios and
automatically derive its implications in terms of emissions. On the technical level Emikat is a
typical “Client-Server” solution as can be seen in Figure 3Figure 1. The Java-based Web Start
client can be downloaded from the Emikat website (http://www.emikat.at). It uses encrypted
Simple Object Access Protocol (SOAP) web services technology to communicate with the servers
which are hosted by AIT in Austria. Emikat is designed to administrate multiple customers in
parallel. This approach allows multiple customers to share infrastructure and parts of their data but
maintain separated working spaces to keep their critical business data. AIT will reuse
administrative data and basic application modules and provide dedicated workspaces and user
accounts for the EPISECC project.

Server-Client-System

Auto-Update

Central offices

I District offices

Authentification

Power
Licences

Security

Teleworking offices
Local consultants

Complex data base '\SAimpIe client
Centralized data repository any users

Figure 3: Emikat Client-Server Structure

3. Analyses of the information obtained from stakeholders

3.1. Interface to stakeholders — the questionnaire

To receive the necessary input for the inventory database a questionnaire has been created. The
questionnaire is addressed to different type of respondents from crisis and disaster management,
such as the Bavarian Red Cross. The questions are grouped in different sections, according to their
topic / focus (e.g. information on the organisation, on the disaster, on the adopted interoperability
processes and measures, and so on). In Figure 4 we show as an example the page with questions
related to disasters from the EPISECC questionnaire.

3.2. Implemented key indicator on interoperability

Key indicators (KI), which are dedicated to replace intuitive opinions by verifiable data, are used in
addition to the quantifiable and therefore comparable answers to the transformed questions, and add
a few representative metrics to the overall analysis. These key indicators are calculated by specific
mathematical formulas. Answers from the questionnaires serve as input for these equations. As
stated in (Engelbach, et al., 2014) these indicators can be absolute values or ratios. To find suitable
key indicators on aspects of crisis and disaster management such as interoperability and efficiency a
literature review was performed. Several indicators from literature are integrated in EPISECC such
as the Delivery Data Reliability Index from (Santarelli, Abidi, Regattieri, & Klumpp, 2013) or the
Process Cost Indicator (Davidson, 2006).
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EPISECC Questionnaire

The Pan European EPISECC inventory supports crisis managers, emergency services and other
stakeholders by allowing them to analyse interoperability and efficiency aspects of past critical events and

disasters. The major focus is set on interoperability and efficiency in the response phase. The inventory
intends to answer frequently asked questions of multiple stakeholders.

Disaster description -

Please provide information on a disaster that your organisation managed in the past
Disaster name: ﬂ * Disaster in Vienna

Description of situation: | | Earthquake Level 4.1

Intensity/Magnitude/Scale: f| | 4.1
Disaster Main Type: | | Natural Disaster Geophysical Earthquake B Ground shaking B

Response phase start: | | 2014-02-03 Response phase end date: |

Figure 4: Example of a page of the EPISECC questionnaire

Although multiple publications on interoperability exist, we did not identify literature containing a
key indicator for interoperability in crisis management suitable for our purposes. Therefore the
following indicator has been established:

Drr_is Duys_i
Klne = 0,5 (1 = Tye) + 05+ (1 = T,)] - [21e=ie . iz (1)
Drr—ia Dus-id
where:
Kl Key Indicator for Interoperability (Value between 0 and 1, 0 = Worst Case, 1 = Best Case)
Teuc Normalised Time for setting up an information exchange channel, e.g. a frequency channel for
communication (Value O ideal case = no time for setting up channel, value 1 worst case =
worst case time to set up channel, depending on expectation of stakeholder)

T, Normalised Time for exchanging or provision of information
(Value 0 ideal case = no time needed for the process of information exchange (ideal, not
possible, the shorter, the better), value 1 worst case = worst case time for exchanging
information, depending on expectation of stakeholder)

Drr_is Data transmitted real status (is); (Value 100 best case = all required data transmitted, value 0
worst case = worst case, no required data transmitted)

Drr_ia Data transmitted ideal (id); always 100 (100%), all expected data transmitted

Dys_is Data understood real status (is); (Value 100 best case = all data transmitted understood, value
0 worst case = worst case, no required data understood)

Dys—_ia Data understood ideal (id); always 100 (100%), all expected data understood

The indicator is based on several assumptions, e.g. giving the time to set up an information
exchange channel the same weight as the time to exchange the information can be seen as first
approach. Future experiences might allow using more specific weighting factors, for instance
weighting factors depending on type of disasters (slow or fast onset). In addition, the indicator
could be sharpened by including additional impact factors such as time requested to identify a
communication counterpart. However, the four imperative factors of communication, i.e. time to set
up a communication channel, time requested to communicate, amount of data transmitted as well
amount of data understood are already included.
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4. Outlook

Currently the EPISECC questionnaire is finalised and the evaluation of the first interviews of
stakeholders is performed, analysis is ongoing and software implementation is finalised. During the
next few months further interviews will be performed with multiple stakeholders that are nationally
and/or internationally engaged in the crisis and disaster management community. The interviews
will encompass a large scale of crisis managers such as experts from United Nations as well as
from the European Union and Member States. In case of recommendations from the experts some
adaptations of the inventory’s architecture will be implemented in order to enhance acceptance of
the inventory by stakeholders. The focus of the interviews is set on strategic operations in the
response phase of the crisis and disaster management cycle (Lumbroso 2007). The content of the
inventory is supporting the development of the common information space due to the identification
of both best practices as well as shortcomings related to interoperability and efficiency of applied
crisis management processes.

The inventory also offers the possibility to provide responses to specific questions posed by
stakeholders in crisis management. The large number of possible combinations of the fields of
information of the questionnaire allows achieving new knowledge in the domain. The EPISECC
inventory allows also the implementation of additional key indicators. The interoperability key
indicator presented in chapter 3.2 is a new developed measure from EPISECC and might be
extended by additional indices in case of necessity.
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Abstract

Managing effectively social crisis incidents, that are triggered by natural or man-made disasters
and influence the operation and the availability of the critical infrastructure i.e. electricity, water
supply transportation and telecommunications, is a complex task to deal with, due to the presence
of multiple domain entities which are involved in such circumstances. An efficient path that can be
followed in order to mitigate the risk of potential human and financial losses, caused by a social
crisis incident, is the creation of a communication model that can be interpreted by all the involved
experts. Ontological models incorporate common glossaries and are suitable tools for achieving
effective communication among all Domain Entities. The current paper deals with the creation of
an Ontological approach for managing social crisis incidents. The delineated framework includes
multiple interdisciplinary Ontological Entities in order to be clearly understood by all the experts
who formulate crisis management strategies. The main advantageous elements of this contribution
are its flexibility, which is ensured by the unlimited number and independent ranking order of the
Ontological Entities, as well as the adoption of mathematical tools that measure the impact of each
Entity on the decision - making process in order to face social crises. The model also estimates the
time required to restore Critical Infrastructure in such situations and mitigate in this way the risk
of an extended social crisis. The decision about this timeframe is made through the study and
analysis of past data regarding similar emergency situations.

1. Introduction

“Communication” has been thoroughly analyzed over the years from various scientific aspects. It is
considered to be a core element of human behavior and a crucial factor which influences the
development of global civilization. Communication is mainly realized by means of information
transmission among people. People share information, influence others, establish relationships,
form ordered units and act in concert. That is why “communication scientists consider the process
of communication one of the important foundations of human society” (Ren and Zhai, 2014).
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In the modern era, communication is mainly achieved through the adoption of Information and
Communication Technologies. For this reason, throughout the recent decades, communication and
information modeling have been oriented to the illustration of objects, which are called Entities, as
well as their relationships and information transmission among these objects. The relationship
between Entities and their information representation has become the forefront of Ontologies and
information modeling, because conceptual models (Ceusters & Smith, 2010) have become critical
in encoding human understanding of information (Smith et al., 2006).

There are various definitions for ontologies but perhaps the most cited one is “a formal, explicit
specification of a shared conceptualization” (Uschold & Gruninger, 2004). Agarwal (2005)
includes the term Communication by stating that “an ontology is the manifestation of a shared
understanding of a domain that is agreed between a number of agents and such agreement
facilitates accurate and effective communications of meaning, which in turn leads to other benefits
such as inter-operability, reuse and sharing”. Under this assumption, it can be realized that effective
communication towards decision - making, requires not only the formulation of conceptual models,
but also, the support of such models by mathematical formulas that stabilize their validity, provide
the possibility of measuring the importance of all involved Entities and enable the flexibility,
balance and reusability of the model by adding or ignoring some of the Entities.

Furthermore, other researchers underline the need for adopting Risk Management policies when
proposing Social Crisis Management strategies, meaning strategies that involve detailed
preparedness, response and recovery plans aimed for reacting to hazards that threaten the operation
of the Critical Infrastructures, the lives of the citizens and public and private properties. More
precisely, (Rougier et al (2013) claim that “if we are to minimize loss of life, economic losses, and
disruption from natural hazards, there is an imperative for scientists to provide informed
assessments of risk, enabling risk managers to reduce social impacts significantly, to conserve
economic assets and to save lives”

Based on the above analyzed literature, the current paper aims to propose a new theoretical
Ontological framework, which pinpoints the impact of multiple domain ontologies from the Social
Crisis Management research field, on the Ontological Entity entitled “Communication”, which in
its turn influences the Risk Mitigation Ontological Entity (Figure2) of long-lasting social crisis
incidents. The model is proposed as a flexible ontological strategic plan towards the timely
restoration of Critical Infrastructure in social crisis incidents. The framework is currently presented
in its initial form. The model’s detailed formulation according to a knowledge representation
language, such as the Web Ontology Language (OWL), is beyond the scope of the present article
since it is still under research and development by our research team.

2. Problem Definition — Communication, Ontologies, Decision Making and
Risk Mitigation of Long Lasting Social Crisis Incidents

Many scientists indicate the necessity of utilizing common languages during unexpected events,
such as crisis incidents. They precisely state that “glossaries and vocabularies play a significant
role in emergency management due to the importance of clear communication during disaster
response” and that “the importance of having a common understanding within the disaster
management field has been recognized” (Grolinger et al., 2011). Mattioli et al. (2007) indicate that
“responding to a Disaster, an Incident, a Crisis, or an Emergency (such event is called in the sequel
a DICE) in a timely and effective manner can reduce deaths and injuries, contain secondary effects,
and reduce the resulting economic losses and social disruption”. Moreover, Shen et al. (2012),
underline that “decision-making in crisis management requires high effectiveness but carries large
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risk. Therefore, we need specialized theories and approaches to support emergency decision-
making”.

However, after studying the most widely publicized and worldwide indexed research articles in
journals and scientific monographs, it was concluded that no standard, flexible and expandable
ontological models have been developed regarding effective communication and its influence on
the decision making process in order to achieve efficient and early response to unexpected events,
thus mitigating the risk of experiencing highly extended social emergency events.

The currently proposed model, aims to contribute to the ontological approach to decision-making
during social crisis incidents, by mitigating the risk of a prolonged emergency situation. The idea
behind the construction of the new approach is the presence of various ontological entities which
efficiently and timely communicate among themselves in order to mitigate the risk of an extended
social crisis. The aforementioned Ontological Entities influence timely and effective
Communication which, in its turn, helps Crisis Management experts in making decisions towards,
a) Risk Mitigation of extended social emergency events, b) estimation of the time required to
restore Critical Infrastructure based on historical data of similar, past social emergency situations.
Communication is relevant to all phases of an emergency incident that is, Pre-Crisis, During Crisis
and Post-Crisis.

3. Description of the Proposed Ontological Framework

The new method, considers as Ontological Entities all the involved Factors that interact with the
main Ontology, which is “Communication”. In its turn, Communication affects another Ontology,
meaning Risk Mitigation of delayed recovery of Critical Infrastructure. The idea is to mitigate the
risk of a prolonged crisis incident in order to reduce or even eliminate loss of lives as well as
immense economic damage. The currently proposed Ontological Framework should include a Risk
Mitigation policy with respect to the protection of human lives and to the avoidance of uncontrolled
unwanted economic losses due to extended disoperation of Critical Infrastructures. Apart from the
interaction of Ontologies from various domains, the model is aimed to differentiate from existing
emergency management ontological models. Kruchten et al. (2007), propose a conceptual model of
disaster affecting infrastructures (Figurel). Despite the obvious inclusion of the most important
Ontological Entities, still the model’s functionality lacks flexibility and expandability.

Communication
&
Coordination Secial

1 7 ;
777777}77:@7777 —— e ——— -
ooserves re;'ms reactsobserves

/ I
1/ I My N,
Regions, Cells,
People, le=—affects—={ Infrastructures
Businesses, Wellness

Events, Disasters

Figurel Four Packages of the Conceptual Model (Kruchten, et al. , 2007)

In order to avoid the utilization of a limited number of Ontologies, the currently developed
Ontological Framework is aimed to support the participation of multiple Domain Ontologies, the
number of which is determined according to the social crisis situation. The domain expert, is able to
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add new or remove unwanted Domain Ontologies. As it has been mentioned, the specific Domain
Ontologies act as Factors that influence the timely and efficient Communication among the
involved Units. Communication, is an Ontological Entity which in its turn affects the final
Ontological Entity, that is, Risk Mitigation Regarding Timely Restoration of Ciritical
Infrastructures. The model’s flexibility is ensured by the support of mathematical methods that
indicate firstly non-arbitrary weights values that is, the Rank Order Centroid Method for precise
weight assignment, and, secondly, impact and probability of occurrence of each Factor/Ontological
Entity that is, the formula that defines the Risk Magnitude. The proposed Ontological framework
includes 4 Ontological Layers. Each Layer includes the following Entities:

LAYER 1: Upper Ontology: The Upper-Ontology indicates an Entity such as Government,
Ministry, Public Organization and many more entities of a similar extent. It is considered to be the
Domain Ontology of the highest level.

Ontologies that Interact with and Are Parts of the Upper Ontology: The specific Domain
Ontologies are active Entities of the Model, and their presence influence Communication and the
overall Risk Mitigation of any type of disaster caused by extended disoperation of Critical
Infrastructures. The framework is independent of the number of involved Domain Ontologies and
their importance. Domain Ontologies interact with and are parts of the Domain Upper Ontology
(Figure 2). The Ontological Entities influence and are influenced by the Ontological Entity
“Communication”. They also influence the Ontologies of Layers 3 and 4. The specific layer can
include an unlimited number of Ontological Entities which enhances the flexibility of the described
contribution.

LAYER 2: Communication Ontology: Communication is considered to be the “Core” Ontological
Entity of the currently developed model. It influences the Ontological Entities of the first
Ontological Layer and also the Risk Mitigation Ontology which is included in the third Ontological
Layer. It also influences the estimation of an approximate timeframe during which the size of a
similar past crisis incident can be reduced.

UPPER ONTOLOGY

Is Part Of I[s Part Of \%
ONTOLOGY 1 ‘ v—-‘ ONTOLOG

NTOLOGY 2
COMMUNICATION

............... ‘ ONTOLOGY n

RECOVERY STRATEGY OF C.L

Figure 2 The Ontological Framework for Facing Social Crisis Incidents

LAYER 3: Risk Mitigation Ontology: Risk Mitigation is performed in terms of timely restoration
or recovery of the Critical Infrastructures in order to prevent loss of lives and financial damages.

LAYER 4: Recovery Strategy of C.I. Ontology: The strategic policy towards bringing back to life
Critical Infrastructure considers a specific timeframe within which reduction of past disasters size
can be achieved. The concept is to recover infrastructures within a shorter period of time than in
historical crisis events. Time estimation is performed by considering the analyzed risk strategy.
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4. Risk Mitigation and Time Estimation for Social Crisis Incidents through the
Analysis of Ontological Entities/Factors

The current work includes the introduction and presentation of a new contribution to the Crisis
Management research area, entitled as Communication Recovery Index (COMRI). This paper
focuses especially on social crisis incidents. Yet, the specific index can be implemented to several
crisis situations, even those which affect the operation of enterprises. However, for such incidents
another ontological communication model has to be formulated, and this is beyond the scope of the
present work. The estimation of the specific index is based on the Composite Risk Index (Turner,
2011), which is calculated according to the following formula:

COMPOSITE RISK INDEX = IMPACT OF RISK EVENT x PROBABILITY OF OCCURENCE (1)
Borghesi & Gaudenzi, (2013) mention that “Risk is characterized by two basic features:

e the severity of the possible adverse consequences

e the likelihood (probability) of occurrence of each consequence”.

According to the Composite Risk Index theory, the Impact is marked on a scale from 1 to 5, where
1 is the minimum impact value and 5 is the maximum impact value. Moreover, the probability of
occurrence is marked on a similar, 1-5 scale. As a result, it can be easily realized that the minimum
value of the Composite Risk Index is 1 and the maximum value is 25.

Considering the Composite Risk Index methodology, the derived equation for estimating the
Communication Recovery Index (COMRI) value for each one of the factors/ontological entities of
Layer 2 is the following:

COMRI=W x P )

where, W = Weight of Factor (Ontological Entity) and P = Probability of Occurrence or Presence.
According to the proposed ontological framework, since multiple Ontological Entities participate as
Factors that influence Timely Communication and consequently the Timely Restoration of Critical
Infrastructures, the final RI value is calculated according to the following equation:

n
COMRI = Z(Wi X P) 3

i=1
The differentiation of the newly proposed Risk Analysis approach is that the Weight Values of the
Factors (Ontological Entities) are not assigned according to a 1 — 5 scale, but according to the
ranking order of each Factor. In other words the final weight value of each factor is based on its
importance and finally according to the number of the involved factors. The selected approach is
the Rank Order Centroid (ROC) approach and it is analyzed in the following paragraph.

The probability of occurrence (P) for each of the involved Ontological Entities is based on the 1-5
level scale, and it is determined by:

e Experience of the Domain expert
e Historical data of crisis and emergency incidents regarding a specific geographical area.

Finally, the proposed Ontological Framework provides the domain experts with the possibility of
estimating an approximate Time Deviation (TD) regarding the recovery of Critical Infrastructures.
The demanded input is a Recovery Time (RT), which is provided as an input value from crisis
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management databases. This means that if the RT value is known from similar historical crisis
events, the calculation of the Time Deviation is provided by the following formula:

TD= RT x 22X (4)
100

The proposed by the Framework strategy considers a reduction in the maximum estimated
timeframe according to which the Critical Infrastructures should be recovered. As a consequence,
the Total Recovery Time (TRT) of the examined scenario, is estimated as follows:

TRT =RT - TD (5)

4.1. Assigning Non-Arbitrary Weight Values to Each Ontological Entity/Factor with the
Rank Order Centroid (ROC) Method

The term "Rank Order Centroid"” was generated by Barron & Barrett (1996). The idea is to convert
ranks (first, second, third, fourth) into values that are normalized on a 0.0 to 1.0 interval scale. The
primary reason for selecting the ROC approach is that it is a simple way of giving weight to a
number of items ranked according to their importance. The decision makers can usually rank items
much more easily than give weight to them (Bagla et al., 2011). This method takes those ranks as
inputs and converts them to weights for each of the items, according to the following formula:

m

Wi ! ! 6

= — X —_

i=— = (6)
n=1

where W; is the Weight Value of the i"™ item, and m denotes the number of items (factors). For
example, if there are 4 items, the item ranked first will be weighted (1 + 1/2 + 1/3 + 1/4) | 4 =
0.521, the second will be weighted (1/2 + 1/3 + 1/4) / 4 = 0.271, the third (1/3 + 1/4) / 4 = 0.146,
and the last (1/4) / 4 = 0.062.

In order to adjust the values to the needs of the currently developed model, the values are
normalized on a 0 to 10 scale. As a consequence, the Maximum value of COMRI will be 50, since
the maximum value of Weight is 10, in the occasion when only 1 ontological entity is considered in
the social crisis scenario, and the Maximum Probability of Occurrence is 5, which means that the
presence of the specific entity is highly possible. As a result, the above mentioned 1-5 scale for the
Probability of Occurrence, implemented along with the ROC approach for the weight assignment of
the ontological factors, prohibits negative or zero values regarding the Total Recovery Time (TRT)
in Eq. 5.

4.2. Practical Example

Crisis Scenario: After a severe earthquake, a provision of electricity is interrupted. Upper-
Ontology Involved: Public Coordination. 2 Domain Ontologies: Management of ICT
Infrastructure, Crisis Management. Core Ontology: Communication

The Ontologies should be ranked according to their importance. The corresponding weight values
are depicted in Table 1:
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Ranking Order Ontologies Weight Value | P Value

1 COMMUNICATION (Timely) 5,21 2

2 PUBLIC COORDINATION 2,71 5

3 MANAGEMENT OF ICT | 1,46 2
INFRASTRUCTURE

4 CRISIS MANAGEMENT 0,62 4

Table 1 Ranking Order, Weight Assignment and Probability for the Involved Ontological Entities

The Communication Recovery Index is calculated as follows:

COMRI = Y4 (W; x P) = (5,21 x 2) + (2,71x5) + (1,46x2) + (0,62x4) = 10,42+ 13,55+2,92 +
2,48= 29,37. If we assume that according to similar past crisis events the restoration was
implemented in 2 hours (RT = 2 Hours), then the expected Time Deviation will be calculated in the
following way:
COMRI
100

29,37

TD = RT =2 X oo - 0,58 Hours and TRT =2-0,58 =1,42 Hours

The derived TRT value indicates that the maximum timeframe within which Cls should be
recovered in order to achieve limited damage, in comparison to the previous disasters, is 1,42
Hours.

5. Conclusions — Future Work

An initial theoretical framework based on Ontologies and Efficient Communication for
implementing effective social crisis management strategies, is delineated in the current paper. The
presented model is divided into four Ontological Layers that is, the Upper Ontology and Domain
Ontologies, Communication Ontology, Risk Mitigation Ontology, regarding timely restoration of
Critical Infrastructures, and Recovery Strategy Ontology. The Ontologies of the first Layer
influence and are influenced by Communication which, in its turn, affects the Risk Management
and the final decision making strategy regarding the timely restoration of infrastructures. The
model’s main advantage is that for flexibility and expandability reasons an unlimited number of
Domain Ontologies is permitted, depending on the crisis situation. The impact (weight values) of
the Ontological Entities on efficient recovery policy is estimated according to a simple and accurate
mathematical method that is, the Rank Order Centroid. The model aims to prevent loss of human
lives and huge economic disasters through the reduction of the duration of a future crisis event. For
implementing the current model, analysis of duration of past social crisis events is demanded.
Future research regarding the present contribution includes, firstly, the creation of a detailed
Ontology Schema based on the Web Ontology Language (OWL), consisting of Individuals,
Properties and Classes, and, secondly, the creation of a software user interface which will support
the automatic estimation of the desired results according to the corresponding social crisis scenario.
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Abstract

The objective of the project Public Safety Net (PS.NET) is to assess the potential of commercial
networks for emergency services. Cognitive Walkthroughs were used to involve end-users in the
development of smartphone applications for emergency services. Four use cases were discussed in
order to establish their wusefulness and usability from a users’ perspective. In general, great
potential was seen in complementing the means of communication already used by an organisation
with commercial networks. However, the discussion of specific use cases showed differences in the
needs among emergency organisations (police, volunteer fire brigades, ambulance services). Data
protection and privacy issues were a major concern for the staff of emergency services. This paper
presents the results of the discussed use cases in detail.

1. Introduction

In Austria, emergency services (ambulance services, fire brigade, and police) in general use radio
networks as a tool to communicate with their staff in the field. In certain situations, the additional
use of commercial networks could be a further asset for these organisations — e.g. to alert
volunteers, to submit broadband data or as fall-back solution.

The objective of the project Public Safety Net (PS.NET)' is to assess the potential of commercial
networks for emergency services. Core of the project is the development of smartphone
applications for selected use cases?, namely:

1 The project is funded by the Austrian security research programme KIRAS of the Federal Ministry for Transport,
Innovation and Technology (bmvit).

2 The uses cases are based on the results of a needs analysis in which users were involved.
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e The alert of (volunteer) members of an emergency service;

e The determination of the positions of staff;

e The collection of broadband data on a current situation on the ground, and
e The integration of broadband data into the common operational picture.

During the development process of these applications, the project PS.NET puts a special focus on
the engagement of potential users. Their involvement is to ensure that the developed technologies
are well adapted to their needs. Therefore, Cognitive Walkthroughs with staff from emergency
services were conducted.

This paper describes the methodology used for the Cognitive Walkthroughs, presents the results
and discusses their implications for the further project development.

2. Methodological Approach

The importance of end-user involvement is increasing in various fields; this is especially true for
the development of new technologies. Participatory approaches not only support the empowerment
of end-users but also lead to a better acceptance of results. In PS.NET as well, the usefulness and
usability of the PS.NET applications depends on the engagement and participation of their end-
users. Thus, the project uses a bottom-up approach to make sure that the developed technologies
meet the requirements and needs of end-user organisations, increasing the probability of the
applications’ implementation as much as possible.

End-users were involved by means of the Cognitive Walkthrough method. Cognitive Walkthroughs
are a well-established qualitative methodology in the design and testing of software. In general,
users are confronted with a specific scenario during Cognitive Walkthroughs and asked to perform
certain tasks linked to it (Nielsen, 1994). While they perform these tasks, the participants are
observed and their behaviour is documented. The results of the analysis finally feed back into the
design process of the tested software (Colbert, 2001).

In the PS.NET project, the functionalities of the applications designed for the four before-
mentioned use cases were discussed in Cognitive Walkthroughs with nine persons from different
emergency services (in group and individual settings). This happened at an early stage of the
development process where paper mock-ups or pilot versions were only partly available. Therefore
the Cognitive Walkthrough methodology was adapted and the focus was laid on the communication
processes linked to the main functionalities of the applications.

The Cognitive Walkthroughs were to answer the following questions:

e Which benefits could arise for emergency services using the proposed applications? How
could the proposed applications be improved?

e Which differences between public safety organisations can be observed with regard to
possible benefits and improvements?

After a short presentation on the project’s main objectives the four use cases were presented. To
give an example of the use case ‘alert of (volunteer) members of an emergency service’: In a first
step, the participants were asked how their organisations’ staff is currently being alerted. In a
second step the applications developed within PS.NET for alerting (voluntary) staff of emergency
services were presented, followed by a discussion of advantages, disadvantages and possible
improvements. Graphs and screenshots of the applications being developed gave the participants a
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better understanding of the functionalities. Feedback and recommendations were visualized on a
pin-board. In addition, each participant answered a questionnaire after the discussion of each use
case. This procedure — discussing the currently established approach of an organisation to deal with
a specific use case, presenting the PS.NET application for this use case, discussing the application
with the participants, and collecting written feedback — was repeated for each of the other use cases.

The final part of the Cognitive Walkthroughs was a SWOT-Analysis. This analysis was used to
sum up the previous discussions and to identify general strengths, weaknesses, opportunities and
threats of the PS.NET technology from the emergency services’ perspective.

2.1. Pre-Test and adaptions in the methodology

The first Cognitive Walkthrough took place in a group setting and was used to pre-test the method.
In the pre-test the four use cases were embedded in a flood scenario to gain a better understanding
of the applications’ advantages during a disaster relief operation. It became clear that this scenario
rather confused the participants instead of inspiring them to think of possible situations where the
application of the proposed technologies could be helpful. It also turned out to be important to
focus not exclusively on disaster relief operations but to also to include the daily work of
emergency services. Therefore we did not use the flood scenario any more in the following
Cognitive Walkthroughs. Instead, the participants were asked to distinguish between disaster relief
(or major) operations and regular operations.

2.2. Data collection and analysis

The Cognitive Walkthroughs were recorded with a voice recorder. In addition, one person of the
research team took notes. Key aspects of the discussion were visualized on pin-boards or on a flip
chart. The different types of organisations (police, fire brigades, ambulance services) were
distinguished with the help of cards in different colours. The fourth data source was the
participants’ written feedback after each use case discussion.

3. Results

The following sections present the main results of the Cognitive Walkthroughs. The results show
similarities but also differences in the perceived usability of the presented applications between
emergency services.

In general, the participants of the Cognitive Walkthroughs saw various benefits in the extended use
of commercial networks in their work. Compared to the radio network commercial networks cover
also peripheral areas (like mountain regions). Additionally, the use of smartphones as terminal
devices was considered less expensive than the use of radio devices. The functionalities of PS.NET
applications on smartphones offer an easier way for sharing information than the technologies
currently in use — within and between organisations. On the other hand, however, commercial
networks were regarded less fail-safe than radio networks; in highly time-critical situations, radio
messages were seen as the fastest method of communication.

3.1. Alerting (volunteer) members of an emergency service

This application presented during the Cognitive Walkthrough alerts members of emergency
services via voice mail. A voice mail can be recorded and sent automatically to a defined group of
people. The receiver of the voice mail can respond with a text message. This application is intended
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especially for organisations working with volunteer staff (e.g. volunteer fire brigade) that do not
carry radio devices with them all the time.

The participants’ feedback shows that those organisations currently using radio devices for their
alarms clearly prefer this method compared to other technologies. However, organisations like the
volunteer fire brigade see an asset in alerts via voice mail. Participants from fire brigades thought
this could be a useful way to inform their volunteers about an incident. Still, they were not inclined
to use this method exclusively but rather deploy it together with other methods (e.g. pager). The
possibility of receiving a confirmation (via text message) was regarded less important for the fire
brigades.

Although participants from the police and ambulance services thought there was little use for this
application for alerting their staff, they came up with concrete ideas on the design of the response
function. In their view, it was essential to design this function as simple as possible (at the touch of
a button). It was also deemed necessary to provide a system that automatically collects and analyses
the staff’s responses: the operation manager needs to have an overview of how many persons will
come and does not want to read a huge number of individual text messages.

3.2. The determination of the positions of staff

In this application, the smartphone is used to determine the position the staff members. If requested
by the operation manager, the data is automatically sent to the control centre. This enables a more
detailed view of the operation in general.

Generally, the tracking of staff is regarded useful for keeping an overview of the situation on the
ground. This would enable operation managers to take better and faster decisions. The
organisations of most participants in the Cognitive Walkthroughs already detect the position of
their staff or vehicles through radio devices. For the volunteer fire brigade this seems to be
especially important during major operations, while during ‘regular’ incidents, as experienced in
the day-to-day work of a volunteer fire brigade, all decisions are being taken on-site. Compared to
the fire brigade, police and ambulance services see also application possibilities in their daily work.

The opinions whether it is useful to track single staff members, vehicles or teams varied between
emergency services. Participants from the fire brigade and from ambulance services thought it was
of little use to know the position of every single staff member. During an operation it would be
sufficient to know the position of a vehicle or the leader of a team. It was also suggested to combine
further information with the position data of a vehicle or team leader (e.g. special competences of a
team or equipment).

Participants from the police forces thought it more important to know the position of every single
staff member on the ground than of vehicles. This was explained by the smaller size of teams (in
general two persons per car) compared to the fire brigade, and by their greater mobility (e.g. during
a pursuit).

Major concerns were articulated with regard to privacy issues when determining or tracking the
position of staff. For the participants of the Cognitive Walkthroughs this topic was particularly
sensitive if private smartphones were to be used (e.g. in organisations who work with volunteers).

3.3. The collection of broadband data on the current situation on the ground

This application as well wants to contribute to a more detailed picture of an operation by providing
the control centre of an organisation with additional information on the situation on the ground.
With this application the operation manager can request specific information from his staff in the
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field which they then provide through the application. The request can be sent automatically to a
group of people. If a staff member accepts the request he or she can take a picture or record
something and send it together with a text message to the control centre.

Staff members from volunteer fire brigades, police and ambulance services assessed this
application as useful during a major incident. Forwarding pictures, etc. to the operation manager
could help to keep a better overview of the situation and to identify the focus of an operation.

In case of a regular operation, the respondents from police, fire brigades and ambulance services
thought the application useful for their own documentation purposes but saw little benefit in
forwarding the collected information to the control centre.

Still, concerns were articulated that more data does not necessarily mean better quality of shared
information. Enabling every member of the staff to submit image, text or audio data could lead to a
flooding with not very meaningful data. Especially during a major incident this would be difficult
to manage.

3.4. The integration of broadband data into the common operational picture

This tool combines the data collected by the two previously described smartphone applications (3.2
and 3.3). It provides the control centre with a detailed operational picture by visualising the
positions of staff members and the incidents reported via smartphone on a map. Users can select
which data should be displayed.

Participants from the police forces and fire brigades saw a clear advantage in integrating the
collected data in the operational picture in case of a major incident. As already described above (see
section 3.3), the visualisation of collected data could help the control centre to keep an overview of
the situation on the ground and therefore be useful for decision-making. Police and ambulance
services would benefit if the mapping of collected data could also be available for staff in the field
and not only for the operation manager. Participants from ambulance services especially
underscored that it is not the control centre that needs the detailed overview but rather the
coordinator on the ground.

In case of regular incidents, fire brigades and ambulance services saw little benefit in the
integration of collected data (position of staff, pictures, text, etc. submitted via smartphone) into the
common operational picture. For volunteer fire brigades this was the case, as there is no one in the
background coordinating regular operations. Related to ambulance services, this application would
be of little use in their daily work as they provide detailed information directly to the hospitals
rather than to their control centre.

4. Discussion

Cognitive Walkthroughs are generally used to evaluate paper mock-ups or pilot versions of
software with potential users. In our case we adapted the Cognitive Walkthrough methodology to
discuss communication processes which are linked to the applications being developed. This
brought valuable insights into the specific needs of different emergency organisations. Working
with a scenario (in our case we used a flood scenario in the pre-test) only supports the discussion if
it contains sufficient definition of which actions are expected to be performed by the different
organisations.

In general, the participants saw great potential in the use of commercial networks for the
communication of emergency organisations. The presented applications were regarded useful both
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for major and for regular incidents. However, some of the use cases (e.g. use of the smartphone for
documentation purposes) are rather linked to general smartphone features (camera) than to the
discussed applications.

The discussion of determining the position of staff via smartphone in particular made clear that
different emergency services have different technological needs. While for some organisations the
tracking of every single person in the field would be an advantage, for other organisations it makes
more sense to track vehicles or teams and connect this data with additional information (like
equipment).

Privacy and data protection concerns were omnipresent during the discussions. In the use case
‘Determining the positions of members of an emergency service’ these issues are especially
sensitive. Objections can be expected when such an application is introduced — particularly if
private devices (e.g. in case of volunteer fire brigades) are used.
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Abstract

In the context of disaster management systems, enabling fast and effective responses is essential. To
this end, in this paper we present a mobile app that facilitates the collection of on-site information
and its further processing in control center systems. Additionally, we present the results of a
usability study that investigates the user impact of a browser-based software application for real-
time situation maps (RTSM) in the context of disaster management systems. According to our
findings, the RTSM application improves the usability, i.e. keeping track of on-site activities is
simplified and it is more convenient to share information.

1. Introduction

During the response phase of a crisis- or disaster management action, cross-organizational
collaboration and the related information management today is still mostly based on face-to-face
meetings, telephone calls, email exchange, paper charts or proprietary electronic systems, see e.g.
Reuter et al. (2014). As a consequence, situation awareness and decision making is hampered by a
fragmentation of relevant information into pieces held by different stakeholders. Within the
collaborative scenarios of crisis management efforts, this fragmentation causes uncertainty whether
the information base for critical decisions is up-to-date, comprehensive and valid. Modern control
center systems aim at supporting a common understanding of the situation, providing always up-to-
date information to everyone who has access rights. Besides the better structuring of information,
the availability of proper sensors on the appropriate spots in the field will have a major impact on
the quality of the provided common operational picture, e.g. see Yang et al. (2104). Hence,
supporting connected systems and their proper integration in the overall workflow are crucial for
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fast and reliable disaster management. Therefore, in this paper we describe: (1) A solution for
integrating smartphones as sensors for control center systems in the form of a mobile Android-App
that enables the users to report incidents via pictures, videos, text and voice messages in a well-
structured manner to a control center environment. (2) A usability lab study that evaluates a control
center scenario enhanced by a browser-based software application for real-time situation maps.

2. Mobile App

In this section, a developed mobile app is presented that extends common control-center setups
with user-generated data.

2.1. Overview

The mobile app allows the reporting of incidents based on the OASIS Common Alerting Protocol
(CAP) Version 1.2 (CAP 2009) using standard mobile phones. It sends these messages to a
Frequentis Aggregator CAP Router module, which is responsible for further processing. The
continuous reporting of the device position is also supported.

Key features are:
e Minimal user interaction for standard tasks like reporting an incident.
e Continuous device position reporting.
e Standardized (OASIS CAP Ver. 1.2)

e Generated reports include position (based on GPS, WIFI, Cell-Tower), pictures, device,
date, time, user entered text and severity (subjective)

e Automatic reports (drone mode) include identical information as normal reports, but the
application operates autonomous without any user interaction. This is useful for dangerous
areas where users are not able to stay for longer periods.

Especially, in focus was the use of existing modern smartphone sensors in order to improve the
situational awareness. The user creates incidents consisting of a combination of photo(s), video(s),
voice/text messages. Additionally, each incident automatically includes geo-reference information
by utilizing GPS-data (or other available location data) of the smartphone. Figure 1 depicts a
schematic representation of functional blocks, users (dispatcher, respond units and volunteers) and
the possible transmission channels. In general, received incidents are displayed in real-time via the
(stationary or mobile) control center.
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Figure 1: Reporting of incidents based on CAP. Figure 2: Mobile App — Incident Reporting.
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2.2. Reporting an incident

Incidents containing mission relevant information are stored locally on the smartphone. A final
confirmation by the user (volunteer or first responder) triggers the data transmission via mobile
networks (e.g., UMTS, LTE) to a central CAP service in the form of a CAP transfer message, see
{1} in Figure 1. The CAP service validates the message format and content, against the CAP
scheme version 1.2. In addition, message content is checked regarding plausibility before the
information is further processed. Depending on the type of message (alert, update, close) there may
be a link to an already existing incident date from previous messages. Finally, attachments are
decoded, a checksum is calculated and the data is stored in a database. As a next step - {2} in
Figure 1 — an automatic update process adapts geographical object information in the corresponding
database in order to process incident-changes (e.g., new positions or updated color codes). The
presentation in the front end of the control center is periodically updated by HTTP requests, see {3}
and {4} in Figure 1. The administrator of the control center can specify the update interval, by
default a value of 5 seconds is used.

In summary the developed mobile application can help to increase situational awareness and
information transfer by utilizing commercial smartphones. Additionally, stationary and fixed
control centers are supported and the software architecture guarantees a clear separation of incident
creators (i.e. on-site forces) and consumers (i.e. control center operators). The front end of the
control center is implemented as a web-based application, hence flexibility and comparability of the
system is guaranteed.

3. Evaluation of an enhanced control center setup

While the previous section described a novel mobile application, this section focuses on the
empirical evaluation of an enhanced control center setup in the context of disaster management
systems.

3.1. Experimental Setup

In our usability test, we compared two different control center setups: Setup A, which represents
the traditional well-established working environment and Setup B, which represents the novel
working environment enhanced with situation-mapping software.

Both setups include printed maps, radio equipment/walkie-talkies and a laptop with an installed e-
mail client and a Web browser for Google Maps. Setup B additionally contains a browser-based
software for real-time situation maps (RTSM). The browser-based software for real-time situation
maps (RTSM) provides a geographical overview about the affected area (in our scenario: Lower
Austria) is extended with additional layers that display borders, water levels, position of disaster
relief forces and status updates. Figure 3 shows some impressions of the laboratory environment.
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Figure 3(a): Workplace of the test | Figure 3(b): Paper map of Lower | Figure 3(c): RTSM (Setup B only).

participants. Austria (Setup A and B).

All recruited test users were professional control center operators, working for the Austrian public
emergency service of Johanniter. The study was performed by FTW employees (test assistants) that
were trained to act in a proper way regarding their specific roles in the task scenarios acted out
during the study: whereas the test participants always act as the control center user, the test assistant
plays several roles i.e., on-site disaster relief forces (Akkon 12, 13, 14 and 15), superior executive
department and local fire departments. The whole test procedure contained five isolated tasks,
based on a real world flood disaster scenario.

During the usability study, our test participants had to fulfill five tasks:

Task 1: In the relevant geographical area, a flood protection facility is broken. Hence, all
disaster relief forces (Akkon 12, 13, 14 and 15) are requested by the executive department
to reach a safe position. The test user has to verify that all forces get the instructions
correctly and are able to reach a safe position.

o Old Setup (A): Positions of Akkons are displayed via pins on printed map i.e.
relocation of on-site forces requires manual repositioning of the pins.

o New Setup (B): Positions of Akkons are displayed in real-time via RTSM i.e. no
manual repositioning is required.

Task 2: Akkon 14 announces via radio, that the local flood protection facility is lightly
damaged and Akkon 14 changes position. During the transmission the contact gets lost.
Hence, the test user has to contact Akkon 13, which has to move to the last known position
of Akkon 14 to check their status. After a while, Akkon 14 reported back to the test user.

o Old Setup (A): Positions of Akkons are displayed via pins on printed map i.e.
relocation of on-site forces requires manual reposition of the pins.

o New Setup (B): Positions of Akkons are displayed in real-time via RTSM i.e. no
manual repositioning is required.

Task 3: The executive department requires on-site photos from each Akkon i.e. the test user
has to ensure that the photos are taken. Subsequently, the test user has to transmit the photos
via E-Mail to the executive department.

o Old Setup (A): Akkons send the photos via E-Mail to the Laptop of the test user.

o New Setup (B): Akkons send the photos directly to the RTSM i.e. the test user
receives notifications in the RTSM, which include photos.

Task 4: The executive department requires water level information from the test participants
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o Old Setup (A): the test participant radios local fire departments to get information
about local water levels. This information is then transmitted via radio to the
executive department.

o New Setup (B): the test participant can receive the water level information directly
from the RTSM. This information is then transmitted via radio to the executive
department.

e Task 5: The executive department requires the current position of all Akkons.

o Old Setup (A): the test participant radios all Akkons to get the information about
their positions. This information is then transmitted via radio to the executive
department.

o New Setup (B): the test participant can receive the positions of the Akkons directly
from the RTSM. This information is then transmitted via radio to the executive
department.

3.2. Evaluation and Questionnaires
After each task, the user has to fill out a short, electronic questionnaire with three general usability

questions and one task-specific, difficulty-level related question.

1. Single Ease Question according to Sauro and Dumas (2009): “How difficult was it to send
the Akkons to the new position?”, Answer-options: “Very difficult” to “Very easy” via a
seven point scale (Example from Task 1).

2. Question from the After-Scenario Questionnaire (ASQ) from Lewis (1991): “I am satisfied
with the amount of time it took to complete the task”, Answer-options: “Strongly disagree”
to “Strongly agree” via a seven point scale.

3. Custom question: “The used tools supported me to fulfill the task”, Answer-options:
“Strongly disagree” to “Strongly agree” via a seven point scale.

4. Custom question: “The used tools supported me to capture all relevant information and to
act accordingly ”, Answer-options: “Strongly disagree” to “Strongly agree” via a seven
point scale.

At the end of task 5, the test participant has to fill out a System Usability Scale (SUS)
questionnaire, originally developed by John Brooke (1996), which contains 10 questions with five
answer options ranging from “Strongly agree” to “Strongly disagree” (see Figure 4):

Hence, each test participant fills out two SUS questionnaires: one after completing all five tasks
with the old setup (A) and one after completing all five tasks with the new setup (B).

Additionally, each test participant was interviewed at the end of the experiment to get qualitative
data regarding the usability and potential for improvements:

e “What do you like/dislike regarding the new/old setup?”
e ,What would you change?*

e _ How difficult was is it to fulfill the tasks?*
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3.3. Results

Overall, 20 test users participated in our usability lab study (18 male and 2 female users) with a
mean age of 34.6 years (median = 33.5, standard deviation = 6.16).

Figure 4 represents the results of the two SUS-questionnaires (System Usability Scale), which were
handed out after the user tested the old resp. the new setup. According to the questionnaire design
of John Brooke (1996), the questions with odd numbers address positive aspects of the system,
while even numbered questions address negative ones. According to Question 1, most of our users
would like to use the new system more often compared to the old setup. Both setups are considered
as not very complex, but interestingly, the new setup gets slightly better scores (Question 2).
Regarding easiness (Question 3), both systems are evaluated rather equally. Both systems are
evaluated as non-support-intensive. However, the old system gets a slightly better evaluation
(Question 4). Regarding integration, both systems get similar, rather good evaluation ratings
(Question 5). The new system is evaluated as more consistent in contrast to the old system
(Question 6). Although the new system involves the feature-rich web-interface, according to our
test users the new system is easier to understand than the old one (Question 7). Both systems were
evaluated as equally cumbersome (Question 8). Our users felt more confident while using the old
system, which could be explained by the fact that the new system includes novel components
(Question 9). For both systems it is not really necessary to learn new things (Question 10).

Overall, the resulting SUS score for the old setup is 70.5 and the SUS score for the new setup is
78.75 (for details regarding SUS score calculation please see Tullis and Albert (2013)). Hence, the
new setup gets a higher SUS score i.e. the overall usability of the new setup with the RTSM
component is slightly higher.

Totally Totally

agree Rating not agree
1 2 3 4 5 System Usability Scale
1 1. I think that | would like to use this
- Old (A) system frequently.
2 - New (B) 2. | found the system unnecessarily complex.
3 3. I thought the system was easy to use.
4. | think that | would need the support of a
4 technical person to be able to use this system.
g 5. I found the various functions in this system
= 5 were well integrated.
g 6. | thought there was too much inconsistency
=} 6 in this system.
o 7. | would imagine that most people would
7 learn to use this system very quickly.
8. I found the system very cumbersome to use.
8 9. | felt very confident using the system.
10. Ineeded to learn a lot of things before |
9 could get going with this system.
10

Figure 4: Results regarding average System Usability Scale ratings for both setups.

Figure 5 represents the results of the task-specific usability evaluation. The displayed confidence
intervals (CI) represent a significance level of 0.05. Although most of the Cls are overlapping, it is
possible to derive tendencies about the evaluation of the two systems. Although we used
established questionnaires (see section 3.2), most of the average ratings are positioned around the
value 4 i.e. the middle of the rating scale. For all tasks, the test participants evaluated the new setup
as more supportive regarding information capturing (“The used tools supported me to capture all
relevant information and to act accordingly’). According to our users, fulfilling the task while using
the new setup was slightly easier compared to spare the RTSM (e.g. Task 1 “How difficult was it to
send the Akkons to the new position”). Except for task 5, the new setup was slightly more
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supportive regarding fulfilling the specific task (“The used tools supported me to fulfill the task™).
Regarding the required amount of time to fulfill the tasks, the old setup were evaluated slightly
better for Tasks 1, 4 and 5, whereas the new setup got slightly better ratings for Tasks 2 and 3.

Hence, there are no clear differences regarding time consumption between the evaluated setups.
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Figure 5: Average task evaluation scores for old (A) and new (B) setup.

Whereas the task-specific, quantitative results (see Figure 5) did not reveal the reasons behind the
given ratings, the findings of the qualitative interview are quite insightful: According to Users 3, 5
and 18 many unnecessary radio calls could be avoided with the new setup, which helps to stay on
top of developments. Also, photos can be easily shared with other users i.e. redundant sending of e-
mails is no longer needed. User 4 emphasized the instant and very accurate location determination
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of the on-site units. The RTSM was considered as “very helpful extension to the existing setup”.
Users 5, 14 and 17 were delighted by the embedded information while using the new system e.g.
direct access to the water levels. Users 7 and 12 highlighted the quick overview about available
resources e.g., on-site units. User 9 said, that “the information starts to flow nearly by its own”.
User 10 pointed out, that “the new system saves a lot of time” and “the sending and receiving of
messages and photos is simpler compared to the old system”. Also, some room of improvement
was identified e.g. user 5 pointed out, that more accurate filter/layers of the RTSM might be useful.
According to user 19, it needs some time to work with the new setup i.e., the training period for the
new setup might be too high.

4. Conclusions

In this paper we presented an easy to use, Android OS based mobile app to support information
collection and data processing in a disaster management scenario. We also presented the results of a
usability laboratory study that compares a traditional, commonly used control center setup with a
novel, more advanced configuration featuring a browser-based software application for real-time
situation maps (RTSM). The differences regarding usability between the two setups were small, but
on average the novel setup received better evaluation ratings, especially for task-specific evaluation
(see Figure 5). The novel setup also received a SUS score of 78.75 whereas the old setup only
received a SUS score of 70.5. These findings are supported by the qualitative results of the user
interview: most users highlighted the advantages of the new setup, but also useful comments
regarding improvement possibilities were stated (e.g., offering more accurate filters).
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Abstract

Organized terrorist attacks and individual criminal actions the European countries had to face in
2015 have triggered new concerns about the safety of the European citizens. Events that took place
in France in January have proven that security forces still necessitate to find a way how to
communicate without unintentionally informing the attacker about the measures to be taken. The
following paper discusses a possible solution to this problem in form of a positionally encrypted
forced broadcasting. Aside from possible scenarios where this kind of broadcasting could be
implemented, the paper also presents an analysis of the system requirements while considering the
possibility of engaging as one of the main elements Radio-Help system.

1. Introduction

The beginning of 2015 is from now on inextricably connected with violent events that caught
France by surprise. Terrorist attacks which by its brutality and execution exceeded all similar
episodes that France had to face ever before represent a new phenomenon by which the European
community is taken aback. In January, the front pages of newspapers and the headlines of news
broadcasts were for several weeks reporting the newest information about the outrageous attack on
the magazine Charlie Hebdo. End of February, the French attacks were in Czech medias replaced
by the tragedy that took place in a restaurant in Uhersky Brod (Ungarisch Brod). Extraordinary
brutality of seemingly different events has nevertheless a common denominator — in situations of
aggression, attacks, terrorist actions or prosecution of the perpetrators there is currently no effective
means of communication enabling to protect, warn and influence the activities of the potentially
threatened individuals. Laws on Cybersecurity allow switching off all communication media. In
many cases, however, such measures can be counterproductive and in the above mentioned cases
were not even applied.

The aim of the following paper is to outline a path to finding a possible means of communication
that would help to effectively reach vulnerable citizens and coordinate the interventions teams.

To remind, brief recapitulation of both events follows.
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January 8, brothers and Chérif and Said Kouachi, the murderers of the editors of the magazine
Charlie Hebdo, attacked during their escape a petrol station situated north of Paris. Both men,
according to the media, were remaining in the surroundings of the town Villers-Cotteret. Another
terrorist sanctuary was supposedly the village Longpont with three hundred citizens that police had
searched house after house. Then, in a similar manner police also targeted the nearby village Corcy.
Residents were forbidden to leave their homes.

The second day of the search for the two men police focused on an area about 80 kilometres
northeast of Paris. The whole area was closed by the police (unfortunately at roadblocks, television
crews and other media waited for further development of the situation). Local residents at that time
spent countless hours of stress and great fear that the refugees would attack them in of outside their
houses.

In the final phase of capturing the perpetrators of the attack on Charlie Hebdo, about 88,000 police
officers and soldiers were involved. Assault squads struck simultaneously against the two men
barricaded throughout the day in the printer complex in Dammartin-en-Goéle, and against the
assailant, who was holding hostages in a Jewish shop in Paris.

It is evident that the cost of protective measures was enormous. Aside from the price, which was
paid by the taxpayers in direct relation to the disposal of terrorists that attacked Charlie Hebdo
magazine, the additional costs associated with sending 10,000 troops for several weeks to guard
public places increase the original cost greatly. In addition, the French government decided to
extend the intelligence services of thousands of new workers.

The tragedy of the Ungarisch Brod was due to the motives of the attacker obviously different but
the outcomes of this gruesome act, however, were very similar. On Tuesday, February 24, 2015 at
12.30 pm Zden&k Kovaf shot eight people in the restaurant DruZzba and almost two hours later when
the police units interfered he committed suicide. Meanwhile, during the whole situation he was
having a telephone conversation with the news editor of the Prima TV station.

The whole police intervention was accompanied by a series of controversial information and
decisions — the investigation of any possible errors in the management and implementation of the
police operation is still pending. The only direct witness communicated an interesting but at the
same time horrifying information. In an interview for the magazine Respekt he said that from his
hiding place he heard the TV crew in the restaurant deliver news right from the site of the massacre.
Zdenek K. was thus able to monitor in real time what future steps the police was about to make.

It is arguable whether targeted information could eliminate the tragic loss of lives. However, one
can easily imagine a model situation where locally targeted information could help to protect the
safety, lives and property of individuals and institutions. Procedures of research activities in this
area are described below.

2. Threats of contemporary terrorism

Before we proceed to technological aspects of an early warning system we may mention three
reasons (Going dark, 2015, p. 11) why the fight against terrorism is currently becoming more
difficult.

e InJanuary 2015, the director of the European police agency (Europol) announced that in the
war conflicts in the Middle East and in Africa there is currently 5,000 European Union
citizens who have joined the ranks of Islamic extremists and there is a possible danger that
some of these radicals could return with the aim of attempting attacks on EU territory. EU
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countries should consider as alarming beside the increasing number of potential attackers
also other factors: the militants origin from the EU, therefore they can effectively use the
internet and modern technologies; are organized in a decentralized manner, do not have a
common leadership, sometimes the attacks are individual and more sophisticated which
implies that for the anti-terrorist organizations is becoming very difficult to eliminate all the
potential threats and stop all the individual attacks. Thus, the risk of terrorism currently
threatens

us all.

The second reason is that the attacks in a commando-style are easy to prepare and the
defence against them is complicated. These actions do not require killing as many civilians
as in the case of the plane attacks, but what is important is the propaganda of these acts that
promotes the idea that it is possible to completely paralyze normal life in a major city with a
bonus of continuous broadcast in news programs.

Another challenge in the fight against terrorism is that Western security organizations
slowly lose their technological lead that was so far allowing them to monitor the
communication between potential terrorists. This may be caused by the fact that technology
companies are competing in providing their customers an "unbreakable" protection of
privacy through sophisticated encryption that is sometimes offered as standard feature of
communication devices.

3. Model situations

In both situations described below it is suitable to use positional distribution of information (the
concept of Radio-Help), which is based on the principle of local contextual services (LBS -
Location Based Services). Recipients of information are therefore the users of devices that are
moving in a certain area and not the users with a specific telephone number, IP address or MAC
address of their devices. In other words, we do not know in advance what devices will occur in the
area to which we want to send warning information.

Situations related to criminal or terrorist activities in which locally based encryption of information
could represent a significant advantage can be divided into two groups:

Warning the civilians before entering the hazardous area - in this situation, in the area
of an industrial enterprise a nationwide wanted and potentially armed criminal is spotted.
The criminal is captured by CCTV or is spotted by a person inside the premises of the
enterprise. Then the police is informed about his presence. While the police are able to
ensure security inside the campus it is also necessary to warn civilians who are potentially
heading towards the area or are remaining near it in case the police intervention against the
criminal fails. The goal is thus to minimize the risk, i.e. inform the greatest possible number
of people that are close to the dangerous area while keeping the information secret from the
criminal. In other words, in the area defined as the epicentre of danger, the information must
be distributed through this warning channel as unreadable. Since the arrival of the police in
the area of intervention undoubtedly takes time, it is desirable that the civilians bound near
the epicentre were alerted as soon as possible - that is to say during the time before the
police arrive. The system, which is described in the following chapters enables the above
described feature of sending a warning message to the target area immediately after the
detection of the criminal. This situation (including graphical representation) is in detail
discussed in Zizka (2014).
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Targeted disinformation directed to the epicentre of danger - this model is based on the
realistic situation that was already described in the introductory part of this article, in which
a group of escaped terrorists barricaded in the area of the printer. There is a possibility of
misinforming the refugees on the activities of the security forces and their plans which
could help to induce the desired reaction - provoke the terrorists to escape. By
misinformation we may understand e.g. notice that the police is about to enter the area from
the north. Consider the fact that the terrorists have communication devices (mobile phone)
and they have an accomplice outside the area who could inform them that the largest group
of police officers is actually ready at the south entrance. Again, a key factor in this situation
is that information (disinformation), which will be distributed via locally-targeted broadcast
into the defined area (printer facilities) was for other positions encrypted and therefore
unreadable. Compared with point a) the situation is therefore inversed. This situation is
graphically displayed in figure 1. Crosshatched box defines the area to which the
disinformation is directed.

TETREN TER N

Figure 1: Targeted disinformation directed to the epicentre of danger

4. System aspects of positionally encrypted forced transmission of information

Radio-Help (Skrbek, 2011) is a system that is designed for the primary purpose of warning civilians
not only in emergencies, such as floods, mass casualty, but also in situations where criminal activity
endangering public safety occurs in a certain area. The basic concept of Radio-Help lies in
positionally dependent distribution of warning information using longwave analogue signal into
which a digital signal is superimposed. On the same principle works for example HD Radio system,
which is used mainly in the USA. The idea of longwave broadcasting is of particular interest
because to cover a large area (e.g. the Czech Republic) only one broadcaster would be sufficient
whose protection would be provided by the country concerned. It is of course possible to use other
wavebands (MW, VHF, UHF) which are common for broadcasting. In addition, the Radio-Help
system may equally use digital communication networks that even represent the only possible
solution for some of the extensive functions.
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The system consists of basic elements that are schematically represented in Figure 2.

The operational centre of the warning system is a unit which should help the police or other
institution to collect input information and data, create scenarios of safe information distribution,
defining areas of reception for forced broadcasts and other coordinating activities. Personnel
ensuring the functions of the operational centre should be able to flexibly and timely react to
emergencies, decide on the appropriate form of warning messages, and also on whether to encrypt
the broadcasted message. In the case of events when large areas are at risk, it is necessary that
important decisions are made by a person with relevant competencies (governor, president, etc.).

Other elements mentioned in the scheme, will be discussed in more detail in the next section. These
elements are: the encryption algorithm, the transmission channel and user terminal.

s Encryption Transmission
Operational center of the . User terminal
warning system algorithm channel -
Figure 2: Basic elements of a system for positionally forced transmitting of information

4.1. User terminal

As user terminal we may use any device (currently the most often is a mobile phone), which is able
to locate its position using commonly available technologies and methods. Among these methods
the most common is the GPS system allowing to quite accurately target specific devices
independently of the mobile networks. Main disadvantage is that the signal from the GPS satellites
is less engageable inside buildings, underground areas, etc. Obviously, we need to take into account
that some mobile phones, even today, are still not equipped with a GPS or it may be turned off by
the user himself in order to e.g. extend battery life.

Another option consists in determining the location via mobile network. Contrary to the above
described method, the GSM signal is very strong and reaches even the places where it is not
possible to target user location using GPS — meaning the interior of a building. However, main
disadvantage (compared to GPS) lies in the inaccuracy of location, especially in sparsely populated
areas where the phone is in the range of only one BTS. The accuracy of this method increases as the
number of BTS stations which are at the moment, within the range of a mobile device grows. It is
necessary to realize though, that the police in some cases of endangering state security have a legal
option of disrupting data flow, telephone and radio communications, which are mainly provided by
mobile operators. If the GPS on the device is off and the mobile network is unreachable the
positionally distributed warning message won’t be successfully delivered to the recipient. This
possibility needs to be considered even in the scenario a). However, even with these limitations, the
warning message would reach a large group of civilians since we may assume that the GPS system
will be active for the majority of devices in the area for which the warning message will be
intended and that all communication channels will not be turned off and one of them will be
retained for the purposes of warning system.

4.2. Transmission channel

The whole concept of Radio-Help is based on forced reception of warning information in a certain

pre-defined area. If an emergency situation occurs, operation centre should ensure the distribution

of warning messages to the pre-defined area. This approach allows to send the message

simultaneously to several different locations. If the position of the user terminal, that meets the
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requirements for receiving the forced warning messages, coincides with the defined territory the
device will receive a text message, which may also be accompanied by a voice session.

If we did not require encryption of the warning messages we could use as a transmission channel
the aforementioned analogue broadcast along with superimposed digital signal. Unfortunately, the
analogue signal is not very suitable for applications that require encryption of data and information.
In situations when we need to encrypt a warning message (see the model situations), digital
transmission channel should be seen as the only option.

Digital GSM network, which is a global system for mobile communications, appears to be an
adequate solution. If we stick to our original concept of Radio-Help that uses radio technology, we
may include to the list of possible transmission channels also technology for digital radio
transmission. According to the document untitled "Strategy of digital radio broadcasting” (Cesky
Rozhlas, 2015, p. 15), Czech Radio, from 2017, plans to run in parallel along with conventional
analogue broadcasting, also digital sound broadcasting of nationwide stations and specialty
channels and digital programs. By the year 2025, the end of analogue and transition to full digital
broadcasting of Czech Radio is scheduled. As stated in the document, this schedule may be updated
as required by the legislative framework and under the influence of negotiation processes and
cooperation with other broadcasters, state regulators and other stakeholders. Possible
implementation of these technologies for the purposes of the warning system described in this paper
cannot obviously be done without discussions with representatives of mobile operators and the
Czech Radio. One of the potential problems - the lack of available frequency bands - could be
solved using technology called cognitive radio. The concept of cognitive radio was first published
by Mitola J. (1999) in an article entitled "Cognitive radio: making software radios more personal.”
The term cognitive radio is currently used for the intelligent autonomous system, which is able to
monitor the radio activity of the environment in which it is located, with the aim to find an
unoccupied zone for its own broadcasting (Zalud, 2007).

4.3. Encryption algorithm - positionally forced encrypted broadcasting

The majority of known encryption methods where the encryption is based on the position of the
recipient uses a hybrid principle which is a combination of symmetric and asymmetric encryption
algorithm.

The functional logic of the system for dissemination of warning messages including the possibility
of encryption is illustrated with the help of an activity diagram (Figure 3).
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Figure 3: Activity Diagram

Location based encryption

Location based encryption is such an encryption, in which the encrypted text can be decrypted only
at a certain specified place/location. If someone tries to decipher the message in a different area the
decryption process fails and there are no details displayed about the original information.

One possible approach for encrypting information based on geographic location of the user which
can be used in the case of a warning system described in this article is a method called
Geo-Encryption (Scott, 2003). This model is effective under the condition that the sender knows the
receiver's location and the time the receiver will stay in and around the destination. Moreover, if we
know that the potential recipient of the message is stationary in relation to the defined area, this
model is appropriately applicable to situations similar to our second model situation.

In the first situation, we must expect that the region for receiving the decrypted message will be
much greater and, moreover, we need to take into account assumed mobility of potential recipients
of the warning messages (or their devices) comprising also civilians that at the time of the broadcast
are not yet present in the designated area. The authors Al-fugaha et al. (2007) in their article
extended the original Denning’s algorithm of Geo-Encryption. They take into consideration the
situation where it is expected that the message recipients move with respect to the defined area.
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Unfortunately, this extended algorithm presupposes the exchange of coordination messages
between the sender and the recipient. Given the fact that the system of Radio-Help is designed as
one-way communication, i.e. the warning communication takes place in the direction from the
sender to the recipient which makes this extended version of the Geo-Encryption algorithm
unusable. Resolving this situation will be part of the next research, which will also address the
problem of mathematical interpretation of the algorithm with respect to its specific applications.

Model situations described in this paper were chosen for the reason that terrorist and criminal
attacks currently represent a topic widely published in the media. However, the concept of
positional encryption outlined here could be useful also for other types of emergencies - e.g.
controlled evacuation of people from an area that is threatened by tsunami. There already are
systems that a few minutes after the occurrence of the tsunami are able to evaluate this phenomenon
and quite accurately determine when and where the tsunami will hit the coast and with what force.
Regional operators receive this information within a few minutes, but unfortunately this solution is
not very effective in terms of evacuation from the area that is about to be hit be the tsunami in e.g.
two hours period. In several high tsunami risk areas are currently deployed loudspeakers, which in
case of danger warn the population. The problem in these cases may be the panic that arises and
spreads very rapidly, often resulting into blockage of roads and access pathways. In addition, the
panic may arise even in places that are not immediately threatened making the throughput towards
the center of a specific city (i.e. away from the coast) even worse. (Skrbek, 2015)

These situations imply to use the aforementioned information distribution using positional
encryption because it can ensure that the warning message intended for one group of the population
/ area has not been read in another place. Consequently, it may facilitate a gradual evacuation of
priority areas. This step though should be performed in a synergy with switching off the mobile
network. If the mobile network continues to operate spreading panic in other areas would not be
eliminated. The actual evacuation scenarios should be developed by cities, territorial entities etc. in
relation to geographic characteristics and other aspects.

5. Conclusion

Above described system for forced positional warning during emergency situations does not have
as primary purpose to avoid and eliminate these types of situations that appear when the safety of
human lives and property are in danger during terrorist or criminal activities. Given the
aforementioned information, such a use is not possible because terrorist organizations are nowadays
technologically very advanced and we may say that they are always a step ahead. Same statement is
valid for criminal activities of individuals since they as well are very difficult to predict. The main
objective of the presented system is to improve communication processes which follow
immediately after the event because even here there is a great scope for improvement by reducing
losses of property and lives.

System designed to provide targeted warnings and notifications is called Radio-Help. This digital
radio, whether transmitted through the Internet or terrestrial broadcasting, offers many possibilities
of targeted broadcasting including the option of disabling the reception of broadcasts outside the
defined area. Encryption technology based on the location of the targeted areas would help to
optimize the warning process and warn individuals before entering areas at risk and without
providing this information to the assailants in other area.

Of course, it always depends on the decisions made by groups or individuals with assigned

responsibilities who in a given situation need to decide very quickly whether it is possible, or not,

to use available means of communication. For this reason it is very important that the systems
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implemented in these situations were adequately tested and assembled and that as many scenarios
as possible were created in order to help accelerate the whole process of decision making.

Research team should consequently focus on the tasks of designing a specific algorithm for
position-based encryption including its mathematical representations, creating additional modelling
scenarios along with a testing mobile platform for the system Radio-Help. Possibility to include
encryption of information as one of the Radio-Help’s features is also one of the upcoming part of
the system.
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Abstract

The aim of the paper is to present recent findings related to the assessment of the impact of
information and communication technologies (ICT) on economy. Furthermore, the paper is focused
on identification of challenges for the future interdisciplinary research.

Recent findings are divided into several parts, partly connected to the order of information
contained in national accounts. Economic situation of the industries (and ICT industry in
particular) was analysed from the point of view of the contribution of individual industries to the
economic growth from the production side - output, value added, labour productivity, total factor
productivity etc. An advanced approach to the total factor productivity measurement has been
presented. The impact of ICT on economy using the input-output framework has been analysed.
Many recent papers are focused on the analysis of the labour market and mainly its future
participants.

As future challenges we consider the analysis of mutual character of the relations between ICT and
economy. What is the impact of ICT on economy and what is the impact of economy on ICT? How
the recent economic recession influenced ICT and how ICT industries contributed to exit from the
crisis? Time input output tables using is a challenging issue. Regional aspects should be taken into
account: regional structure of expenditures side of GDP and regional price levels (PPPs). Regional
input-output tables compilation (Sixta et al, 2014) is the most demanding topic for ICT impact
analysis at the regional level. Special attention should be paid on the historical time series: what
was the role of ICT in the period 1970-19897?

1. Introduction

Information and Communication Technologies (ICT) sector is considered as one of the most
important group of industries for the economic and societal development. In several papers, the size
and structure of ICT sector is analysed, in some others the impact of ICT sector on economy is
explored. The aim of the paper is to arrange and present recent findings in the research area
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consisting in the assessment of the impact of ICT on economy and to identify challenges for further
interdisciplinary research.

The rest of the paper is organized as follows. Firstly, recent findings are presented in division into
five parts (ICT production and productivity, human capital and labour market, ICT usage, mixed
models, other economic and societal impacts). Secondly, some ideas for further research related to
ICT impacts on economy are brought. In conclusion, current state of the research in the field of ICT
impacts is shortly assessed.

2. Recent findings

Recent findings are divided into several parts, partly connected to the order of information
contained in national accounts. For more detailed description of the possibilities of using national
accounts data for ICT analysis, see Fischer and Vltavska (2011). Our division of recent findings
follows the approach of Hanc¢lova and Doucek (2012, p. 124), who divide the impact of ICT on
economy to direct impacts (ICT Production) and indirect impacts (ICT Usage). To division of
Hanclova and Doucek we add the issues of human capital related to ICT.

2.1. Impacts of ICT on production and productivity

At this part the impact of ICT is presented from the supply side of the economy, where the
economy is broken down into industries using CZ-NACE classification. Mainly the value added,
employment, labour productivity and total factor productivity are analysed as the mainstream view,
some alternative approaches like DEA are also used. As key findings at the production side of the
economy in relation to ICT we consider following papers.

Pavlicek et al. (2011) presented the shares of individual industries on the total value added of the
economies of the Czech Republic and Finland, Ireland, Slovakia and Austria as well as the shares
of industries on the total employment. They also constructed the new indicator effectiveness of the
industry, which allows the users an alternative view on the labour productivity and its differences
among industries.

The economic situation of the industries (and ICT industry in particular) was analysed from the
point of view of the contribution of individual industries to the economic growth from the
production side (output, value added, labour productivity, total factor productivity etc.) by Vitavska
and Fischer (2010). They pointed out that it is necessary to differ between ICT Manufacturing and
ICT Services. Both these two parts of ICT are considerably different in terms of labour
productivity, total factor productivity and average wages. Vltavska and Fischer also divided the
data at 3-digit level of CZ-NACE and also provided the regional breakdown of selected indicators.

Fischer et al. (2013) brought an overview of the impacts of ICT on labour productivity and total
factor productivity. They analysed both the supply side and expenditures side, they used index
approach to the total factor productivity estimate. They concluded, that ICT services are more
important for the development of labour productivity and total factor productivity than ICT
manufacturing.

An advanced approach to the total factor productivity measurement has been presented by Sixta et
al (2011). They introduced usage of capital services and labour services as the inputs for the
estimates of total factor productivity and they pointed out that these two inputs lead to more
accurate estimates. On the other hand, it is not easy to estimate capital services for individual

66



Jakub Fischer, Ota Novotny, Petr Doucek

industries at 3-digit level of CZ-NACE classification so it is hardly useful for improvement of
productivity measurement for the ICT sector.

Mand’ak and Nedomova (2014) introduced an alternative approach to the productivity analysis of
industries. They used Data Envelopment Analysis (DEA) and compared the productivity of ICT
sector among selected countries. They used data from EU-KLEMS database. Contrary to some
other papers cited in this overview, they also considered ICT Trade as a part of ICT industry
(besides ICT Manufacturing and ICT Services). Mand’dak and Nedomova (2014, p. 85) conluded
that “the group of most efficient countries consists of Hungary, France, Ireland, Finland and
Netherlands with average CEs between 1.03 (Hungary) and 1.15 (Netherlands)”.

Delina and Tkac¢ (2010) offered an unusual view on the impact of ICT on productivity. They
analysed the impact of ICT solutions adoption on productivity using correlation analysis and
decision trees. Based on the correlation analysis they concluded that adoption of ICT in general
does not significantly influence organizational perception of ICT on productivity level and
productivity changes. In contrary, decision tree shows, that more than two third of organizations
with more than two sales supported solutions, recognize impact of ICT on productivity within their
organizations.

2.2. ICT impacts on human capital and labour market

Many recent papers are focused on the analysis of the labour market and mainly its future
participants. Vltavska and Fischer (2014) presented what do Czech ICT students thing about their
future career using the data from the EUROSTUDENT V survey and compared the data for ICT
students with all students. Vltavska and Fischer (2014, p. 263-264) conluded that ICT students
think more positively about their chances both on national and international labour market (at the
national labour market 41.5% of ICT students assess their chances as very good compared to 22.3%
of all Czech students, at the international labour market 17.3 % of ICT students compared to 8% of
all Czech students).

Expectations of ICT students are in accordance with data on real unemployment. Fischer and
Vltavskéd (2013), combining data on the total unemployment, data on unemployed graduates and
data on total number of graduates from SIMS, compared the rates of unemployed graduates of ICT
and non-ICT graduates. They concluded that “the hypothesis that there is significantly better
employability of IT graduates contrary to non-IT graduates has not been verified, unemployment
rates of both groups do not differ” and pointed out that “the unemployment rate of bachelors (for
both IT and non-IT graduates) is significantly lower than for masters” (Fischer and Vltavska, 2013,
p. 75).

Distribution of wages within the ICT sector of the Czech economy is analysed by Mat¢jka and
Vltavska (2013). They introduced Meyer-Wise model for assessment of the impact of minimum
wage to employment and wages and found the best theoretical distribution for the description of
wage distribution within the ICT sector. They concluded that the role of the minimum wage in the
ICT sector is not significant (with positive impact on employment of 0.22%) but pointed out, that
for the business (wage) sphere the conclusions are significantly different.

Fiala and Langhamrova (2010) compiled the demographic projection of the ICT experts using
classical component method without the influence by migration. They concluded, that under the
assumptions of the projection they expect growth of the number of ICT experts by about 50
thousands in the next two or three decades. Age structure of ICT experts will change, their average
age will rapidly increase with faster ageing of ICT experts than the whole population of productive
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age. Fiala and Langhamrova pointed out that the real development will probably be not as simple as
the assumptions of the projection.

An alternative view on the ICT labour market is based on comparison of competencies expected by
the labour market with the competencies provided by the educational institutions. Doucek, Maryska
and Novotny (2014) compared the trends in the requirements of business practice on ICT managers
in 2006 and 2010 with the coverage of these requirements by fields of study with ICT
specialization, on the example of the Czech Republic. They concluded that requirements on
knowledge and skills for the role of ICT manager in the Czech education market are quite well
covered.

Rozehnal (2012) summarized the changes that caused the impact of ICT on the economy.
According to him, “during the last two decades it has created a virtual world that has become part
of the real world. This development is very dynamic and constantly brings technological innovation
that is necessary to implement to the corporate infrastructure and the management and operation of
the company.” (Rozehnal, 2012, p. 140).

2.3. Impacts of ICT Usage

Fischer and Vltavska (2012) have analysed the indirect impacts of ICT on economy using the input-
output framework. For individual industries, they analysed relation between share of ICT products
on total intermediate consumption of individual industries or on total output of individual industries
on one hand and labour productivity, total factor productivity and changes in value added at
constant prices on the other hand. They found out the positive correlation between the share of ICT
products on intermediate consumption and gross value added (0.66) and weak positive correlation
between the share of ICT products on intermediate consumption and labour productivity (0.34).

2.4. Mixed approaches

Hanclova and Doucek (2012) connected the analysis of production and usage side. They built up an
econometric model for estimating labour productivity of industries, using the division of industries
into four groups regarding ICT capital intensity and ICT production. As the key conclusion, they
proved the “evidence that ICT-producers have higher level of labor productivity growth and with
increasing level of this indicator in previous year growth of labor productivity decreases”. On the
other hand, “sectors with higher share of ICT capital compensation as share in total capital
compensation do not account for the majority of increase in productivity growth of the Czech
economy during 1995 — 2007.” (Han¢lova and Doucek, 2012, p. 132).

2.5. Other economic and societal impacts of ICT

Simpach and Langhamrova (2014) brought the analysis of the impact of ICT on households and
municipalities. Using data of the Czech Statistical Office related to ICT facilities in households,
they compared the households’ access to ICT by among the NUTS-3 regions. From the
methodological point of view it is important to point out that they also compared individual
clustering methods and their suitability for this type of analysis. Simpach and Langhamrova (2014)
concluded that “that the nearest neighbour method is more appropriate for the conditions of
countries with stable growth potential and Ward’s method for the countries with differently
developed regions (such as the Czech Republic)”. (p. 70)

Delina and Drab (2010) provided the research results from the project focused on effective trust
building strategies development for electronic business platforms. Their results show that for the
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initial phase of e-marketplace project, it is needed to start with more simple services with generally
high level of trust.

Finally, Hanc¢lova and Doucek (2011) confirmed the relation between ICT and education using
panel data from EU countries.

3. Future challenges

The aim of this part of the paper is to bring some ideas for further development within the modeling
of impacts of ICT on economy and vice versa.

3.1. Mutual relations between ICT and economy

As future challenges we consider the analysis of mutual character of the relations between ICT and
economy. What is the impact of ICT on economy and what is the impact of economy on ICT? How
the recent economic recession influenced ICT and how ICT industries contributed to exit from the
crisis, both at the production and usage side? How are ICT direct and indirect impacts for economy
recovery in 2014-2015? Are there any lags at the mutual relation between economy and ICT?

3.2. Time input-output tables

Furthermore, input-output models which could be used for modelling of ICT impacts should be
developed. As one of the challenging issue we consider using time input output tables (TIOT)
compiled by Zbranek and Fischer (2014). Time Input-Output tables allow the evaluation of the
labour time needed for the production of specific amounts of products and also intermediates. Is
there any difference between ICT goods and services on one hand and the goods and services
produced by the rest of the economy on the other hand?

3.3. Regional aspects of ICT

For assessment of the impact of ICT, it could be useful to take regional aspects into account. How
the ICT influences the regional structure of GDP estimated by Kramulova and Musil (2013) in
terms of expenditures side? Is the share of ICT goods and services finally consumed equal across
the regions? How ICT impacts the regional price levels and regional PPPs, compiled by Cadil et al.
(2014)? As the most beneficial work for further research of regional impact of ICT we consider
regional input output tables compilation (Sixta et al, 2014). Sixta supposes that the tables will be
published at the end of 2015.

3.4. Historical time series of GDP

Special attention should be paid on the historical time series presented by Vltavskd and Sixta
(2015). What was the role of ICT in the period 1970-1989 in former Czechoslovakia?

3.5. Human capital

Participation of graduates in life-long learning is analysed by Mazouch and Suchankova (2013),
using the data from Adult Education Survey. Does the participation of ICT graduates differ from
others? Does the access to ICT influence the access to adult education?
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4. Conclusion

Many findings related to ICT and their impact on economy and society have been brought in recent
years, partly thanks to the introduction of the section “ICT and economy” to IDIMT conferences.
There are different approaches to the analysis of direct, indirect and other impacts of ICT on
economy: index approach, econometric approach and also DEA approach are used for the analyses
related to the labour productivity and total factor productivity within industries.

As the economic and societal development is crucially dependent on the human capital
development, many papers are justifiably focused on the topics related to ICT human capital,
requirements on workers in ICT, population projections of ICT workers, current and future
situation of ICT graduates at the labour market (in terms of both employment and wages) and the
impact of ICT on education system.

Thanks to the recent methodological development in several areas of national accounts (time input
output tables, regional input output tables, historical data on GDP etc.), there are also new
challenges for further development related to ICT impacts on economy (and vice versal).
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Abstract

This article analyzes the wages of ICT professionals in the Czech economy during the years of
2011-2013. The analysis first identifies the groups of job positions of ICT professionals based on
the CZ-1SCO methodology and is followed by a summarized analysis of the trend in the number of
ICT professionals in the Czech economy during the years of 2011-2013. The analysis of wages for
the time period of 2011-2013 comprises of a summarized analysis and an analysis by profession
groups based on the CZ-1SCO methodology, by education, gender and sector employment. Toward
the end, the article analyses the average wage of ICT professionals in terms of the trend of the
average wage in the Czech Republic and inflation rate. Finally, the article shows the trend in the
nominal real wage of ICT professionals in the Czech Republic during the analyzed time period.

1. Introduction

Basl and Doucek (2012) presents that economic theory attributes and important role of the
Information and Communication Technology (ICT) take up of businesses for increased efficiency,
innovation and growth (Sabol et al, 2006). Therefore, the take up of ICT by world businesses is
crucial for the raising of productivity, potential and future growth prospects (Doucek, 2010). We
can easily see that the world trend is reflected in Central Europe (Bernroider et al, 2011), the Czech
Republic (Fiala & Langhamrova, 2009; Fischer et al, 2013) and the Slovak Republic as well
(Delina & Tkac, 2010; Dorcak & Delina, 2011, Delina & Drab, 2010). The global trends, such as
outsourcing and cloud technologies, make it possible to deploy ICT services to any place in the
world provided that it has sufficient infrastructure and a sufficient number of qualified ICT
professionals (Maryska et al, 2010), (Oskrdal, & Jelinkova, 2010). Every economy nowadays
needs, and to some extent depends on, this type of people. In the context of the existing economic,
financial and moral crisis, it is important to remember the central role played by the production and
take up of ICT in driving innovation, productivity and growth (Hanclova et al, 2015; Mand'ak &
Nedomova, 2014; Hanclova & Doucek, 2012; Hanclova & Doucek, 2011).
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Is It Attractive To Be the ICT Professional in the Czech Economy?

2. Research Questions

Our research analyzes the different impacts and aspects of information and communication
technologies on human society. One of the analyzed aspects is the “social recognition and
neediness” of ICT professionals translated into the size of their wages. Our goal was to analyze the
trend of wages in ITC-related professions during the years of 2011 — 2013. Sources for our research
are facts, presented for example in Hanclova (2006), or in Marek (2010), (Matejka & Vltavska,
2013) and Marek (2013). We focused on the overall trend in the wages of ICT professionals as well
as on the trend by profession where we concentrated on two groups based on the CZ-ISCO
methodology, i.e. “ICT Specialists (CZ-1SCO 25)” and “ICT Technicians (CZ-1SCO 35).” We
also analyzed the trend by achieved education, gender and sector employment of ICT professionals.

The question arising from this analysis is as follows: “What was the average wage in ICT and the
inflation rate during the years of 2011 — 2013 and did the real wage in ICT professions go up during
the said time period?”

3. Methodology and Data Collection

For this article, we basically used and analyzed the data from publicly accessible databases of the
Czech Statistical Office, Eurostat, OECD, Cepis (CEPIS, 2012) and the World Bank. For our
research and analysis of the wages of ICT professionals in the Czech economy, we used the
methodology of ICT professions classification — CZ ISCO. The classification of ICT professionals
is provided in Paragraph 3.1.

3.1. ICT specialists and technicians

Based on the generally used methodologies, such as CZ-1SCO, ICT work positions are divided into
two fundamental profession groups (CZSO, 2010):

e Specialists (CZ-1SCO 25) and

e Technicians (CZ-ISCO 35).

More detailed information about the individual groups of professions and their job descriptions is
provided below.

ICT Specialists

ICT specialists research, plan, design, write, test, provide consultations and improve ICT systems,
hardware, software and related concepts for specific applications; process related documentation,
including policies, principles and methods; design, develop, supervise, maintain and support
databases and other information systems to ensure optimal performance and data integrity and
security. Most occupations in this class require level 4 skills (CZSO, 2010). Their work description
usually includes: research of ICT use in corporate positions and search for areas for improvement
and for researching theoretical aspects and operational methods for using computers; evaluation,
planning and designing of hardware and software configurations for specific applications, including
the Internet, Intranet and multimedia systems (Smutny et al, 2013); development, creation, testing
and maintenance of computer programs; research and development of database architecture and
database control systems; development and implementation of security plans and data
administration policy and administration of computer networks and related computer environments;
analysis, development, interpretation and evaluation of the parameters of designs and architecture
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of complex systems, data models and charts in the development, configuration and integration of
computer systems. The occupations of this class are divided into the following groups:

Software and computer application analysts and developers (CZ_ISCO 251) research, plan,
design, create, test, provide consultations and improve IT systems, such as hardware,
software and other applications based on specific requests. Their job description usually
includes: research of IT use in the organization’s activities and search for areas for
improvement in terms of maximum effectiveness and efficiency; research of theoretical
aspects and operational methods for using computers; evaluation, planning and designing of
hardware and software configurations for specific applications; designing, creation, testing
and maintenance of computer programs based on specific requests; evaluation, planning and
designing of Internet, Intranet and multimedia systems. The occupations of this group are
subdivided into the following subgroups:

o 2511 System analysts;

o 2512 Software developers;

o 2513 Web and multimedia developers;

o 2514 Computer application programmers;

o 2519 Software testing specialists and similar practitioners.

Database network specialists (CZ_ISCO 252) design, develop, supervise, maintain and
support the optimal performance and security of IT systems and infrastructure, including
hardware and software databases, networks and operating systems. Their job description
usually includes: designing and development of database architecture, data structure,
glossaries and vocabulary conventions for IS projects; designing, construction,
modification, integration, implementation and testing of database control systems;
development and implementation of data security plans, data administration policy and
documentation and standards; maintenance and administration of computer networks and
related computer environments; analysis, development, interpretation and evaluation of
complex system and architecture specification designs, data models and charts in the
development, configuration and integration of computer systems. The occupations of this
group are subdivided into the following subgroups:

o 2521 Database developers and administrators;

o 2522 System administrators, computer network administrators;
o 2523 Computer network specialists (excluding administrators);
o 2529 Data security specialists and similar practitioners.

Technicians constitute another group that represents a major share from the number of ICT
practitioners.

ICT Technicians

ICT technicians support the regular operation of computer and communication systems and
networks and perform technical tasks related to telecommunications and to the transmission of
image, sound and other types of telecommunications signals on land, on the sea or in the air. Most
occupations in this class require level 3 skills (CZSO, 2010). Their work description usually
includes: support of information and communication systems users; installation of new programs
and equipment; creation, service and maintenance of network and other data communication
systems; installation, monitoring and support of websites, Intranet sites and website server
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hardware and software; website modification; website server backup and recovery; supervision of
devices for audio recording and for editing and mixing audiovisual records; supervision and
maintenance of transmission, broadcasting and satellite systems for radio and television programs;
supervision and maintenance of radio communication systems, satellite services and multiplexing
systems on land, on the sea or in the air; technical assistance in the research and development of
computer systems and telecommunications devices and prototype testing; design and execution of
connection drawings based on required parameters; technical supervision over the production, use,
maintenance and repairs of telecommunications systems. The occupations of this class are divided
into the following groups:

ICT operation and user support technicians (CZ_ISCO 351) support the regular operation of
communication and computer systems and provide technical assistance to users. Their job
description usually includes: servicing and supervision of peripheral and similar computer
equipment; monitoring of systems in order to diagnose errors and defects in their
functioning; installation of materials in peripheral equipment for their operation or
supervising the installation of materials in peripheral equipment performed by peripheral
equipment technicians; responding to questions regarding hardware and software operation
for the purposes of troubleshooting; installation and minor repairs of hardware, software or
peripheral equipment in compliance with design or installation parameters; supervision of
the regular performance of systems; setting up equipment used by employees, installation of
cables, operating systems or relevant software; setting up, servicing and maintaining
network and other data communication systems; installation, monitoring and support of the
reliability and usability of websites, Intranet sites and website server hardware and software;
website modification; website server backup and recovery. The occupations of this group
are subdivided into the following subgroups:

o 3511 ICT operation technicians;

o 3512 ICT user support technicians;

o 3513 Computer network and system technicians;
o 3514 Web administrators.

Telecommunications and transmission technicians (CZ_ISCO 351) supervise the technical
functioning of devices for image and sound recording and editing and of devices for the
radio and television transmission of image and sound and other types of telecommunications
signals on land, on the sea or in the air and perform technical tasks related to research in
telecommunications engineering and to designing, production, installation, construction,
operation, maintenance and repairs of telecommunications systems. Their job description
usually includes: supervision of devices for audio recording and for editing and mixing
audiovisual records; supervision and maintenance of transmission, broadcasting and satellite
systems for radio and television programs; supervision and maintenance of radio
communication systems, satellite services and multiplexing systems on land, on the sea or in
the air; technical assistance in the research and development of telecommunications devices
and prototype testing; design and execution of connection drawings based on required
parameters; technical supervision of the production, use, maintenance and repairs of
telecommunications systems. The occupations of this group are subdivided into the
following subgroups:

o 3521 Audiovisual recording and transmission technicians;
o 3522 Telecommunications and radio communications technicians.
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We analyzed the data using MS Excel tools and statistical functions.

The analysis results are presented mainly for the years of 2011 — 2013 because of the two following
reasons:

e We have already presented the analysis of previous years in the article (Doucek, 2010);

e The classification of job positions changed in the Czech Republic at the beginning of 2011
and the KZAM-R methodology was replaced by the CZ-1ISCO methodology. Therefore, the
comparison of some values by profession could be incorrect.

The results are presented in Czech Crowns due to the recent, very volatile exchange rate and its
uncertain trend in the future.

More detail information about relation between job classification and required knowledge and skills
are for example in (Doucek, 2009) and (Doucek et al, 2013).

4. The Czech ICT sector and Wages

The overall results of the analysis of the wages of ICT professionals are presented in this article
based on analyzed criteria. The starting point is the trend in the number of ICT professionals in the
Czech economy. After that, we analyze wages by:

e ICT profession group and then by selected profession;

e Achieved education;

e Gender and

e Sector employment (business and non-business).
We performed many other analyses as part of our research, but could not include them in this article
due to a lack of space.

4.1. Number of ICT Professionals in the Czech Economy

Total Number of ICT Professionals

During the past years, the Czech economy has become one of the advanced world economies with
all the advantages and problems that come with it. This fact is also proven by the level of the Czech
Republic’s involvement in the informatization of the European Union not only because of the wide
variety of offered services but also because of the number of ICT professionals. The number of ICT
professionals in the Czech Republic has kept growing in the long term (Figurel), except for a small
fluctuation in 2004. Not even the economic crisis in 2008 could stop this positive trend.
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Figure 1: Share of IT Professionals From the Total Number of Employed Persons in the Czech Republic,
Source: (CZSO, 2014)

In 2013, there were 148 thousand active IT professionals — 13,300 women and 134,700 men. A
more detailed analysis of the number of ICT professionals in the Czech economy during the years
of 2011 — 2013 is provided e.g. in (Nedomova et al, 2015). These professionals practically worked
in all sectors of the economy. The next part of this article analyzes the wages of this group of

professionals.
4.2. Wages in ICT Professions in General

As evident from Figure 2, wages in the ICT sector show a permanently growing trend during the
years of 2003 — 20009.

40333 41231 42 687

29543

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013

mmmm |CT Professionals  ==m==All CZ-ISCO

Figure 2: The Average Wage in the Czech Republic and of ICT Professionals, Source: (figure authors, data
CZS0, 2014)

A note to Figure 2: “All CZ-ISCO” represents the average wage in the Czech Republic.
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The average wage of ICT professionals dropped in 2010 and did not reach the average wage of
2008 until the year 2013. The year-to-year change (in %) in the wages of ICT professionals
compared to the year-to-year change in the average wage (in %) in the Czech economy is shown in
Table 1.

™ < Te) © ~ o) o =) — o~ ™
S ) =) S ) S S — — — b
S S S S S S S o o o o
N N N N N N N N N N N
N I52) 5 Ire) S ~ IS > S = I
o =) S =] S o S o — — —
S S S S S S S S o o o
I I I I I I I I I I I

Employees Total 3.20( 5.30| 5.50| 570 7.40| 7.10| 1.20| 0.80|-4.70| 2.00| 1.10

ICT Professional 11.40| 6.60| 6.50| 6.30(13.10| 8.40| 0.60| 0.60| -6.70| 3.50| 1.30

Annual Difference
between Employees
Total and ICT
Professionals

8.20| 1.30| 1.00| 0.60| 5.70| 1.30

o
(o2}
o

-0.20| -2.00| 1.50| 0.20

Table 1: Growth of Wages in Czech Economy in Percents, Source: (authors)

It is the result of the economic crisis that, although started in 2008, did not affect ICT until the
years of 2009-2010 when it slowed down wage growth (in-progress projects had to be finished) and
finally hit ICT professionals in 2011 when new and costly projects were no longer planned. This is
why wages dropped by 6.70% between 2010 and 2011. During that time, the wages of ICT
specialists dropped even more than the average wage — by 2%. Another indicator of the crisis in
2009 is the growth of the wages of ICT professionals between 2009 and 2011 that was lower than
that of the average wage in the Czech Republic. The year 2012 already shows some recovery in the
ICT sector indicated by a faster growth of the wages of ICT professionals.

4.3. Classification by Profession

We analyzed the data concerning individual ICT professions only for the years of 2011 — 2013 due
to the change in the classification methodology as already mentioned in “Methodology and Data
Collection.” The results are provided in Figure 3.
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m2011 2012 m2013
Figure 3: Wages by Profession During the Years of 2011- 2013, Source: (figure authors, data CZSO, 2014)

Figure 3 clearly shows that the wages of “ICT Specialists,” specifically of the “Software and
computer application analysts and developers” group, are permanently higher. The wages of the
“ICT Technicians” group are lower, but out of this group “ICT Operation and User Support
Technicians” have the highest wages. The reason for this wage gap between the profession groups
is in the achieved education of individual groups. The analysis shows that tertiary education is
mostly required in “ICT Specialists” while “ICT Technicians” usually have secondary education
with a baccalaureate diploma or even lower education.

4.4. By Education
The time series of 2011 — 2013 clearly show the basic trends with respect to achieved education and
wages that ICT professionals in the Czech Republic can earn for their work.

Year 2011

In the year 2011, the education of the individual profession groups was as follows: 58% of the “ICT
Professionals” had tertiary education, 37.2% secondary education with a GCSE (General Certificate
of Secondary Education) exam and 4.8% other education. A more detailed analysis is provided in
(Nedomova et al, 2015).
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Secondary Schools Secondary Education Higher Professional Complete Tertiary
Education withouta  with a GCSE Exam Education and Education
GCSE Exam Bachelor’s Education

M ICT Professionals - CZ-ISCO 25 + 35 = ICT Specialists - CZ-ISCO 25 m ICT Technicians - CZ-ISCO 35

Figure 4: Wages by Education in 2011, Source: (figure authors, data CZSO, 2014)

In the year 2011, the wage gap between secondary education with and without a GCSE exam was
8,000 CZK a month on average, see Figure 4. Those with secondary education with a GCSE exam
earned 2,000 CZK a month less than those with a bachelor’s degree and those with complete
tertiary education earned approximately 15,000 CZK a month more than those with a bachelor’s

degree.
Year 2012

In the year 2012, the education of the individual profession groups was as follows: 56.2% of the
“ICT Professionals” had tertiary education, 38.2% secondary education with a GCSE exam and
5.6% other education. A more detailed analysis is provided in (Nedomova et al, 2015). Our findings
for the year 2012 are shown in Figure 5.

52399

Secondary Schools Secondary Education Higher Professional Complete Tertiary
Education without a with a GCSE Exam Education and Education
GCSE Exam Bachelor’s Education

® |CT Professionals - CZ-1SCO 25 + 35 ICT Specialists - CZ-ISCO 25 ®ICT Technicians - CZ-ISCO 35

Figure 5: Wages by Education in 2012, Source: (figure authors, data CZSO, 2014)
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As expected, “ICT Professionals” with tertiary education earned the highest wages. The wage gap
between secondary education with and without a GCSE exam was rather big (more than 9,000 CZK
a month on average). Those with complete tertiary education earned approximately 11,000 CZK a
month more than those with a bachelor’s degree.

Year 2013

In the year 2013, the education of the individual profession groups was as follows: 56.6% of the
“ICT Professionals” had tertiary education, 38.3% secondary education with a GCSE exam and
5.0% other education. A more detailed analysis is provided in (Nedomova et al, 2015).

53410

Secondary Schools Secondary Education Higher Professional Complete Tertiary
Education without a with a GCSE Exam Education and Education

GCSE Exam Bachelor’s Education
M ICT Professionals - CZ-1ISCO 25 + 35 ICT Specialists - CZ-ISCO 25 M ICT Technicians - CZ-ISCO 35

Figure 6: Wages by Education in 2013, Source: (figure authors, data CZSO, 2014)

In the year 2013, the wage gap between secondary education with and without a GCSE exam was
approximately 6,500 CZK a month. The wage gap between those with secondary education with a
GCSE exam and those with a bachelor’s degree was approximately 4,000 CZK a month and the
wage gap between those with a bachelor’s degree and those with complete tertiary education was
approximately 10,000 CZK a month. (Figure 6).

Based on the overall wage trend during the analyzed time period, we can say that the wage gap
between the individual groups of professionals analyzed by education is slowly diminishing. Yet,
the wages of practitioners without a GCSE exam are markedly the lowest, while the wages of
professionals with tertiary education are markedly the highest. The wage gap between those with
secondary education with a GCSE exam and those with a bachelor’s degree is not all that striking.

4.5. By Gender

Using the data of the Czech Statistical Office, we also analyzed and compared the wages by gender.
The positive thing is that the average wage of female ICT professionals rather considerably exceeds
the average wage of women in the Czech economy. Figure 7.
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Figure 7: Wages of ICT Professionals by Gender — Women, 2011- 2013, Source: (figure authors, data CZSO,
2014)

On the other hand, the negative thing is that the average wage of female ICT professionals is
approximately 20% lower than that of men (Figure 7, Figure 8). However, the positive thing is that
the wage gap is not as big as in the case of the average wage in the Czech economy where the wage
gap in 2012 was 27.4% and in 2013 even 27.8%.

46 473 43 406 47 983 44 141 48 953

42 060

2011 2012 2013
I |CT Professionals - CZ-ISCO 25 + 35 ICT Specialists - CZ-ISCO 25
I |CT Technicians - CZ-ISCO 35 e Al| CZ-ISCO

Figure 8: Wages of ICT Professionals by Gender — Men, 2011- 2013, Source: (figure authors, data CZSO, 2014)

In the year 2012, the year-to-year increase in the average wage of ICT professionals (3.5%) was
mainly covered by a 4.5% year-to-year increase in the average wage of women and a 3.2% year-to-
year increase in the average wage of men. In 2013, the year-to-year increase in the average wage of
ICT professionals (by 1.3%) was covered by the increase in the wages of men (even though the
average wage of “ICT Technicians” slightly dropped) while the wage of women dropped from year
to year by 1.3% on average.

4.6. By Sector Employment

The wages of ICT professionals also differ depending on whether they work in the business sector
or the non-business sector. The impact of sector employment on wages is shown in Figure 9.
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Figure 9: Wages of ICT Professionals by Sector Employment, 2011-2013, Source: (figure authors, data CZSO
2014)

The figure clearly shows that the business sector pays much higher wages than the non-business
sector. While the average wage in the non-business sector during the analyzed time period
remained practically the same (a slight drop by 300 CZK month in 2012 and an increase by 600
CZK a month in 2013), the average wage in the business sector shows a drop by 6,300 CZK a
month in 2012 and an increase, even though only by 1,000 CZK a month, in 2013. This is mostly
the result of the drop in the average wage of “ICT Specialists” — a 9.4% year-to-year drop during
the years of 2011 and 2012 and a 2.5% year-to-year increase during the years of 2012 and 2013.

4.7. Comparison with the Inflation Rate

Now, let’s look at the relationship between the wage of ICT professionals and the inflation rate
during the years of 2003 — 2013. This relationship is depicted in Table 2.

2003 | 2004 | 2005 |2006 |2007 |2008 | 2009 |2010 (2011 [2012 |2013

Average Annual
Inflation Rate|0,1 (28 |19 |25 (28 (6,3 |1 15 |19 3,3 1,4
(in %)

A year-to-year
increase in wages
in the ICT sector
(in %)

11,40/6,60 |6,50 |6,30 |13,10|8,40 (0,60 [0,60 |-6,70 |3,50 |1,30

Table 2: Average Inflation Rate and a Year-To-Year Increase in the Wages of ICT Professionals, Source:
(CZSO0, 2014)

By comparing both lines of Table 2, we can see the trend in the nominal and real wages of ICT
professionals in the Czech Republic.
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Figure 10: Average Nominal and Real Wages of ICT Professionals in 2003- 2013, Source: (figure authors, data
CZS0, 2014)

Figure 10 shows that the real wage during the years of 2003 — 2008 kept going up by more than 5%
from year to year. The effects of the economic crisis in 2008 put a halt to this trend, ending with a
huge slump in 2011. Since then, the nominal wage has kept growing but has been counterbalanced
by the inflation rate. This means that the real wage growth is about zero. However, ICT
professionals can relax because the average real wage in the Czech Republic during 2012-2013
actually dropped.

5. Conclusions

The overall findings, although for a relatively short time period, are interesting. We can say that the
overall trend in the number of ICT professionals in the Czech Republic was stable. In analyzing the
trend in the wages of ICT professionals, we reached the following conclusions:

e The wages of ICT professionals went up during the analyzed time period, except for the
year 2011 when the wages of ICT professionals dropped from year to year by 6.70%, due to
the delayed impact of the economic crisis; their wages had not reached the level of 2010 by
the year 2013;

e “ICT Specialists” earn the highest wages; their average monthly wage is higher by
approximately 8,000 CZK than that of “ICT Technicians;”

e As expected, practitioners with tertiary education earn the highest wages. An interesting fact
is that the wage gap between those with secondary education with a baccalaureate diploma
and those with a bachelor’s degree has become slightly bigger. There is a major wage gap
between those with secondary education without a baccalaureate diploma and those with
secondary education with a baccalaureate diploma and then between those with a bachelor’s
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degree and those with complete tertiary education. The wage gap between the groups has
slightly diminished during the analyzed time period;

e When comparing wages by gender, we can conclude that the wage policy of ICT
professionals copies the conventions of the Czech economy — the average wage of women is
approximately 20% lower than that of men; the positive thing is that this situation is better
than that in the entire Czech Republic where the average wage of women is lower than that
of men by another 7%;

e The wages are considerably higher in the business sector than in the non-business sector; the
average wage in the non-business sector during the analyzed time period remained
practically the same; the average wage in the business-sector shows a drop by 6,300 CZK a
month in 2012 and an increase, even though only by 1,000 CZK a month, in 2013,

e The trend in the nominal and real wages during the years of 2003 — 2013 shows that
although the wage of ICT professionals were higher than the average wage in the Czech
Republic (CZSO, 2015), the real wage growth practically stopped in 2011. During the years
of 2012 and 2013, the growth of the wage of ICT professionals practically copied the
inflation rate and thus the real wage growth was only minimal (Figure 8). It seems that the
years when ITC professionals were making big money are coming to an end, but the real
average wage in the Czech economy is dropping even faster (a 1.3% year-to-year decrease
in 2012, a 0.3% year-to-year decrease in 2013).
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Abstract

In the last ten years the continuous growth of internet penetration and the wider palette for
spreading ICT tools have changed the availability and quantity of information, communications
methods and the learning processes. ICT tools are already extensively used in education, everyday
life, business etc. and we have reached the turning point when, after the era of PCs and laptops, e-
learning based on internet connected tablet PCs is here.

Introduction of computers in all spheres of life substantially changed the ways of how people
communicate and exchange information. It is creating a virtually paperless work environment. Also
we can now send a message very easily to anywhere in the world in seconds. From education point
of view we can have a virtual class where the instructor could sit in any part of the world and his
students scattered in all different parts of the world through video conference with presentation of
study materials as well as question and answer sessions... These simple examples show where we
stand today compared to what it was half a century back. But as we know nothing in this world is
purely good as everything has a dark side. In this paper we would discuss the influence of this dark
side on economy and society.

1. Introduction and related works

Bawden & Robinson (2008) report that by the late 1950s and early 1960s, with an exponential
expansion of publication, particularly in science and technology, and the increasing take-up of
mechanised documentation and computerised information handling, information overload was
generally accepted as a problem. The situation worsened, for those dealing primarily with academic
and professional publications as information sources, due to the increase in volume of the primary
literature throughout the 1970s and 1980s. Beginning in the 1970s, this trend has been exacerbated
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by the rise of the Internet, and more specifically the World Wide Web, in the 1990s, and latterly by
the advent of the social networking tools of Web 2.0. These technical advances have led to a much
more rich and complex information environment, with a greater amount of information available, in
a greater variety of formats and types of information resource, and accessible through a greater
variety of media and communication channels. This diversity of provision, however, is typically
delivered through a limited number of interfaces: most usually a web browser, whether on a
computer screen, a mobile device, an e-book reader or some other device. The result is a
‘homogenisation’ of the information, with the look and feel of different resources of the print age—
a text book, a newspaper, a hand-written diary entry, a photocopy of a journal article, a printout of a
data file, etc.—being largely lost. It is this ‘homogenised diversity’ of information communication
which lies at the root of the problems discussed here, a much as the expanded volumes of
information which are available.

Doucek et al. (2014) aims at exploring the macro-economic impact of ICT (information and
communications technology - or technologies) in a comprehensive way, overcoming the supply-
side and infrastructural perspective of most of the existing empirical literature and present
increasing importance of ICT sector in the whole economy by means of the development of
selected macroeconomics indicators.

Satti S., & Nour O. M. (2002) argued that ICT could impose some negative impacts for the
developing countries, particularly, because the developed countries will have more advantages to
raise their competitiveness in the global world at the expense of the developing countries, mainly
because ICT will provide more comparative advantageous for the developed countries by
facilitating the attack and open some new markets in the developing countries. So, not only will it
be hard for the developing countries to compete with the developed countries in the international
market, but it will also threaten / deprive the developing countries in their original local markets.
Additionally, it might delay the catching up of the developing countries to the developed countries.
Hence, it could raise the already existing differentials and widen the already existing gap between
the developed and the developing countries. Moreover, ICT also might create some negative
impacts on the status of the poor by raising the already existing inequalities in income distribution
and increasing the poverty of the poor.

Pros and Cons of using new social networks are detailed discussed for example by Pavlicek, (2014)
1.1. Information and Communication Technology

Tech Target (2015) introduced that ICT is an umbrella term that includes any communication
device or application, encompassing: radio, television, cellular phones, computer and network
hardware and software, satellite systems and so on, as well as the various services and applications
associated with them, such as videoconferencing and distance learning. ICTs are often spoken of in
a particular context, such as ICTs in education, health care, or libraries.

ICT has become the backbone of our economic growth and is a critical resource which all economic
sectors rely on. It now underpins the complex systems which keep our economies running in key
sectors such as finance, health, energy and transport; while many business models are built on the
uninterrupted availability of the Internet and the smooth functioning of information systems.

Adewunmi (2012) pointed out that as it is known from time immemorial that everything in life is
like the two side of a coin, there is always a positive and negative side of every phenomenon. But
whether the effect is positive or negative the effects of Information Communication Technology is
far reaching and cannot be overemphasized. The Effects of ICT lens looks at how our lives have
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been changed, for better and for worse, by the impact of ICT. It includes both positive effects and
negative effects and looks at how individual’s organisations and society are affected

According to the European Commission, the importance of ICTs lies less in the technology itself
than in its ability to create greater access to information and communication in underserved
populations. Many countries around the world have established organizations for the promotion of
ICTs, because it is feared that unless less technologically advanced areas have a chance to catch up,
the increasing technological advances in developed nations will only serve to exacerbate the
already-existing economic gap between technological "have" and "have not" areas. Internationally,
the United Nations actively promotes ICTs for Development (ICT4D) as a means of bridging the
digital divide, as is mentioned in Tech Target (2015).

In our paper the positive impacts will be suppressed because this one are preferably identify by
users.

The paper is organized as follows: on the background of the impact of ICT on the economy and
society is focused to taking into account the negative impact on the economy and society, where are
described problems with missing or overload of information. Next part is dedicated information
society and cyberspace and last but not least is mentioned the negative impact of the ICT on society
and economy. Finally is described conclusion and future work within this problem.

2. Information society

The fast diffusion of ICT is now evident and its influence on economic systems in both the
developed and developing countries has increased during the last two decades. Both the rapid
development in ICT and the recent trend of globalization and their influences on different economic
systems have been an exciting and interesting recent research issue that received increasing interest
amongst economists in both developed and developing countries. Satti S., & Nour O. M. (2002)

This area is also actively supported by European Union (EU) in terms of information society policy
(1S). Banghemann (1994) wrote ,,Preparing Europeans for the advent of the information society is a
priority task“. Information society can be understood in different ways. Most often we meet with a
socio-economic explanation, so it is a company that understands basic information as an economic
good and generates profit by handling it. We could of course also monitor multiple additional
aspects - such as free access to information and its disclosure or degree of electronic
communication (Capek & Ritschelova, 2010).

The way to the information society is supported by the current technological revolution, which is
based on the interconnection of information and communication technologies (Achimugu &
Oluwagbemi et al., 2009). These processes result in a dramatic reduction in space and time
constraints, and in an increase of the number of public accesses to information. Unlike previous
waves of technological development networked information, communications and media
technologies are characterized by a wide flatness and high-speed of penetration into all areas of
society. Development of information technology with its consequences begins to interfere in many
fields of human activity... Information technology is and always will be a tool that people can use to
more effectively carry out what they consider necessary or appropriate to carry out. (Siddiqi Z &
Buliung R., 2013)

From Figure 1 it is visible, that the complexity and diversity of ICT impacts are important reasons
for the interest in the ICT 'phenomenon’. However, these characteristics also help to explain why
measurement of ICT impacts is not a simple undertaking. Another major reason that ICT impacts
are difficult to measure is that any impact of one factor on another is difficult to demonstrate

91


http://whatis.techtarget.com/definition/ICT4D-Information-and-Communications-Technologies-for-Development
http://searchcio-midmarket.techtarget.com/definition/digital-divide

Negative Impact of ICT on the Economy and Society

because a positive correlation cannot readily be attributed to a cause-and-effect
relationship.(OECD, 2007),
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Figurel Information society impacts measurement model (source: OECD, 2007).

It is better think instead of impact ubiquitous ICT on economy and society how they are used to
transform organization, processes and behaviours.

3. Cyberspace

Satti S., & Nour O. M, (2002) argued that over the last two decades, the Internet and more broadly

cyberspace has had a tremendous impact on all parts of society. Our daily life, fundamental rights,

social interactions and economies depend on information and communication technology working

seamlessly. An open and free cyberspace has promoted political and social inclusion worldwide; it

has broken down barriers between countries, communities and citizens, allowing interaction and
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sharing of information and ideas across the globe; it has provided a forum for freedom of
expression and exercise of fundamental rights, and empowered people in their quest for democratic
and more just societies.

Unlike most computer terms, "cyberspace” does not have a standard, objective definition.
(Cyberspace, 2014). Instead, it is used to describe the virtual world of computers. For example, an
object in cyberspace refers to a block of data floating around a computer system or network. With
the advent of the Internet, cyberspace now extends to the global network of computers. So, after
sending an e-mail to your friend, you could say you sent the message to her through cyberspace.
However, use this term sparingly, as it is a popular newbie term and is well overused. The word
"cyberspace” is credited to William Gibson, who used it in his book, Neuromancer, written in 1984.
Gibson (1989) defines cyberspace as "a consensual hallucination experienced daily by billions of
legitimate operators, in every nation, by children being taught mathematical concepts. A graphical
representation of data abstracted from the banks of every computer in the human system,
unthinkable complexity, lines of light ranged in the non-space of the mind, clusters and
constellations of data".

In the process of information system creation, one should take into account that the information is
produced (processed) in one physical site, stored in the same or in another site and communicated
through the physical means to the site of utilization. All the three entities (production,
communication and utilization) exploit instrumental items as facilities that are hosting pertinent
devices, hardware, software, operation systems, applications, files, physical means of
communication (internal and external networks). All these are linked to such human factors as
operational management policy, training, working activities and the end purpose of the delivered
information. The delivering systems provide information to the end users who exploit it for their
specific purposes. Information and all the instrumental items, which are the components of the
delivering system, need specifically dedicated interdepartmental protection in order to reduce the
possibility of information breaches. (Abbo, 2012).

The search engines on the internet provide access to many sites on a given topic. For many negative
phenomena that are the concomitants of cyberspace can include, for example (Notes to
Presentation, 2014): Flaming: Online fights using electronic messages with angry and vulgar
language; Harassment: Repeatedly sending nasty, mean, and insulting messages; Denigration:
“Dissing” someone online. Sending or posting gossip or rumours about a person to damage his or
her reputation or friendships; Impersonation: Pretending to be someone else and sending or
posting material to get that person in trouble or danger or to damage that person’s reputation or
friendships; Outing: Sharing someone’s secrets or embarrassing information or images online;
Trickery: Tricking someone into revealing secrets or embarrassing information, then sharing it
online; Exclusion: Intentionally and cruelly excluding someone from an online group;
Cyberstalking: Repeated, intense harassment and denigration that includes threats or creates
significant fear.

According (Cyber Threat News, 2014) Main attack tools include denial of service attacks and
attacks on a scale ranging from amateur to medium level, primarily because the capabilities and
means of terrorist organizations in cyberspace are limited. So far terrorists have not demonstrated
the level of intelligence-gathering preparation and cyber penetration capabilities as those shown by
nation states.

93



Negative Impact of ICT on the Economy and Society

4. Negative ICT impact on society and people

With the development of computer industry and Internet networks during the last three decades
things have changed and global communication has reached an unprecedented height. Probably the
largest effect that ICT use has on society is allowing members of society to have greatly increased
access to information. This can have numerous negative effects, such as: causing a digital divide
between those who can access information and those who cannot, reducing levels of education and
understanding due to the vast amount of incorrect and misleading information that is available
causing moral and ethical problems. Sagarmay D., (2014) argued that this is a good way to
communicate. People use the web to send emails to people at other ends of the world. They do this
because it is a cheap and easy and quick way to communicate Ciaran, (2010) introduced that this is
a bad thing because you do not know who you are talking to and if you arrange to meet this person
they might not be who you think they are and this is a big danger and can hurt people a lot.

Adewunmi (2012) find job loss as probably one of the largest negative effects of ICT can be the
loss of a person’s job. This has both economic consequences, loss of income, and social
consequences, loss of status and self-esteem. Job losses may occur for several reasons, including:
manual operations being replaced by automation. e.g. robots replacing people on an assembly line.

The other two negative ICT impacts on society are reducing personal interaction and reducing
physical activity. This explaining by being able to work from home is usually regarded as being a
positive effect of using ICT, but there can be negative aspects as well. Most people need some form
of social interaction in their daily lives and if they do not get the chance to meet and talk with other
people they may feel isolated and unhappy. A third negative effect of ICT is that users may adopt a
more sedentary lifestyle. For example (Capek & Hola, 2010).

5. Negative ICT impact on economy

For the past 10 years ICT provides general standards in information and communications
infrastructure companies to ensure communications support to the whole operation. ICT resources
are seen as instruments that can be used very effectively but at the same time become fatal factors
in their failure threaten the functionality of all (Hold & Capek, 2014) and without management
competencies investments in technology to become counterproductive, evaluations of the
technology must be more sober as well as evaluate managers (Ruck & Welch, 2011).

The effects of ICT lens looks at how our lives have been changed, for better and for worse, by the
impact of ICT. It includes both positive effects and negative effects and looks at how individual
organisations and society are affected. As the negative impact of ICT on the economy, we can
consider its heavy reliance on ICT, most companies are not only managed with the help of ICT but
also their technological processes are depended on ICT., With the development of information
society is also increasing reliance governance on ICT, increasing importance of cyber-security.

Yet ICT technologies also show an important element of organisational communication and its
effectiveness will certainly have an impact on business. The Internet and emails become the
standards of communication, accelerate communication, on the other hand, electronic
communication brings many misunderstandings between communicators and may even worsen
relations in the workplace which can decrease an engagement of workers and disrupt the
functioning of the company (Hol4, 2011).
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6. Conclusion

In this paper we studied the impacts of information and communication technology in our lives so
far. We also discussed the negative effects of ICT like loss of privacy, unauthorized access to
important data. Hacking of government run systems by hackers can paralyse a government
functioning and can cause immense disruptions. But we believe benefits from information
technology far outweigh the negative aspects of information technology. As we discussed we can
access information for our studies or research very quickly these days. Also the global
communications have become unbelievably quick through email services. ICT in business include
setup information and communication infrastructure in the organization for the needs of
organisational communication - information systems, remote access, equipment and facilities,
availability, reliability, safety, quality, etc. While the importance of ICT use for development
cannot be underestimated, it should not be seen as a panacea that will solve problems of
unemployment or social exclusion in the near future. A fundamental question about how ICT and
the digital divide relate to the process of global development is not about technology or politics; it
is about reconciling global and local practices. The challenge is to give culturally valid meaning to
the use of new technologies.

ICT penetrate into all side of our life that is hardly to possible react to all positive or negative
possibilities of this influencing.

Future research in the field of cyberspace and/or cybersecurity will be focused to suppress
information chaos, suppress risk reduction of losses information, and suppress negative impact of
ICT to society with aspect increase security of the cyberspace.
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Abstract

The paper deals with the development, current state, and the integrity of information systems on the
environment in the Czech Republic. A brief overview of the development in this area uncovers
major causes of current unsatisfactory situation in this area, and identifies major issues related to
building of the Integrated Information System on the Environment in the Czech Republic. A major
focus is primarily given to requirements put on information systems on the environment by public,
which represents one of subjects these systems are intended for. The authors propose some
possible methods to alleviate the current problems and streamline the integration of various
information systems on environment into one comprehensive whole. The paper contributes to the
investigation of the studied issue under specific national conditions, but at more general level also
to understanding of informatics problems of public administration, primarily to the issue of systems
integration.

1. Introduction

A level of information and knowledge required to support decision-making, as well as associated
quality of information systems, is an important factor of economic growth (Mildeova & Brixi,
2011). According to Jando$ & Feuerlicht (2005), an increasing complexity and heterogeneity of
applications, associated with the growing importance of system integration, represents a typical
feature of current information systems.

Among important topics, both the Ministry of the Environment and all other users of information
systems on the environment in the Czech Republic are currently engaged in, belongs also an
integrity of these systems. The issue of environmental information systems has been extensively
studied (Hfebicek & Kubasek, 2011). This paper aims to describe and analyze major features of the
current form of the Integrated Information System on Environment (hereinafter 11ISE), to identify
related major problems, and to propose possible solutions, especially from perspective of users
from among public, or corporate sector.

According to experts (Piibilova, 1992) to define the term "environmental information™ from a
theoretical perspective represents fairly comprehensive problem. However, in everyday life an
intuitive understanding and simple perception of this notion is a common practice. Environmental
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information is collected, sought out, and utilized by different entities for various reasons. These are
mainly: (a) environmental protection authorities which need this information primarily as the basis
for qualified and quality decision-making, but also to fulfill other tasks (education and training,
scientific knowledge development, promotional purposes, etc.); (b) other government authorities
and professional bodies (like territorial planning bodies, Statistical Office, and others), which also
need this information to make the right decisions and to fulfill their respective other tasks; (c)
businesses that need this information primarily to create development strategies, as well as for
specific behavior and decision making in their place of activity; (d) public, this group is very
diverse and uses environmental information for a vast array of different purposes (students for
study, civic associations for reasoning and achievement of their goals, individual citizens to learn
about their surroundings, etc.). Into this group media can be included too, not only as an important
user of information about the environment, but also as an entity that is involved in the distribution
of this information, and provided interpretation of the information obtained may significantly affect
the attitudes and behavior of all other subjects.

Requirements put on unified information system on the environment depends primarily on a user
preferences, as each of them has different needs and expects from the system something else. These
requirements focus on two major areas: which information the system should contain, and on user
convenience (easy access, simple orientation, and others). An analysis of these requirements is a
fundamental and challenging task, which would have to initially, in collaboration with all user
groups, to gather their requirements on the content and method of access. Subsequent evaluation of
the requirements of individual groups would then have to be confronted with the technical and
technological capabilities, and discussed with IT professionals.

A requirement to unify the information system on the environment has been also declared by the
EU, particularly European Environment Agency (Hiebicek, Jensen & Steenmans, 2015). Therefore
countries facing similar problems (PraSek, Valta, Hiebic¢ek, 2013; Soukopova, Hiebicek & Valta,
2015) seek the experience of the Czech Republic in this area, as the Czech Republic is to some
level ahead in this effort.

In the Czech Republic there currently exist a large number of information systems on the
environment or on its individual components or sub-topics. While these systems had emerged
gradually from 70", this number has increased significantly even more after the year 1989.

In a report of the Supreme Audit Office on the control of information and communication
technologies in the Ministry of the Environment of the Czech Republic, including its specialized
institutions which are the Czech Hydrometeorological Institute, and the Czech information Agency
on Environment (CENIA), conducted in 2014 (for more see Bulletin of the Supreme Audit Office,
1/2015), is stated that the Ministry of the Environment currently uses 125 separate information
systems and databases. Provision and operation of the Integrated Information System on the
Environment is an obligation of the Ministry of the Environment defined by Act no. 4/1969 Coll.,
as amended, On the establishment of ministries and other central government bodies (so called
Competence Act,), as one of the competencies from the very inception of this ministry on January
1, 1990. The Ministry therefore has been trying to build such a system since 1990, to integrate
existing partial information systems, to interconnect and streamline their operations. Such
unification would bring numerous benefits to all users (government, businesses, professionals, and
the general public) — an access to the information collected would be improved and simplified,
duplicate data collection would be eliminated, and many other benefits would emerge. However,
until current days, this objective has not been met. While the entire set of existing information
systems and databases relating to the environment is formally reported as an Integrated Information
System on the Environment (IISE), in fact, it is still fragmented and incompatible, though
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considerable resources were invested to ensure its integrity. It is therefore questionable to what
extent the effort to integrate information systems on the environment is genuine, and particularly
whether this is in fact necessary, or even possible. Therefore this paper deals also with possible
alternatives to the current unsatisfactory integrity of existing information systems, and looks for
options to achieve positive results in obtaining and providing information on the environment and
its various components or any parts.

It should be noted that in addition to the public information on the environment, there is a large
volume of information that is not and can’t be in any public system, yet they are very important for
the decision of the competent bodies. It is a confidential information of private actors (households,
companies), regarding for instance costs of private environmental protection projects. According to
Fiala, Sauer (2011), Sauer et al. (1998) models dealing with this kind of information can
significantly contribute to, and enhance the overall level of information utilization efficiency.

2. Analysis of the current state and its results

Despite all the efforts the Ministry of Environment evolved since 1990 in building of IISE (Prasek,
Valta & Hrebicek, 2013), (Soukopova, Hiebi¢ek & Valta 2015), the current state is far from being
considered satisfactory. The Ministry on its website declares that the system is just a formal label
for a decentralized system of information systems and data applications, which have in common
that all relate to the environment. The ministry speaks about the 11S architecture as a decentralized,
individual information systems are operated as separate applications without direct integration into
a common reference framework. The Ministry expects the historical development, the uniqueness
of each individual agenda, and management of IT infrastructures by individual departmental
organizations to represent major reason for this state.

Currently, the Ministry and its professional organization CENIA on their respective web pages
provide an incomplete list of information systems, registers, and other databases they run; the
websites offer an option to go on from this basic, incomplete list of information systems for more
detailed information on featured systems — but not directly to them.

The available systems are incomparable in terms of size. Some referred to by the Ministry as
"robust™ are very extensive, contain large amount of information, and are divided into subsystems
or modules. Other “systems” are rather just an Excel spreadsheet, than real information system; just
a simple list, into which information is continuously added and modified according to the current
state (for instance, An overview of the holders of eco-labels.)

Most of the data in these systems is gathered as a result of a legal obligation to provide it. This
obligation has been placed on various mandatory subjects from corporate sector or local
government and state administration. The basic structure of the required data has been set by a law,
while more detailed requirements have been specified by the ministerial order or other subordinate
legal norms. Part of the data for the previous year is transferred to the Ministry till March 30 of the
current year. This happens through the Integrated Reporting Compliance System (ISPOP), which
was launched in 2011, and allows reporting entities to pass through information on water, air and
soil pollution, and on waste production and disposal. Other information flows into these
information systems as a result of separately defined procedures (like data from Integrated
Pollution Register), but also from internal resources of the Ministry and its specialized institutions.
Concerning mandatorily reported data for the previous year, the Ministry has an additional term to
process it (usually three months), and only then the information will appear in the relevant register.
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The first conclusion from the analysis relates to the Integrated Information System on the
Environment itself, which the Ministry of Environment is, according to the Competence Act,
obliged to build and guarantee. This obligation of the Ministry was declared, together with its other
competence, in the moment of its inception in 1990, and has never been satisfactorily carried out. It
was a very ambitious idea, but the authors of this plan were not, as it looks like, able to assess
whether it is possible to accomplish this task, and whether it is really necessary to have it. Most of
those who work with environmental information do not need all information about environment, as
they limit to single topics and components of environment.

The analysis also suggests that various subjects interested in the Integrated Information System on
the Environment, complain on something else:

Supreme Audit Office, which responsibility is to control public funds spent for this purpose,
especially bothers inefficient and ineffective spending of public funds invested into construction
and operation of this system. In its supervisory administration report mentions such problems as:
(a) multiple data storage in various information systems (higher operating costs associated with the
need for storage capacity); (b) cancellation of SIRIUS project without any substitution; this project
was designed to implement the IISE (wasted resources around 21 mil. CZK); (c) data
incompatibility with selected factually related systems (there is need of additional resources to
eliminate this problem); (d) inability to evaluate the effectiveness, efficiency and effectiveness of
resources spent on information systems because the Ministry does not count approaches to the
single information systems.

Entirely different problems with 1ISE and other information systems and databases face users from
the general public. To provide public with access to environmental information is responsibility of
the government, which arises from the international convention (Aarhus Convention.) In the Czech
Republic, public access to environmental information is regulated, in relation to this Convention, by
Act no. 123/1998 Coll., On the right to information on the environment.

This very diverse group of users has all sorts of reasons to look for such information. The Ministry
is responsible to provide environmental information to applicants from the public, if someone asks
for it, and if there isn’t any legitimate reason to reject such request. It also has an obligation to be
proactive and in an appropriate way provide this information within own initiatives (for instance via
Statistical Yearbook on the Environment, press releases, educational literature, etc.)

For users from the public the most convenient and fastest way to obtain information about the
environment is to find it themselves via internet. This requires: (a) it must be possible to identify
which systems and databases exist, and what information is included - for most users, it is not
necessary to cover the entire spectrum of information relating to the environment, but are only
interested in a particular segment of it; (b) it must be clear if the searched system is publicly
available, and if not, whether, for whom and under what conditions access can be provided; (c) if
the system is open to the public, than this must be as simple and user-friendly as possible.

3. Conclusion

In the first place, it is worth considering the possibility to abandon the idea of the Integrated System
of Environmental Information, and as the case may be to reformulate the relevant task in the
Competence Act. Thus the Ministry could stop spending its resources on additional, not much
successful attempts to reach fully integrated solution, and focus more on integrity of smaller groups
of information systems (conservation, water, air, etc.).
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The second proposal suggests a fundamental alteration of the method used to inform potential
applicants for environmental information on the website of the Ministry or its specialized agencies.
The existing method demonstrates (from user perspective) number of drawbacks and difficulties.
Individual information systems and databases are located at respective websites at various locations
under various sections names, so the search takes some time, especially if the user looks for that
kind of information for the first time or just sometimes over long period. It is questionable whether
behind that is an intention to discourage lay users, or whether it is some form of professional
blindness, when the creators of the chosen configuration even do not realize which complications
for those interested in finding information it causes. This process could be significantly facilitated,
if those interested to find information could find necessary guidelines to search it. This might work
for instance in the following manner: (a) as the very first, the Ministry would list all sub-
environmental themes, on which collects some information (conservation, water, air, soil, waste,
geology and mining, EIA, environmentally friendly products, EMAS, or other). Depending on area
from which the searched information is, users should be able to open a sub-list of all information
systems and similar forms of information databases that the Ministry and its specialized units
operate on the subject; (b) in the next step each item on the relevant list could be open, and the user
would get brief information on the content, and whether it is publicly accessible; (c) in the last step
it would be possible to get directly into the relevant selected system(s) and retrieve data.

To develop the proposed arrangement cannot be a serious problem for any relevant expert working
at the Ministry. Similarly, technical and technological problems associated with concentrating
systems under a single gateway cannot be insurmountable. Proposals for such an arrangement
appeared already in the 90s (Hrebi¢ek & Pitner, 1998).The proposed arrangement would enable to
integrate basic information about existing systems and their accessibility or inaccessibility, to
facilitate the work with it, and make it friendly for a wider range of potential users. It would make
clear what information is actually available for public — and which not. In later case it would be
interesting to investigate the reasons for this inaccessibility, and/or to discover who actually works
with this information, if anybody at all, and whether it would be possible to make at least some
segments of it accessible.

Apart that, it would also be possible to respond to one of the findings of the Supreme Audit Office,
that the Ministry does not count amount of accesses, and therefore cannot evaluate the effectiveness
of the operation of these systems. In the proposed architecture, such monitoring would be easier
and the results seem to make possible to suggest possible changes.

For future research in this area might be interesting to consider, and allow one to be inspired by
approaches, typical for systems integration at company level. As some authors states (Nedomova et
al., 2014) these approaches can be considered as progressive ones in relation to the enterprise
architect role. Currently works are going on to develop available information into more detailed
schemes that would complement basic overview of stages, steps, and progress reached in building
of a unified interconnected system of environmental information, and thus would allow deeper
analysis of the issue in hand, which the Ministry of Environment tries to solve since 1990.
However, that goes beyond the scope of current works in this area.
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Abstract

The aim of this paper is to assess the efficiency of ICT sectors (manufacturing, trade, service) in
nine EU countries and time period 2001-2011. A translog stochastic production frontier with time-
varying efficiencies is estimated. The capital positively influence value added in ICT manufacturing
and ICT trade sector while labor has statistically significant impact on value added only in ICT
trade sector. It seems that in EU ICT sectors there isn’t a substitute relation between the capital
and labor. The performance was evaluated based on Malmquist productivity index. ICT service
sector was the only sector, where the productivity grew in the whole period, but the trend of MPI
was declining. MPI’s of ICT manufacturing and ICT trade sector were lower or equal to I,
productivity of these sectors is stagnating and declining. From the comparison of the efficiency of
selected EU countries it is evident, that the countries with most efficient ICT sectors are Slovenia,
Finland and Germany. These countries were ranked on the top three places in the comparison of
Malmquist productivity indexes.

1. Introduction

Intensive development of information and communication technologies (ICT) cause interest of
analyses of impacts of ICT on competitiveness of economies, i.e. economic growth, employment,
labor productivity and other key economic indicators. Impact of ICT on economic growth and labor
productivity has been confirmed in many studies. According to the OECD (2004) or Quiang (2003)
three main channels can be identified through which ICT can affect potential growth rates:

1. an acceleration of productivity in the ICT sector themselves, and a growing size of ICT
sectors in the economy,

2. capital deepening across the economy, driven by rapid investment in ICT equipment, and
resulting in a boost to labor productivity,

3. total factor productivity growth through reorganization and ICT usage.

The first important economic impact of ICT is linked to having a sector producing ICT goods and
services (OECD, 2004). Having such a sector can be important for growth, since ICT-production
has been characterized by rapid technological progress and very strong demand. The sector has
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therefore grown very fast, making a large contribution to economic growth, employment and
exports. Moreover, having a strong ICT sector may help firms that wish to use the technology,
since the close proximity of producing firms might have ad-vantages when developing ICT
applications for specific purposes. Having an ICT-producing sector can thus support growth,
although previous OECD work has shown that it is not a prerequisite to benefit from the
technology.

2. Malmaquist productivity index

When the development of the efficiency in time is evaluated, it is necessary to take into account
changes in production technologies. For assessment of the efficiency it will be beneficial to divide
efficiency into efficiency caused by new technology in the whole industry and efficiency caused by
“individual” successes in increasing organizational efficiency. A suitable tool for dividing total
efficiency into technological and technical changes is Malmquist productivity index.

A production unit transforms inputs x' into outputs y'. Distance function D'(x', y') characterizes

technology at time t. Based on the distance function, Coelli, et al. (2005) defines Malmquist
productivity index (MPI) as:

) ) D! t’ t D! t’ t
MPIt(xt l’ yt 1’X’t yt):\/Dt—l(X(t)il zt—)l). Dt(x(t)il zt—)l) (1)

The change of technical efficiency can be defined as:

Dt t, t
TEC, :Wl(%' 2)

The ratio D'to D'* represents the change in the relative distances from the observed output to the
potential maximum output at time t-1 and t.

Technological change has the following form:

t-1 t t t-1 t-1 t-1
Ton, - [P ) DR ®
D'(x,y') Dxyt)

The technological change is calculated as the geometric mean of the shift in the production frontier
from time t-1 to t. The first component inside the square root is the shift in the production frontier
evaluated at x' and y' relative to the maximum outputs specified by the production technology
available at time t-1 and t, respectively. Similarly, the second component is the shift in the
production frontier evaluated at x'* and y'* relative to the maximum outputs specified by the
production technology available at time t-1 and t, respectively.

Finally, Malmquist index is computed as MPI, =TEC, -TCH . Productivity indexes MPI;, TEC;

and TCH; are calculated as index with a threshold value of 1. If a certain index value is equal to 1,
then it indicates that the performance of a sector remains unchanged with regard to that measure
from period t-1 to t. On the other hand, an index value greater than 1 represents improvement and a
value less than 1 indicates a decline.
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3. Stochastic production frontier

For measuring the technical efficiency of ICT sectors the stochastic production frontier (SPF)
approach within a translog functional form was used (Batesse and Coelli, 1992). The stochastic
production frontier is parametric approach based on the production theory, which utilizes the
technique of econometric estimation. There are several strengths of SPF, e.g it is possible to
account for measurement errors and random noise, SPF can be used for hypothesis testing and in
comparison with data envelopment analysis (DEA) there is no need to assume constant or variable
returns to scale. However, this approach has also its conditions: it is necessary to specify a
distributional form of the inefficiency term and a functional form of the production function. In
comparison with DEA, it is more difficult to accommodate multiple outputs.

A translog stochastic production frontier was estimated using maximume-likelihood method and
has the following form (Coelli et al, 2005):

INVA =4+, InCy + B, In L, +%ﬁ3(ln Cy) ++%ﬂ4(ln L) +
@
#ANC N L)+ At 42 At + 4,0 CD) + Ay L)+, — Uy,

where VA, is the value added of the country i in the year t; c, denotes the capital of the
i-th country in the t-th year; L, is the labor of the country i in the year t; ¢, are random errors
which are assumed to be independent and identically distributed with N(o, aj) distribution and u,

are non-negative technical inefficiencies to be |N (240:07)

The technical efficiency of country i and year t can be obtained by taking:
TE, =e "". (5)

The parameters in the stochastic production frontier model (4) as well as the total error variance and
its two components o?=c2+c2 and the parameter y=c?/c? are estimated using maximum
likelihood method.

The Malmquist productivity index as well its components was computed according to

Hanclova (2014). The first component of the Malmquist productivity index, technical efficiency
change TEC,, can be obtained as follows:

TEC,, =TE, /TE, ;. (6)

For technological change (i.e. the change of technical progress), TCHC, between years (t-1) and t for
the i-th country needs to be calculated directly from the estimated parameters g. We first evaluate
the partial derivatives of the production function with respect to time using the data for the i-th
country between year (t-1) and t using (8). Then we calculate technical change TCHC, as the

geometric mean of these two partial derivatives (7). For our translog functional specification, this is
equivalent to the exponential of arithmetic mean of the log derivatives, computed as follows:

TCHE, - exp{%[a nY, , oY, } )

o) at-1)

where
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olny,
ot
Malmquist productivity index is computed as

=fr + Prri+ Bie DK + B In L. (8)

MPI, =TEC,, -TCHC,,. (9)

The statistical program R and its library frontier (Coelli and Henningsen, 2013) was used to obtain
the parameters in the stochastic production frontier (4).

4. Data, variables and ICT sectors definition

This study is based on the data from the STAN (Structural Analysis) Database (OECD, 2015),
which is very useful for analysts and researchers, because it provides with a comprehensive tool for
analyzing industrial performance at a relatively detailed level of activity across countries. The
industries in the STAN Database are based on the International Standard Industry Classification
(ISIC 4). The data are available for three types of ICT sectors in selected countries of the EU over
the period 2000 to 2011.

As recommended by Fischer, et al. (2013), value added (VA;,) at current prices in millions of euro is
the output of production function. There are two inputs - capital and labor. The capital data (c;,) are

represented by gross fixed capital formation in millions of euro. The value added as well as capital
input was divided by its deflators in order to have data in constant prices. Labor (L;,) is defined as

the total hours worked by persons engaged.
Data for this study were available for the following countries of EU: Austria (AUT), Czech

Republic (CZE), Denmark (DNK), Finland (FIN), Germany (DEU), Italy (ITA), Norway (NOR),
Slovenia (SVN) and Sweden (SWE).

The aim of this study is to analyze the technical efficiency in three types of ICT sectors - ICT
manufacturing, ICT trade and ICT service. Therefore it is necessary to define these ICT sectors.
Classification of ICT sectors is available in Table 1 and is based on industries in STAN Database.

Type of ICT sector | Code EU KLEMS definition

Manufacturing D26 Computer, electronic and optical products

Wholesale trade, except of motor vehicles
Trade D46
and motorcycles

D58 Publishing activities

D61 Telecommunications

Service ) ) )
D62T63 | IT and other information services

D95 Repair of computers and personal, household goods

Table 1 Three types of ICT sectors
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5. Discussion of results

5.1. Estimation results for stochastic frontier

Table 2 shows estimates of three (one for each ICT sector) stochastic production functions (1)
across a panel of 9 EU countries in period 2000-2011. The estimated coefficient of InC is
statistically significant in ICT manufacturing and ICT trade sectors, while coefficient of InLis
statistically significant only in ICT service sector. The terms of the cross products between capital
and labor are not significant. Thus, we can declare that in these sectors there isn’t a substitute
relation between the capital and labor. The parameters of the square of capital and labor are not
significant, so it seems that the Cobb—Douglas production function would be more appropriate. The
parameter y is statistically different from zero so the inefficiency effects are causes of the

deviations from the production frontier.

ICT sector Manufacturing Trade Service
Production function
Intercept -53.730° 127.720° -36.913"
InC 10.307"" -2.890° 0.011
In L -3.967 -7.610 5.930"
05In C?2 -0.334” -0.006 0.001
0.5In L2 0.402 0.016 -0.027"
InC-InL -0.159 0.022° -0.001
time -0.138"" 0.002" 0.035™
time? 0.010 -0.006™" -0.004
InC -time -0.045 0.002"" 0.001™"
InL-time 0.063" 0.002"" -0.001™"
o2 8.216 3.063™ 2611
Y 0.988"™" 0.990™ 0.990"
log likelihood -43.638 88.910 126.117

Note: Significance codes: 0 “**** 0.001 “*** 0.01 “** 0.05 *°> 0.1 °’ 1

Table 2 Estimation results of SPF

5.2. Malmquist productivity index and its components

At first results of the computation of technical efficiency change (ZTE), technology progress
(ZTCH) and Malmquist productivity index (MPI) across countries during the period 2001-2011 are
presented. Mean values across years are calculated as geometric means and annual mean values
across regions are computed as arithmetic means.
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Figure 1 Average annual MPI, TCHC and TEC in ICT manufacturing sector

As it is clear from Figure 1 the trend of productivity change MPI in the ICT manufacturing sector
and also technical change is decreasing in the whole time period. The MPI is declining despite the
fact that technological change grew from 2001 to 2010. The impact of declining technical change
on Malmquist productivity index was higher than impact of technological change.
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Figure 2 Average annual MPI, TCHC and TEC in ICT trade sector

Figure 2 shows development of productivity indexes for ICT trade sector. The impact of economic
crisis is evident in the Malmquist index and also in technological change - from 2007 these indexes
started to decline. This decline ended in 2010 and in 2011 values of MPI and ZTCH were again
higher than in the previous year. Because technical change is stable with average growth equal to
2.5 %, the development of MPI is similar to the development of ZTCH.
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Figure 3 Average annual MPI, TCHC and TEC in ICT service sector

ICT service sector was the only sector, where all productivity indexes were higher than 1 for all
years. Malmquist productivity index grew on average 13 % each year. Growth of technical and
technological change was lower - technical change grew on average 0.8 % and technological
change grew 10.2 % each year.

Table 3 presents average technical change, technological change and Malmquist productivity index
across the time period 2001-2011 for 9 selected EU countries. For Germany and Italy data of Value
Added weren’t available, so productivity indexes for these countries are missing. For each ICT
sector countries with 3 highest Malmquist productivity index are colored as grey. We can state that
three countries with most efficient ICT sectors are Slovenia, Finland and Germany.

Index ZTE | ZTCH | MPI | ZTE | ZTCH | MPI | ZTE [ ZTCH | MPI
ICT Sector Manufacturing Trade Service
Austria 0,784 | 1,163 | 0,908 1,034 1,017 |1,051]1,017 (1,127 | 1,147
Czech Republic | 0,925 | 1,052 | 0,972 ] 1,001 | 0,875 | 0,875] 1,000 | 1,049 | 1,049
Denmark 0,873 11,070 | 0,932 | 1,006 | 0,805 | 0,809 | 1,005 | 1,082 | 1,087
Finland 0,812 | 1,175 |0,955]1,0490,889 |0,932 11,017 (1,187 | 1,208
Germany 0,818 | 1,222 | 0,999 | NA NA NA 1,003 | 1,276 | 1,280
Italy 0,743 | 1,210 | 0,896 | NA NA NA 1,006 | 1,156 | 1,164
Norway 0,878 | 1,081 | 0,943 1,007 0,844 |0,8501]1,003 1,088 | 1,091
Slovenia 0,815 (1,185 | 0,966 | 1,088 | 0,973 | 1,057 | 1,023 | 1,148 | 1,174
Sweden 0,989 | 1,073 | 1,061 1,002 |0,864 |0,865]1,001 1,081 |1,081

Table 3 Average productivity indexes (2001-2011)
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6. Conclusions

In this study the stochastic frontier analysis approach and Malmquist productivity index were used
to assess the technical efficiency of ICT sectors (manufacturing, trade, service) in nine EU
countries during the time period 2000 - 2011. A translog stochastic production frontier with time
varying efficiency was estimated and further Malmquist productivity index was computed.
According to results of estimation of SPF, capital positively influences value added in ICT
manufacturing and ICT trade sectors while labor has statistically significant impact on value added
only in ICT trade sector. The terms of the cross products between capital and labor are not
significant - there isn’t a substitute relation between the capital and labor in ICT sectors.

ICT service sector was the only sector, where all productivity indexes were higher than 1 for all
years - productivity of this sector is each year higher than in the previous year, but the trend of the
development of MPI was declining (from 1.27 in 2001 to 1.06 in 2011). Malmquist productivity
index of ICT manufacturing and ICT trade sector was in the whole period lower than 1, except of
year 2007 in ICT trade sector. From the comparison of the efficiency of selected EU countries is
clear, that the countries with most efficient ICT sectors are Slovenia, Finland and Germany. These
countries were ranked on the top three places in the comparison of Malmquist productivity indexes.
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Abstract

The paper deals with production performance evaluation and comparison among the EU selected
countries in information and communication sectors in the period 2005 — 2012. We estimate a
translog stochastic production frontier using Corrected Ordinary Least Squares (COLS) method in
the total Information and communication sector (J) and also its two parts — Telecommunications
(J61) and Computer programming, consultancy and information service activities (J62-63). We also
compare the distribution of the Malmquist productivity index and its decomposition into technical
and technological changes. The results confirmed that the translog production function is preferred
over a Cobb-Douglas functional form with neutral technical progress. Estimated technical
efficiency was the highest in the whole sector J and slightly lower is in subsector J61.
Development of the Malmquist productivity index in the sector of Information and communication
services exhibits a declining trend from 2006 to 2008, followed by a moderate rise till the year 2010
and another slight declining. Based on the decomposition of the Malmquist Index, we observed that
technology efficiency change seems to have a rather small effect on the productivity growth.

1. Introduction

The selected EU countries include economies with a considerable disparity in economic output. As
faster economic growth is achieved region’s productivity is improved and we can identify channels
which would help to increase it (Doucek et al., 2014). The majority of previous contributions
provides studies estimating the total factor productivity through growth accounting Fischer et al.
(2013) and neoclassical production modeling Arazmuradov et al. (2014), parametric stochastic
frontier analysis Coelli et al. (2005) or non-parametric data envelopment analysis (Mandak &
Nedomova, 2014). These approaches include some drawbacks. The studies assume that all
production units operate on the efficient frontier and under constant returns to scale, but these
assumptions are too restrictive.
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This paper contributes investigation of the development of technical efficiency and also
productivity changes in the whole sector of Information and communication in 24 selected EU
countries over the year 2005-2012.

This paper is organized as follows. Section 1 reviews studies on productivity and a hypothesis is
formulated here. Section 2 describes the concept of the Malmquist productivity index and its
components. Section 3 presents the stochastic production frontier approach within a translog
functional form. In section 4, a case study is conducted using panel data to investigate productivity
change through technological progress and changes in technical efficiency. Final section concludes
with comments on the overall contribution of the research and topics for future research.

2. Malmaquist productivity index

A production unit uses input vector x' to produce output vector y', where t represents the time
period. In production theory, we can define production process on an output set:

P'(x')={y": x"can produce y'}. (1)
The output set Pt(xt) is assumed to be closed, bounded, and convex. We can define the output

distance function D'(x',y') on the output set Pt(x‘):
-1
D (X', y)=min{#:(y' /6) e P(x")} :[max{p:(py‘)e P‘(x‘)ﬂ . (2)
Given an input x*, the output distance function D' (xt, yt) includes a radial expansion of the output

y' that still resides within the boundary of the output set Pt( x‘). 6 is the radial factor that adjusts

the position of output y' to (yt /6?) and @ < (0, o) where @ =1represents staying at the current
position, a value of @< (0,1) indicates an expansion, and value of @ e (1, ) means a contraction.
Since the goal is to expand, the range of interest is 8 < (0, 1] where smaller € indicates a longer
distance to the frontier of output set. A greater ¢ denotes a shorter distance to the frontier, and
0 = 1defines that no expansion is possible as the output y'is already on the frontier. The right part
of (2) expresses the same concept Withpe[l,oo), and since it is the reciprocal, the valid range for

the output distance function is still (0, 1]. The maximum of the output distance function D' (x‘, yt)

is 1, denoting that the production unit is operating on the frontier and is perfectly efficient. When
the value of output distance function is less than 1, the production unit is producing below the
frontier and it is considered to be technically inefficient (Techlneff). Based on the output distance
function, we can define the Malmquist productivity index (MPI) as:

] ] Dt—1<xt, yt) Dt<xt’ yt) Dt(xt, yt) Dt—l(xt, yt) Dt—l(xt-l, yt-l)
t-1 t-1 ot Gt . — . .
MPI, (X yY XY )_\/Dtl(xt-l, yt-l) D! (Xt-I’ yt-l) Dt—l(xt-ly yt-l) D! (Xt’ yt) D! (Xl-ll yt-l) : (3)

In equation (3), in the second part, the leading ratio D'to D'*outside the square root is equivalent
to the change of technical efficiency (TEC;) between periods t-1 and t. This ratio represents the
change in the relative distances from the observed output to the potential maximum output at time
t-1 and t. The second part inside the square root (3) represents technological change (TCHy). We

note that the output distance function D'represents the level of observed outputs relatively to
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maximum outputs by using the production technology available at time t. Thus, technological
change is calculated as the geometric mean of the shift in the production frontier form time t-1 to t.

The first component inside the square root is the shift in the production frontier evaluated at x* and
y' relative to the maximum outputs specified by the production technology available at time t-1
and t, respectively. Similarly, the second component is the shift in the production frontier evaluated
at x'* and y"* relative to the maximum outputs specified by the production technology available

at time t-1 and t, respectively.

Malmquist index is defined as MPI, =TEC, - TCH,. Indicators MPI;, TEC; and TCH; are calculated

as an index with a threshold value of 1. If a certain index value is equal to 1, then it indicates that
the performance of a country remains unchanged with regard to that measure from period t-1 to t.
On the other hand, an index value greater than 1 represents an improvement, and a value less than 1
indicates a decline.

3. Translog stochastic production frontier

Equation (2) suggests that the output distance function D' (xt, yt)corresponds to Farrell’s output-

oriented efficiency. This relationship enables us to compute the output distance function
Dt(xt,yt)using the methods of efficiency measurement like parametric stochastic production

frontiers and non-parametric data envelopment analysis (DEA). In this study, we use the stochastic
production frontier approach within a translog functional form to measure a technical efficiency
of each region. Chou et al. (2012) introduce a comparison of stochastic production function and
data envelopment analysis. There are a number of reasons for choosing stochastic production
frontier (SPF) over DEA to calculate the Malmquist productivity index (MPI). First, given the
aggregate nature of the data used for our analysis, we expect the data to involve measurement errors
and random noise. Second, the data we analyze includes one output variable. Third, the coefficient
estimates of parameters in the production frontier would be required for the computation of
technical and technological change, before we can obtain MPI.

We use a translog stochastic production frontier as follows:
INY, =B, + . INCy + B InL, + St +1 B (INC ) +3 8, (INL, ) +4 Bt +
+p.,(nC, -InL,)+ S, (nC, - t)+ B, (nL, - t)+¢&, —u, , (4
where Y, is the output of the region i in the year t; C, denotes the capital of the i-th region in the

t-th year; L, is the labor of the region i in the year t; t is a time variable; g is a parameter to
account for the i-th region’s; &, are random errors and u, are technical inefficiencies to be

‘N(,Llit,(fj)
and L, , which allows for the non-neutral technical change. Technical progress is input j (j =

. The translog function (4) has the time variable interact with input variables C,

variable C, orl, ) — consumption (savings) if B;r is positive (negative), and technical change is
neutral if B.; =B =0. If all p°s are equal to zero ( B.c = B =P = Per = B =0), production
function (4) is equivalent to the Cobb-Douglas function with neutral technical progress.

The technical efficiency score TE, for each region i by each year t can be derived as:
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TE, = E[exp(_uit )‘ St = it _uit]' ()

The technical efficiency score TE, falls between 0 and 1 with higher value indicating a higher
technical efficiency. Technical efficiency change TEC,, can be obtained as follows:

TEC, =TE; /TEit—l' (6)

For the change of technology progress TCH, between years (t-1) and t for the i-th region needs to
be calculated directly from the estimated parameters g as follows:

1| 2InY, 2olInY, olny.
TCH, = = L L%, where Y=L+ o t+ B INK, + B INL,. 7
it EXD{Z{ a(t) + a1 }} St Br + Prr B By t (7)

Finally, we calculate MPI, =TEC, -TCH,.

4. Empirical results

4.1. Data analysis

We collected the data by selected EU countries over the period 2005 to 2012. The data were
derived from the Eurostat Database (National Accounts aggregates by industry (up to NACE A*64)
[nama_10_a64], 2015) following the NACE rev. 2 classification. Output v, is defined as the gross

domestic product at current market prices in millions of EUR. Capital and labor are two inputs. The
data on capital (K, ) are represented by consumption of fixed capital in current prices in millions of

EUR. Labor (L,) is defined as the compensation of employees (at current prices in million EUR).
Data availability allowed us to include 24 selected countries introduced in table 1.

no. | label | country no. |label | country no. |label | country
1 |BE |Belgium 9 |CY |Cyprus 17 |PT |Portugal
2 |BG |Bulgaria 10 |LV |Latvia 18 |RO |Romania
3 Cz gzgarl;lic 11 LT |Lithuania 19 Sl Slovenia
4 |DK |Denmark 12 |HU |Hungary 20 |SK |Slovakia
5 |DE |Germany 13 |MT |Malta 21 |FI Finland

6 |EE |Estonia 14 |NL |Netherlands 22 |SE | Sweden
7 |EL |Greece 15 |AT |Austria 23 |IS Iceland

8 |IT |ltaly 16 |PL |Poland 24 |NO |Norway

Table 1 The EU selected countries (Source — EUROSTAT database)

In order to compare development and changes in efficiency of whole the Information and
Communication Sector (J), we also follow the classification in two selected subsectors: the
Telecommunications subsector (J61) and the Computer programming, consultancy and
information service activities (J62-63), which are presented in table 2.
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J Information and communication
Publishing, motion picture, video, television programme
J58-J60 |production; sound recording, programming and broadcasting
activities
J61 Telecommunications
Computer programming, consultancy and information service
J62_J63| .. ..
activities

Table 2 Classification of subsectors in the Information and Communication sector J
(Source — EUROSTAT database)

4.2. Estimation of translog production function

The estimation results of the translog stochastic production frontier as specified in (4) are reported
in table 3. We use the corrected ordinary least squares (COLS) estimation using NLOGIT5
software. First, all regression parameters of translog production function (4) are estimated and then
the appropriate variables, which were statistically insignificant at 10% level of significance, were
excluded, as it is documented in the last three columns in table 3. We detect statistically significant
savings with respect to the technical progress in capital input (£, ) - especially in the whole sector

J and the subsector J62-63, and consumption with respect to the technical progress in labor input
(B.+), which is the highest in the subsector J62_63 (0.074). Estimated production function (4) is

not equivalent to the Cobb-Douglas function with neutral technical progress.

Estimation of all parameters Estimation of significant parameters
Sector J Jel J62_63 J J6l J62_63
constant 2.137%** 2.341%** 3.438%*** 2.125%** 2.357%** 3.240%**
InC 0.036 0.309 0.147 X 0.225%** X
InL 1.037*** 0.793*** 0.760*** 1.080*** 0.893%** 0.940%**
t -0.097*** -0.077* -0.166*** -0.132%*** -0.121%** -0.182***
InC*InC 0.456*** 0.094*** 0.177*** 0.444%** 0.096*** 0.160***
InL*InL 0.216** -0.029 0.060 0.199*** X X
t*t -0.008 -0.010 -0.005 X X X
InC*InL -0.338%*** -0.073* -0.115** -0.324*** -0.060*** -0.072***
InC*t -0.051*** -0.034* -0.061*** -0.050*** -0.036* -0.062***
InL*t 0.061*** 0.050%*** 0.074*** 0.060*** 0.053*** 0.074%**
R2 adj. 0.9878 0.9782 0.9739 0.9878 0.9782 0.9742

Table 3 Estimation of translog production function (statistically significant at 10% (*), 5% (**), 1% (***) level

of significance)

Figure 1 plots kernel density of estimated technical efficiencies TE;j; for selected (sub)sectors. The
results also show the higher technical efficiencies for subsector J61 (Telecommunications) in
average 0.590 with the higher standard deviation 0.135 comparing with the subsector J62-63
(Computer programming, consultancy and information service activities) (mean 0.262, std. dev.
0.093).
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Figure 1 Kernel density of estimated technical efficiencies in selected sectors

4.3. Malmaquist productivity index

Calculations of MPI;, TECi, TCHj follow the procedure described at the end of Section 3.
Malmaquist productivity index (MPI,) is composed of two components (3) - technical efficiency

change (TEC,) and change of technologyTCH, . Figure 2 presents annual median of the
MPI,, TEC,and TCH, for the estimated model between the years 2006 and 2012 for whole sector J
(top diagram) and subsectors J61 and J62-63 (bottom graphs).

The development of productivity change MPI, in whole sector J (Information and

communication) shows a declining trend from the level of 1.017 in 2006 to 0.974 in 2008, followed
by a moderate rise to the value of 0.987 in 2010 and another slight declining to the 0.971 level in

2012. The cause of the decreasing tendency of productivity growth (MPI, < 1) can be seen in
similar developments in technology efficiency change - median TCH _ J,with respect to the
economic and financial crises in 2008. On the other hand, index median TEC _ J,shows the

stagnation in the range 0.975 — 0.980, which is also less than 1. It indicates a steady decreasing
technical efficiency (TE_J) in the sector J during the period 2006 -2012 with the low variability.
The development of median productivity changes in the subsector J61 (Telecommunications)
follows the whole sector J. There is a slight difference in the development of technical changes
(TEC_J61), which shows a decreasing trend from the level 1.027 in year 2006 into 0.982 until the
year 2010. The development of technology changes (TCH_J61) was less than 1 throughout the
investigated period. It is slightly increasing to year 2008 and then a moderate decline to a value of
0.973 followed in 2012. The biggest difference, however, indicates the subsector J62-63 (Computer
programming, consultancy and information service activities). Figure 2 presents (bottom graph on
the right) that the productivity changes (MP1_J62_63) follow the development of the technical
changes in the sector J (MPI_J) up to the year 2009. They accelerate to the level 1.008 and 1.014 in
2010 and 2011, which demonstrates the improving productivity growth.

116



Jana Hanc¢lova

1.05

1.04 |

1.03 4

1.02 4

1.014

1.00 4

0.99 4

0.98 4

0.97 4

0.96

T T
2006 2007 2008 2009 2010 2011 2012

Median MPI_J ---- Median TEC_J — — Median TCH_J
1.05 1.05
1.04 4 1.04 -

1034 1.03 4
1.02 4 \‘\\ 1.02 4
1.01 1.01
1.00 4 1.00
0.99 4 0.99 4

0.98 0.98 -

0.97 0.97 -

0.96 T T T T T T 0.96 T T
2006 2007 2008 2009 2010 2011 2012 2006 2007 2008 2009 2010 2011 2012

Median MPI_J61 ---- Median TEC_J61 — — Median TCH_J61 ‘ ‘ Median MP1_J62_63 ---- Median TEC_J62_63 — — Median TCH_J62_63

Figure 2 Annual median MPI,, TEC;, TCH, and in period 2006-2012

The median productivity decrease was 1.68% in the period 2006 — 2012 mainly due to
technological changes and a slight influence of technical efficiency change in the whole sector of
Information and communication services.

5. Conclusions

This paper contributes to the literature for investigation of the development of technical efficiency
and also productivity changes in the whole sector of Information and communication in 24 selected
countries in the European Union over the years 2005-2012. The results are compared with the
subsectors Telecommunications and also Computer programming, consultancy and information
service activities. The estimate of the stochastic translog production function detected
statistically significant savings with respecting a technical progress in the capital input and
consumption with respect to technical progress in the labor input for whole the Information and
communication sector and also 2 investigated subsectors. The results also showed that the translog
production function is preferred over a Cobb-Douglas functional form with neutral technical
progress. Estimated technical efficiency (TE) was found in the whole sector of Information and
communication services (mean 0.631) and slightly lower is in the subsector of Telecommunications
with mean 0.592. Significantly lower (roughly half) efficiency was discovered for the subsector of
Computer programming, consultancy and information service activities (mean 0.262).

The development of the Malmquist productivity index in the sector of Information and
communication services exhibits a declining trend from 2006 to 2008, followed by a moderate rise
till 2010 and another slight declining after this year. The cause of the decreasing intensity of
productivity growth can be seen in the economic and financial crises in 2008. Moreover, only for
the years 2006 — 2007, the Malmquist productivity index was greater than 1, which means the
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increasing tendency of productivity changes. Based on the decomposition of the Malmquist
Index, we observed that technology efficiency change seems to have a rather small effect on the
productivity growth. It was found out that the main reasons for changes in overall productivity are,
in particular, technical changes, usually accompanied by stagnation or slight improvement in
technology efficiency in the whole sector of Information and communication services and also in
the subsector of Telecommunications. We also detected the best and slightly positive trend in
technology changes in the subsector of Computer programming, consultancy and information
service activities comparing to sector J and J61.

Further research will be devoted to comparison of parametric and non-parametric approach results
and to analyses of differences original and new EU member countries. Another research question
should be devoted to find new factors of regional economic productivity changes.
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Abstract

The aim of this article is to describe the digital forensic laboratory processes and to propose a
process framework (process map using BPMN diagrams) that can be used for managing and
optimization of digital forensics laboratory operation. The digital investigation (analysis) process
map focuses on activities performed by the forensic laboratory and the identification of the flow of
the process and resources, thus making it different from other previously presented forensic maps
(models). The model also includes business activities (accounting, customer communication)
connected to the main business process of digital forensics laboratory - these activities are
necessary for correct operation of digital forensics laboratory and cannot be excluded from the
process as they also require resources and affect performance indicators of the process.

The aim of the proposed model is to allow optimization of laboratory resource usage for process of
potential digital evidence analysis. We assume that similar approach is even applicable to other
kinds of forensic laboratories; however, we must emphasize that digital forensic laboratory has its
own specifics. The development of the process map employed best practice for digital forensics
introduced by ISO/IEC 27043, ISO/IEC 27041 and ISO/IEC 27042.

1. Introduction

Organizational management is a challenging task no matter what organization we speak about.
Management must supervise operations of business processes, resources, contracts, and
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communication. There is a lot of existing “best practice” standards and recommendations; however,
it is not always easy to implement them for a specific organization type.

Digital forensic laboratory is a special kind of forensic laboratory, that examines and analyses
digital evidence (it may also collect digital evidence). Digital evidence is information or data,
stored or transmitted in binary form that may be relied on as evidence (ISO, 2015c). Digital
forensic laboratory is a unique type of organization and there are not so many alike. Perhaps, that is
why there is no management system designed particularly for this type of organization. The
uniqueness of digital forensics lab lies in the fact that contracts may vary considerably, and no
small number of them is resolved through the project; consider also, that different parts of process
or project need different resources, so resource planning is a true problem as well.

Contracts are usually granted by the police based on crimes that happened and need to be resolved.
Of course, it is quite difficult to determine how many crimes require digital forensics. This also
makes future planning even more complex.

The aim of this article is to introduce a management system for digital forensic laboratory main
process (potential digital evidence analysis). The content of the article might inspire anyone who
manages digital forensic laboratory or similar type of organization or encounters problems similar
to the ones that we identified.

2. Problem Introduction and Motivation

Digital forensic laboratories in Czech republic (but we expect also in other countries) have the main
process of potential digital evidence analysis (considering evaluation in terms of CMM(Paulk,
Curtis, Chrissis, & Weber, 1993)) on level 1 - Initial or 2 - Repeatable. The main process is either
constructed ad-hoc or repeated using inspiration from previous contracts.

However, laboratories cooperating with us, feel that the process could be optimized to improve
resource utilization and thereby improve both the cost-effectiveness of the process and reduce the
duration of individual contracts.

Resources are currently used ineffectively as the contracts are handled by one employee with
sufficient qualification. However, this highly qualified employee (must be qualified enough to do
also the parts requiring high qualification) spends a considerable part of his or her working hours
doing unqualified tasks that could have been done by some less-qualified personnel.

Model presented in the article identifies the individual activities related to digital forensic analysis,
so it is possible to consider resources (staff, hardware, software), and when to allocate them for
each sub-activity. Thanks to this information the laboratory can significantly improve resources
allocation efficiency while processing large quantity of contracts at the same time.

Previous models introduced for digital investigation are mentioned and summarised in (Selamat,
Yusof, & Sahib, 2008); however these models were focused on quality of provided evidence (on
the correctness of procedures) not on the business operation of the process.

The proposed model will be used for the development of a specialized laboratory ERP software.
Such ERP software is currently developed with the support of the EU grant ("Czech Cybercrime
Centre of Excellence” HOME/2012/ISEC/AG/INT/4000003882) by one of cooperating laboratories
(Expert institute RAC). Specialized ERP software is necessary, because the process works with
additional information (stored in database) — described in our process as well. Software should plan
all available laboratory resources using the knowledge about the case needs and the knowledge of
process flow.
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3. Research Methodology

We work closely with an existing digital forensic laboratory in the Czech republic which is a part of
company called Risk Analysis Consultants. It is an expert institution focused on digital forensic
analysis. We also consulted our proposals with digital forensic laboratory FLAB that is part of
CENSET association.

Our previous work led to the digital forensic laboratory process description from two following
perspectives: economic and forensic/functional. Economic perspective process model (Hajek, Hyks,
Kolis, & Veber, 2015) employed SIPOC diagram tracking all economic process requirements, and
the process was based on current RAC laboratory process operation. Forensic/functional

perspective process model (Veber & Klima, 2015) was based on “best practice” recommendations
introduced in the ISO 27000 family of standards (ISO, 2015a, 2015b, 2015c¢).

In this article, we would like to present the result of joining both approaches together resulting in a
complete process description. We also considered resource management and data objects affecting
the process operation. We decided to model the process using BPMN v 2.0 (Dijkman, Hofstetter, &
Koehler, 2011) (OMG, 2011) notation in order to express almost everything connected to the
process management while make it understandable.

4. The Proposed Process Model

/\\ Initiation Preparation Investigation Closing Phase
\_/ Phase Phase Phase g

Digital Analysis

( Digital Investigation Method Construction ‘
J

Figure 1 — Process component overview

Overall, the model is complicated, and it would be problematic to fit its description onto one page,
so we split the process into four phases. We also introduce additional process model connected to
digital evidence method construction. Process overview is on Figure 1. The later phases are
introduced and described in the following chapters.

4.1. |Initiation Phase

The Initiation Phase (see Figure 2) is the beginning phase of digital evidence analysis process. It
starts when the customer asks the laboratory for an analysis. The customer may be either from the
private sector, or he also may come from the police.

This phase is about negotiation with the customer. The laboratory is responsible for asking as much
details as necessary for it to estimate the price and duration of the analysis because that is the
information the customer often wants to know before accepting the contract.

The laboratory always requires at least the following:
e basic information about the case (What is the investigation about?),
e investigation questions (What information should the analysis provide?),

e how much data is collected (How many and what kind of devices will be involved?).
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Figure 2 — Initiation Phase of Digital Analysis Process

The information provided by the customer may not be accurate, and the customer also does not
provide sufficient details for detailed identification of needed activities, so it is a bit problematic to
present exact price until the laboratory acquires the potential digital evidence (devices). Additional
investigation needs may still arise even after all the necessary information is provided. However,
the laboratory management is often forced to provide the price and duration of the analysis at this
point. The price and the duration of the contract may be estimated using the database of previous
investigations, but it will not be accurate, and the customer must be warned about it.

Also, in this part of the process, necessary data objects are acquired: the "Evidence Questions” and
"Case Description”. The evidence questions describe in detail what should the analysis answer to,
and case description describe what is the intention of investigation and how should final report look
like.

It is also possible to estimate necessary resources during this phase. It will be again only an
approximation of possible resources usage that will be clarified in later stages, but it allows the
laboratory to estimate duration of the investigation and reserve the required resources.

4.2. Preparation Phase

Preparation phase (see Figure 3) starts when the contract is signed. During this phase, the devices
containing potential digital evidence are accepted, and the data is extracted for analysis.

The customer provides devices containing potential digital evidence. The laboratory accepts the
"Evidence" and inspects it. As a result of inspection the laboratory obtains data object "Digital
Evidence Type". It is necessary to extract data from different kinds of devices and the procedure
depends on evidence type. The laboratory employee may find proper method in "Digital Evidence
Extraction Method database"”; however, it may also happen, that the method for extracting data
from this type if device is not known so in that case it is necessary to prepare new method using
associated process "Digital investigation method construction”.

The extraction step is simple usage of selected extraction (& normalization) methods in order to
obtain data, that are later stored in "Digital Evidence Data database". Let’s mention that laboratory
must conduct analysis on a copy of digital evidence (or a copy of a copy) and only in exceptional
cases on real devices.

The digital evidence data that are stored in database are not only downloaded from devices but also
normalised to data format, that is given for similar devices. And that is prepared for potential digital
evidence analysis methods.
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Figure 3 — Preparation Phase of Digital Analysis Process

4.3. Investigation Phase

Investigation phase (see Figure 4) is the core of the digital evidence analysis process. It starts when
the potential digital evidence is extracted from devices.

Beginning of the investigation phase is the action of digital analysis planning. During this action the
laboratory must take into account all the evidence questions provided by customer and decide what
to search for and how. The digital analyses may run in parallel or in sequence. Planning of analyses
should also clarify what resources will be necessary and when, so the resource planning for current
contract may be finalized in this step.

Once everything is planned employees with sufficient qualification may conduct planned tasks of
digital evidence analysis. It consists of digital evidence identification and following digital
evidence analysis steps, while using decision model for methods based on methods stored in
"Digital Evidence Analysis Method database”. Consider also creation of new methods if known
methods are not sufficient to provide answers to investigation questions.

Digital evidence interpretation is a step, that summarize analysis findings ("Digital Investigation
Findings") to conclusions presentable to a customer. Investigation findings must be written in the
"Analysis Report" depending on case description and customer requirements. The report is sent to
the customer.

Let us mention that this part of process also present lot of feedbacks because results of fractional
steps may require repeating previous steps in order to understand the case. But in ideal case the pass
is straightforward.
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4.4. Closing Phase

The closing phase (see Figure 5) is mostly about negotiation with the customer about the price of
the contract. All the work on the case is already finished and the procedures and the investigation
attributes may be archived for future usage or vindication of procedures to the "Investigation
Information database".

The laboratory summarizes the work on the contract and prepare the "Invoice" for the customer. If
the customer does not agree with the price it must be either clearly substantiated or reduced in order
to satisfy the customer. After the price negotiations the supplied devices containing potential digital
evidence are returned to the customer and contract is closed thus the process ends.
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4.5. Digital Investigation Method Construction

Digital investigation method construction process (see Figure 6) is different standalone process
however; it is closely connected to the digital analysis process. The process is initiated only when
the new method for digital evidence extraction or analysis is needed by digital analysis process. The
process is based on ISO/IEC 27041:2015 recommendations and is nested to the framework
presented in this article.

As mentioned at the outset, a considerable part of the analysis is also addressed on a project basis.
This fact was partially resolved by introduction of additional process that is focused on design of
digital investigation methods. Although it is still a process purposed to research something (the
project part is not completely eliminated), it is important for method construction procedure to meet
the requirements of forensic investigation (auditability, repeatability).

The basics of method construction process is common research procedure. It starts with
summarization of conditions and requirements of the new method. Then comes the design part
(project part) this process sub-action should also specify what tools (software & hardware) will be
used. Designed method must be implemented and verified before deployment.

Digital forensic laboratory should store all methods into database for the future usage. New
methods are mostly needed when the laboratory employees encounter new kind of device or new
kind of case question to answer.
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Figure 6. Digital Investigation Method Construction Process

5. Discussion

The present process has been somewhat simplified in the interaction with the customer. The
customer may for example modify the inputs of the process during its operation by providing more
evidence, more questions, new findings from physical investigation and also by requests for earlier
termination of the investigation. The process is ready for it but it might be necessary to return few
steps back or even start the process from scratch.

There are also other related processes for example digital evidence storage process, but such
processes are above the scope of the article and are considered to be simple.
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We also plan to verify our documented model using simulation system however, in this article we
present the purposed final model before ongoing simulation in order to discuss it and even modify it
before simulation takes place.

6. Conclusion

In this article we presented the model of the main business process of digital forensic laboratory.
We presented complete scheme of the process and described the pass through the process. The
scheme implements the practices used in real forensic laboratories and also best practice for digital
investigation as presented in ISO/IEC 27041, 27042, 27043.

The description of process stages is not enough for the management of the laboratory to promote its
operation to optimized but it is the first and necessary step on the way to optimize the process. We
recommend also additional tools for example specialized ERP system for digital forensic laboratory
in order to maintain all the mentioned databases and effective resource planning that should be
pretty simple once all resources available/necessary are identified.
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Abstract

The aim of the paper is to present the current financial situation of the Czech PhD students in ICT
study programmes, their current job attendance, relation between current job and study field and
perspectives of receiving the future job after graduation both at the national and international
labour market. The unique national survey DOKTORANDI 2014 consisting of more than 3,000
responses from the PhD students in the Czech Republic serves as the data source for our analysis.
The data for ICT students are compared to the whole population. Financial situation of the PhD
students and their social conditions do not constitute the good assumptions for keeping the national
system of PhD studies efficient, although the public costs for subsidies to PhD students exceed 5%
of the total public costs on educational activities of higher education institutions. Closeness of the
current job to the field of study surprisingly does not influence the students’ chances at the labour
market.

1. Introduction

Efficiency of PhD programs provided in the Czech Republic and social conditions of their students
are in the centrum of interest of the state authorities and the national students’ representation.
Ministry of Education, Youth and Sports (MEYS) consider PhD studies as one of the important
challenges for the period 2016-2020 and plans to deeply analyse the quantitative and qualitative
aspects of PhD studies even with possible re-design of the studies (MEYS, 2015, pp. 7 & 11). The
Student Chamber of the Council of HEIs put emphasis on the social aspects and social conditions of
PhD studies, including payments of contributions to the health insurance (Moulis et al., 2014, p.
21). On the other hand, the interest of the researchers in this topic is quite lower comparing to the
undergraduate studies. One of the reasons probably consists in the lack of data: the first national
survey focused primarily to PhD students has been realised by the MEYS in 2014.

The aim of the paper is to follow the analysis of the social conditions and job perspectives, which
have been made for IT undergraduate students using data from EUROSTUDENT V survey
(Vltavska & Fischer, 2014). Are the subsidies which PhD students receive sufficient for covering
their living costs and the costs of studies? Do the higher education institutions (HEIS) contribute to
PhD students with the payment to the health insurance? Do the PhD students an opportunity to get
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an extra job within their HEI? How closely relates their job to the study field? And how the PhD
students assess their changes at the national and international labour market?

The change of PhD studies from quality to quantity and impacts of this change to the PhD students,
their social situation and their perception of the future position at the labour market in different
countries is overviewed by Cyranoski et al. (2011). According them, there are few jobs for PhD
graduates in well-developed economies such as Japan and U.S., on the other hand, PhD graduates
are well-absorbed by the labour market in emerging economies like China or Singapore. In
Germany, the system of PhD studies has been strongly changed to the progressive and professional
doctorates in recent years and majority of German PhD graduates leave academia after graduation.
PhD graduates are also demanded rather by industry than by academia in India. For the Czech
Republic, the strong warning comes from Poland, which is geographically close. After the increase
in the number of PhD students, which is similar to the recent development in the Czech Republic,
PhD holders are not more satisfied at the labour market comparing to graduates without PhD
degree. Cyranoski et al. (2011) also points out the issue of higher drop-out rate in Poland which is
also recorded in the Czech Republic.

The rest of the paper is organised as follows. The survey DOKTORANDI 2014 is briefly
introduced in the Data and Methodology section. Results of our analysis are presented and
discussed in the chapter 3 and some remarks and recommendations related to PhD studies in the
Czech Republic are given in the final part of the paper.

2. Data and Methodology

For this analysis we use micro data from survey DOKTORANDI 2014 which was focused on the
overall opinions of PhD students at the Czech HEIs. This survey was carried out by the Ministry of
Education, Youth and Sports in 2014. The survey covers 22 public and 2 state higher education
institutions and 2 private higher education institutions. After removal incomplete questionnaires the
dataset consists of 3,283 respondents. The response rate reaches 16% which differs from the
response rate during the EUROSTUDENT V survey (approximately 4%). From all respondents we
choose those whose study programs relates to IT. For the analysis we have 254 respondents. Table
1 shows descriptive statistics of the dataset. There are 84.5% male IT students, 67.3% of IT
students belong to the age category from 26 to 30 years old, they are mainly full-time students and
they evaluate themselves mainly to the average third of all students in the same study programs.

male 84.5
gender

female 15.5
upto25 |16.5
26 to 30 67.3

age categor
g gory 31to 35 10.6
over 36 55
full-time |76.0

formal status )
part-time | 24.0

best third | 38.8
student's category | average third | 51.4
worst third | 9.8

Table 1 Descriptive statistics, IT students, % Source: DOKTORANDI 2014
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For the analysis we use standard statistical and descriptive methods (e.g. contingency tables, Chi-
Squared test) which are describe in detailed by Field (2009).

3. Results and Discussion

We choose questions related to the finance and future jobs. From the results one can find out that
the average amount of scholarship mostly range from 5,000 CZK to 9,999 CZK (64.8%) which
corresponds with the results gained from all respondents (57.4%). The average amount of
scholarship reaches 7,172 CZK. Only 18.9% of IT students gained some money from parents. The
average amount reaches 4,347 CZK. Students could evaluate if the scholarship fulfil their living
costs and costs related to the study (figure 1). The results of PhD students’ opinion meet with the
thinking of all respondents. The scholarship amount is absolutely insufficient to cover living and
study costs (56.6% of IT students contrary to 59.2%).

3.3

2

56.6 27.4

= absolutely yes = rather yes rather no absolutely no

Figure 1 Do you consider the scholarship amount sufficient to cover your living and study costs? Source:
DOKTORANDI 2014

244

57.6
= no, | am under 26 no, | have sufficient work load
= yes no, | pay it myself

Figure 2 Does the HEI contribute with the payment of health insurance? Source: DOKTORANDI 2014

The payment of health insurance closely relates with PhD studies. 57.6% of IT students and 55.5%
of all respondents state that the HEI does not have to pay their health insurance as they have
sufficient workload and the insurance is paid by their employers.

Next question relates to the job possibilities at the HEI. As the figure 3 shows more than a half of
IT students (52.4%) has the opportunity to work at HEI and they take the advantage of it. They
work approximately 19 hours per week. There is no statistical significant dependency between the
opportunity to work at HEI and the gender and the age category of respondents.
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26.8

20.8

= | have this opportunity and | take advantage of it
I have this opportunity and | do not take the advantage of it

I do not have this opportunity
Figure 3 Do you have the opportunity to have the extra job at HEI? Source: DOKTORANDI 2014

If students have the opportunity to work outside the HEI (at private companies or other institutions)
and they take the advantage of it (49.6% of IT students) they work there approximately 25 hours
per week. Students could evaluate how closely this job relates with their studies. Figure 4 shows
that 35% of IT students have job which closely relates with their studies. This result goes along
with the results of all respondents (31.9%). Employing 5% level of significance there was not found
statistical dependency between the relevance of the opportunity to work outside the HEI and the
connection of job and study, gender and age category.

= very closely =closely =slightly = notatall

Figure 4 How closely relates your job to your study? Source: DOKTORANDI 2014

international [ [ |
national [N |
international [ T—— |
national [T

0 20 40 60 80 100

study field

in the study out of the
field

mvery good ®rather good poor mverypoor  unable to rate

Figure 5 How do you evaluate your chances on the labour market? Source: DOKTORANDI 2014
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Students evaluate their chances on the national labour market more positively than the chances on
the international labour market. In their field of study they evaluate their chances on the national
labour market as very good in 58.3%. IT students think more positively than all Czech respondents
who evaluate their chances in their study field on the national labour market as very good in 37.3%.
In the field of study on the international labour market they evaluate their chances mostly as rather
good (45.8%). This meets with result of all respondents (44.2%). IT students evaluate their chances
out of the field of study on the national labour market mostly as rather good (49% in comparison
with all respondents 43.6%). We investigate the statistical dependency between the evaluation of
the chances on the labour market and gender and age category of respondents (see Table 2). Using
5% level of significance shows the only one dependency between gender of the respondents and the
evaluation in the study field on the international market (p-value 0.006).

gender age
Pearson Chi-Square p-value Pearson Chi-Square p-value
i . national 6.034 0.197 8.419 0.752
in the study field
international 14.508 0.006 12.467 0.409
out of the study field national 4.596 0.331 7.940 0.790
international 1.686 0.793 10.644 0.560

Table 2 Results of Chi-Squared Tests Source: DOKTORANDI 2014, own calculations

We analyse the dependency between the question ‘how closely relates your current job with your
study” and the evaluation of the Ph.D. students’ chances on the labour market. From the results
(Table 3) one can see that there is no dependency between these two questions (using 5% level of
significance). If we apply 10% level of significance we find the dependency between the relation of
current job and evaluation of students’ chances on in the field of study on the international labour
market.

Pearson Chi-Square | p-value

in the study field national 18.501 0.101
international 19.986 0.067

out of the study field national 11.408 0.494
international 11.018 0.527

Table 3 Results of Chi-Squared Tests Source: DOKTORANDI 2014, own calculations

4. Conclusion

Financial situation of the PhD students and their social conditions do not constitute the good
assumptions for keeping the national system of PhD studies efficient. Although the public costs for
subsidies to PhD students exceed 1 billion CZK (around 36 million EUR), i. e. 5% of the total
public costs for the educational activities of the public higher education institutions in the Czech
Republic, the subsidies per 1 PhD student are low and not sufficient for covering their living and
study costs. This fact implies that students need to find a job during the study (within or outside
their universities) and they have to work many hours per week. For more than one third of ICT PhD
students the work is not related to the study field so the job is not complementary to the study and
should be considered as a substitute. The reason of this situation probably consists in the high
number of PhD students, partially caused by the requirements for the sustainability of projects
funded by the EU structural and cohesion funds. We fully agree with the statement of the MEYS
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(2015) about the necessity of the deep analysis of the quantitative and qualitative aspects of PhD
studies.

As the challenges for further research we consider estimating the returns of the investments in
human capital for PhD studies using the Mincer model as for the undergraduate studies (Finardi &
Fischer, 2011), analyzing the quantitative expansion in PhD studies and its impacts using
methodology presented by Mazouch & Vltavska (2014) and, particularly related to the ICT
programs, analysing the relations between ICT PhD graduates and the requirements of the
enterprises within the Czech ICT industry (Doucek et al., 2011). According to Stehlik (2011),
special attention should be paid to the mature-aged PhD students.
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Abstract

Deal sites became widespread, there are numerous both international and local players in the
market. The research presented in the paper investigates if gender and personality traits influence
use (versus non-use) of deal sites. Big Five Inventory-10 is used to measure personality traits. The
findings are that gender, agreeableness and neuroticism significantly influences use of deal sites.
These findings hold true regardless whether non-awareness is deal sites is considered or not.

1. Introduction

Deal sites can be described as web portals that offer a certain product for a discounted price for a
limited period of time, usually a day; therefore they are also often called daily deal sites or deal of
the day sites. Probably the first popular deal site was Woot; it was launched in 2004, and it was
acquired by Amazon in 2010. Since then, many deal sites emerged. From the better known deal
sites, LivingSocial was launched in 2007, and Groupon was launched in 2008.

According Delina (2014), transparency of prices and demands plays a significant role in achieving
fair market prices. Deal sites use transparency for accumulating marginal acceptable demand which
provide possibility to offer bargain price. Smutny (2015) presents importance and the use of online
marketplaces (e.g. AppStore, Groupon) for marketing activities by Czech companies, which doing
business over the Internet.

Overall, there has not been published too much about deal sites so far. In the Web of Science Core
Collection database, the query Topic=("deal site” OR "deal sites” OR "deal of the day" OR groupon
OR livingsocial) yielded 49 hits, of those 21 journal articles and one review published in a journal.
The review was a false hit (it was about HIV). Of 21 regular journal articles, 2 were false hits
(again medicine-related), 3 were published in Forbes, 1 in Harvard Business Review. The
remaining, relevant academic articles dealt with marketing, technical, legal and ethical issues.

The most relevant articles investigated efficacy of Groupon as a marketing venue for the travel
industry (Hsu, Chen, & Ting, 2012), use of mobile social media for marketing research,
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communication, sales promotions/discounts, and relationship development/loyalty programs.
(Kaplan, 2012), timing of auctions (Liu & Sutanto, 2012), seven key factors that influence a
merchant's sales using a Groupon promotion in restaurants and healthcare services (Lee & Lee,
2012), consumers' loyalty that is a challenge because of low entry and switching costs are low
(Krasnova, Veltri, Spengler, & Gunther, 2013), consumers' attitude toward deal sites and their
motivations for purchasing (or not purchasing) (Boon, 2013), influence of characteristics of the
online social network structure on consumer's decision for purchasing from the deal sites (Park,
Shin, & Ju, 2014). (Dror, 2015) provides a rhetorical analysis letters to investors published within
last year by Google, Groupon, Zynga, and Facebook. But none of these articles investigated what
percentage of people does not use deal sites.

The aim of the presented research is to establish whether gender or personality traits can be linked
to use of deal sites. The rest of the paper is organized in the following way: In the next section,
there is a description what data were collected and how, and how they were analyzed. In the
following section, results of the analysis are presented. The last section offers conclusions.

2. Data and methodology

Data were collected in the spring semester 2014 using an on-line questionnaire. Respondents were
284 university students from Denmark, of which 153 were male and 131 female. Most of them
were from Aalborg and Aarhus universities in their first to fourth year of study. Use of deal sites
was measured using the question - How frequently do you use deal sites? The answer never was
coded as 1, all remaining possible answers indicating use were coded 2.

This question was preceded by a question measuring awareness of deal sites - Have you ever heard
about websites for finding deals online? (e.g. sweetdeal.dk, groupon.com, livingsocial.com,
dealnews.com, offers.com, coupons.com, or others?) Overall, 237 respondents stated that they were
aware of deal sites, 47 stated that they were not aware of them. The analysis of awareness of deal
sites is provided in (Sudzina, 2015). Of 237 respondents aware of deal sites, 106 never used them
and 131 did.

Personality traits were measured using the Big Five Inventory-10, i.e. a 10-item version of the
questionnaire for the Big Five Inventory, developed by Rammstedt and John (2007). The
instruction was to rate "How well do the following statements describe your personality” with
statements "I see myself as someone who..."

e .. isreserved,
e ...isgenerally trusting,
e ... tends to be lazy,
e ... isrelaxed, handles stress well,
e ... has few artistic interests,
e ... Isoutgoing, sociable,
e ... tends to find fault with others,
e ... does athorough job,
e ... gets nervous easily,
e ... has an active imagination
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on a 1-7 Likert scale where 1 meant strongly disagrees and 7 stood for strongly agree. Extraversion
was calculated as an average of the 1st (reversed-scored) and the 6th answer, agreeableness as an
average of the 2nd and the 7th (reversed-scored) answer, conscientiousness as an average of the 3rd
(reversed-scored) and the 8th answer, neuroticism as an average of the 4th (reversed-scored) and
the 9th answer, and openness to experience as an average of the 5th (reversed-scored) and the 10th
answer. The questionnaire contained additional questions which were not used in the analysis
presented in this paper.

Binary logisitic regression was used to analyze impact of gender and five personality traits
(extraversion, agreeableness, conscientiousness, neuroticism, openness to experience) on use of
deal sites (where non-use is coded as 1 and use is coded as 2). A multivariate approach was used.
SPSS software was used for the analysis.

Two models are presented. In the first model, non-users are 106 respondents, who were aware of
deal sites but never used them. In the second model, non-users are 153 respondents who never used
deal sites regardless whether they were aware of them or not. These two models are tested because
a definition of a non-user can vary.

3. Results

In the first model, only respondents, who were aware of deal sites but never used them, were
considered as non-users. Respondents, who were not aware of deal sites, were excluded from the
analysis. The research question is if gender, extraversion, agreeableness, conscientiousness,
neuroticism, and openness to experience influence use of deal sites. Binary logisitic regression
results for the full model are provided in Table 1. Cox&Snell R? is 0.093, Nagelkerke R? is 0.125.

Variable B S.E. Wald Df Sig. Exp(B)
Gender .800 291 7.567 1 .006 2.226
Extraversion -.058 131 193 1 .660 .944
Agreeableness .384 154 6.221 1 .013 1.468
Conscientiousness -.051 135 143 1 .706 .950
Neuroticism .208 122 2.900 1 .089 1.231
Openness -.158 .138 1.303 1 254 .854
Constant -2.203 1.313 2.817 1 .093 110

Table 1 Binary logistic regression for the full model 1

Classification table is provided in Table 2. Overall, the mode is able to correctly predict 64.1 % of
cases. It is somewhat more precise for predicting users than non-users.

Predicted
Non-users | Users | Percentage correct
Observed Non-users 56 50 52.8
Users 35 96 73.3
Overall percentage 64.1

Table 2 Classification table for the full model 1

Carlson and Wu (2012) suggest to exclude independent variables that are not significant. The least
significant for use of deal sites were extraversion and conscientiousness, so they were dropped.
Even then the p-value for openness hardly changed (.237 instead of .254), therefore it was dropped
too. Binary logisitic regression results for the reduced model are provided in Table 3.
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Variable B SE. | Wald | Df | Sig. | Exp(B)
Gender 792 | 282 | 7.882 | 1| .005 2.209
Agreeableness 367 | .147 6.263 | 1| .012 1.444
Neuroticism 215 | 115 | 3.498 | 1 | .061 1.240
Constant -3.370 | .892 | 14285 | 1 | .000 .034

Table 3 Binary logistic regression for the reduced model 1

Classification table is provided in Table 4. The overall percentages of correctly predicted cases
stayed at 64.1 % of cases but the distribution changes a bit - one non-user is not classifies as user
but one user is now classified as non-users.

Predicted
Non-users | Users | Percentage correct
Observed Non-users 57 49 53.8
Users 36 95 72.5
Overall percentage 64.1

Table 4 Classification table for the full model 1

Cox&Snell R? is 0.087, Nagelkerke R? is 0.116. The impact of gender and agreeableness on use of
deal sites is certainly significant. Although the significance of neuroticism is not below 0.05, it
should not be dismissed. Baroudi and Orlikowski (1989) estimated that information systems
researchers typically have a 40% chance of not detecting the phenomenon under study, even though
it, in fact, may exist. According to Bosakova (2007), there are several aspects of the same
phenomenon which are too variable to be defined without previous comprehension of the
phenomenon itself.

In the second model, all respondents, who never used deal sites (regardless whether they were were
aware of them), were considered as non-users. The same independent variables were used. Binary
logisitic regression results for the full model are provided in Table 5. Cox&Snell R2 is 0.089,
Nagelkerke R2 is 0.121.

Variable B S.E. Wald | Df | Sig. | Exp(B)
Gender .656 276 5.663 1 .017 1.927
Extraversion -.047 124 147 1 701 .954
Agreeableness 391 143 7.477 1 .006 1.479
Conscientiousness -.059 130 .205 1 .651 .943
Neuroticism .266 116 5.220 1 022 1.304
Openness -.179 131 1.868 1 172 .836
Constant -1.834 1.234 2.208 1 137 .160

Table 5 Binary logistic regression for the full model 2

Classification table is provided in Table 6. Overall, the mode is able to correctly predict 67.3 % of
cases. It is far more more precise for predicting users than non-users.

Predicted
Non-users | Users | Percentage correct
Observed Non-users 35 71 33.0
Users 22 156 87.6
Overall percentage 67.3

Table 6 Classification table for the full model 2
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The least significant for use of deal sites were again extraversion and conscientiousness, so they
were dropped. Even then the p-value for openness hardly changed (.161 instead of .172), therefore
it was dropped too. Binary logisitic regression results for the reduced model are provided in Table
1.

Variable B SE. | Wald | Df | Sig. | Exp(B)
Gender 653 | 268 | 5965 | 1| .015 1.922
Agreeableness 373 | 137 | 7411 | 1| .006 1.452
Neuroticism 278 | 111 | 6276 | 1| .012 1.321
Constant -3.105 | .831 | 13954 | 1| .000 .045

Table 7 Binary logistic regression for the reduced model 2

Classification table is provided in Table 8. The overall percentages of correctly predicted cases
stayed marginally improved - one non-user is not classified as user anymore.

Predicted
Non-users | Users | Percentage correct
Observed Non-users 36 70 34.0
Users 22 156 87.6
Overall percentage 67.6

Table 8 Classification table for the full model 2

Cox&Snell R? is 0.081, Nagelkerke R? is 0.111. The impact of gender, agreeableness and
neuroticism on use of deal sites is significant.

The results of the two models are roughly the same, so the precise definition of a non-users is
probably not so important. Although men are typically more likely to adopt any technology, in this
case, women were about twice more likely to use deal sites than men.

4. Conclusions

Although deal sites exist over a decade now, they are used only by approximately by half of the
surveyed respondents and there are still some people (approximately one sixth in this sample) who
never heard of them. As Pavli¢ek (2013) states, "[a]s with every new technology, we just have to
learn, how to live with it and make the best out of it, because, once the technology is invented, it is
here to stay.” The aim of the paper was to investigate the influence of gender and Big Five
Inventory personality traits (extraversion, agreeableness, conscientiousness, neuroticism, openness
to experience) on use of deal sites.

With regards to the results of the analysis, gender, agreeableness and neuroticism significantly
influence use of deal sites. It would appropriate for future studies focusing on adoption of deal sites
to include these three as independent, possibly control, variables. Although a model with these
three variables can correctly classify about two thirds of cases, together they explain only about one
tenth of variance.

A somewhat surprising finding is that women are about twice more likely to use deal sites than
men, though in general men are more likely to adopt any (other) technology. Further research could
also investigate the mechanism why agreeableness and neuroticism lead to higher adoption of deal
sites.
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Abstract

The article deals with the use of investment grants provided by Moravian-Silesian region, in order
to improve cooperation between universities and small and medium sized companies (SMES)
in the form of so-called innovation vouchers. The article describes the experience of implementing
these vouchers and their influence on teaching at the university and in the activities and behavior
of small and medium-sized companies.

1. Introduction

Collaboration between academia and industry is the basic premise of innovation (Carasco et al.,
2009). Direct cooperation between the academic sector and SME support mutual knowledge
transfer, while academics attach more importance to this exchange (Ministr & Pitner, 2014)
than the enterprises. Research financed from public resources is crucial only for a small proportion
of SMEs (Antlova et all, 2012). Publicly funded research can be understood as a general service
and generally contributes to creating an environment for the realization of innovations (Doucek,
2010).

In terms of the effect on the transmission of knowledge, there are several aspects where universities
and SMEs see the effect on transfer of knowledge differently (Johansson, Sudzina & Pucihar,
2014). The main differences include the transfer of knowledge (Tovarnak & Pitner, 2011):

e Academicians are usually not interested in patent texts (up 72%).
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SMEs show little interest in Ph.D. projects (up 76%), since these projects usually does not
substantive or thematic benefit for them.

SMEs are not keen on temporary staff exchange when companies expect financial
compensation in case their employees are active at universities.

Both SMEs and academia are not looking for common goals, opportunities, and projects
between academia and SMEs.

There is a reluctance of SMEs to participate in formulation of Master- and Ph.D. Theses;

Only a few SME companies educate their employees through a contractual training
at universities, which is often due to insufficient supply, not reflecting the specific
requirements of SMEs (Vilamova, Janovska, Voznakova & Kozel, 2012).

For universities that want to collaborate with the commercial sector, it is important to
expand their traditional activities (education and research) with a business, in which they
economically evaluate their results of research and development (Danel et al, 2013).

It assumes that the following measures exist at the universities (Ministr & Pitner, 2014):

2.

adequate economic evaluation of scientific research results of the university;
defining the innovation strategy of the university;
creation of innovative networks;

motivation of researchers.

Innovation vouchers

An Innovation voucher is a non-investment subsidy instrument fostering SME cooperation with
a university or research organization based on knowledge transfer. In order to support
entrepreneurship, the Moravian-Silesian Region provides two types of vouchers:

Innovation voucher Type 1 provides grants for businesses based in the Moravian-Silesian
region where a university establishes a written contract for a knowledge transfer of a
scientific or technical nature which are for new businesses and not widely available.
Gaining knowledge must also lead to the strengthening of business competitiveness,
especially by helping to innovate a product, process, or service.

Innovation voucher Type 2 provides grants for businesses based in the Region to co-finance
the cost of the newly created research jobs in the company.

Universities may use the Innovation voucher Type 1 to cover the following costs:

development of a product / process / service; tests and measurements; feasibility study;
access to research facilities; analysis of the material suitability; product design;
creation of business plan for an innovative product; assessing the economic impact;
market analysis / creating marketing strategy; innovation / technological audit;

setting up a new business or enterprise management model;

optimizing operational business processes.

In the Innovation voucher type 2, the eligible costs are as follows:
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e staff costs of researchers in the field of scientific research;
e costs of certified training of specialist researchers.

For both types of Innovation vouchers, there are limits for applicants according to the company size
in the range of 300k to 500k CZK. Duration of the project is up to 18 months.

3. Implementation of vouchers in IT and their impact on the academic area

The impact of Innovation vouchers on the quality of academic activities have the following three
layers which can be characterized as follows:

e Design layer — the base layer represented by software engineering activities: analysis of user
requirements, design of application architecture. The merit of this layer is a standard part of
science education at universities, and thus it is very beneficial for both students and teachers
to gain practical experience in solving real-world task SMEs. Conversely, SMEs gain
knowledge workers with advanced and relevant skills.

e Implementation layer — the next layer in the IT project life cycle, which includes activities
that are not often practically trained at universities (testing, debugging, and documentation).
There is also an opportunity of real mutual knowledge transfer between universities and
SMEs.

e Deployment layer — the last layer including activities related to installation, maintenance,
and use of commercial software created.

The first two layers require that the university researchers poses hard skills which can be
transferred to SMEs in order to introduce new principles of design and implementation of software.
Further, the academicians and students can gain soft skills in obtaining and processing user
requirements that cannot be obtained otherwise than in a concrete practical project (Motschnig et al,
2014). The third layer (deployment) is taught at the universities mostly only in theory, though it is
essential for the success of the project and particularly requires soft skills that can only be gained
when directly communicating with the users of the new software which helps academia to better
prepare its students for the practice.

All three layers must often be supported administrative processes. The administrative demands on
the researchers depend on the support of the university or faculty. The advantage of a dedicated role
of project administrator at the faculty that records the project results and supervise the project
schedule allows researchers to concentrate on the substantial part of the project. Unfortunately, this
role can also frequently burden the researchers with unnecessary paperwork.

4. Case study

The Department of Informatics of the Faculty of Economics at the VSB - Technical University of
Ostrava won in 2013 a voucher with a company headquartered in Ostrava and operating on the
market in the Czech Republic and Slovakia. The aim of this voucher was to transfer knowledge in
the design and implementation of a new module WebProcessor in order to extend the functionality
of a commercially successful CRM system Leonardo to use ontologies and the Semantic Web. The
system architecture is shown in Figurel.
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Figure 1 Architecture of solution the project [Source: own]

The planned duration of the project (18 months) has been divided into the following stages:

Initialization (build research team);

Process analysis and identification of potential data sources;
Ontology design;

Implementation of RDF (Resource Description Framework) data;
Creation of OWL (Web Ontodology Language) metamodel;

Integrating the new module WebProcessor into the system architecture of the CRM
Leonardo;

Testing;

Overall evaluation of the project.

The actual implementation of the project was ensured by an experienced research team consisting
of the following roles:

A designated employee of the company taking care about the internal research team within
the company and ensuring communications with the company management;

A designated employee of the university responsible for managing the knowledge transfer
from the professionals;

An assistant of knowledge transfer, which realized the merits of the project, including a
substantial portion of its administration (treatment of individual stages, including the
presentation of results solutions at meetings of the research team);

An advisor for knowledge transfer project from the grant provider, which monitored the
progress of the project.

Project management has been implemented using SCRUM where each sprint interval was
one week.

Project costs are made up of the following items:
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Salary of the authorized employee at the university;

Salary of the (junior, student) assistant of the knowledge transfer expert, which worked full
time for the project within the company;

Salaries of the responsible person from the university and his/her assistant;
Assistant training costs;
Consumables for the project, such as paper, cartridges.

The following main benefits of the voucher project for the university have been identified:

Practical application of theoretical methods and techniques, which are subject of research
and teaching, and thus connecting theoretical knowledge of new and emerging discipline
focused on data acquisition and validation from various sources;

Transfer of the new theoretical know-how into the company operation. Additionally, new
software was created and integrated into an existing software product — Leonardo CRM
system;

Application of research know-how of the university, as the software application was made
up an entirely new way (from scratch) with all the design parameters and decisions based on
agreed principles of cooperation, input and technical parameters;

Acquiring new knowledge and inspiration for other academic activities, e.g. new topics for
graduation theses, and further theoretical development in the field.

Practical application of knowledge and the getting into informal personal contacts within
the company, which further evolved based on the voucher;

Creation of a permanent job for the assistant who joined the company after the completion
of the project;

Gaining experience with the administration of this project type.

5. Conclusion

Cooperation between universities and industrial partners based on projects like innovation vouchers
represents an opportunity to update university curricula according to current trends, based on the
practical needs of regional companies. The vouchers thus create conditions for the development and
verification of soft and hard competencies of teachers and students in projects that require
interdisciplinary knowledge and experience.

Finally, the vouchers and similar projects form a platform for establishing informal relations
between the university staff and management of the companies that in case of a successful project
usually lead to long-term collaboration. Since the budget of the voucher is relatively small, the
benefit/cost ratio is high. Another benefit of these projects is to promote the scientific work of the
university in the field of applied research and spreading the reputation of the university through
their high quality graduates who are successful in their professional life.
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Abstract

This paper deals with the often debated topic of improving the level of collaboration between
universities and industry. The analysis focuses on the situation in technical fields — automation,
applied information science and control in industry. The paper describes the weak points at Czech
universities with respect to contractual research, transfer of innovations to industry and
preparation of graduates for work.

1. Introduction

When compared to other countries, the interlink between research and commerce in technical fields
in the Czech Republic is not so extensive. The research potential of universities and their resources
are not utilized to the extent they could be. Collaboration is usually not conceptually managed;
individual worksites (departments, institutes, faculties) implement their own procedures. Another
problem is the insufficient management of administrative procedures — numerous activities are done
in an “everybody does everything” way.

The analysis of the relationship between universities and industry focuses on three areas:
e contractual research,
e transfer of innovations to commercial products
e preparation of graduates for their commercial application.

In the case contractual research the initiative is with the companies — they commission the research
assignments, are interested in collaboration whether in the form of measurements, utilization of
laboratories or equipment, or more extensive and long-term research collaboration.

The second area — transfer of innovations — is an opposite process. The result of research at
universities is a new or innovated product, service, methodology, procedure, and we look for a way
to apply such results in industry and commerce.
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With respect to preparation of graduates the problem is the fact that graduates do not have the
necessary know-how and skills which companies expect and require of their employees.

2. Problems of Contractual Research

Collaboration of industry and universities can be divided into the following categories:
e Specific research assignments commissioned by companies,

e Utilization of university resources (performance of various measurements, tests, utilization
of laboratories and apparatus, performance of simulations, etc.)

e Solving of partial assignments, alternative solutions and models for companies in the form
of thesis works, internal student grants or semestral projects.

The main problem in this area is the different work philosophy at universities and industry and,
therefore, dissimilar expectations from potential collaboration.

Companies expect quick solutions to critical problems from contractual research (companies solve
simple problems using their own resources). The notion of some companies that these activities will
be cheaply and quickly provided for in the form of semestral projects or graduates” theses is a big
misconception.

On the other hand, university staff are usually very busy in their pedagogical work, research
activities, formalization of conclusions and administrative-technical work. Therefore, it is not
realistic for them to dedicate all their time, over a longer period, to a single project. Long-term
projects, which adapt to the internal working organization (academic year schedule), are more
suitable for universities.

Complicated administration of collaboration also poses a complication for the development
of collaboration between a university and industry. The complex administrative process often deters
parties from joint projects. The calculation and scope of overhead costs on the part of the university
is a significant aspect in itself. The current situation means that project involving purchase of a
larger quantity of equipment and material are becoming unfeasible, when overhead costs are
calculated from the total amount of the contractual research and not from generated income (after
deducting project costs).

Another major drawback for effective university-industry collaboration is the fact that there is no
central database of university resources (available equipment, laboratory apparatus, devices, know-
how and responsible and contact persons). At a global school level there is no clear definition of
procedures, responsible persons, methods of funding, etc. Each university is trying to solve this
problem, there are various local databases, and even whole university projects, but there is no
conceptual approach and a common source for searching (publishing) information. The process of
how to proceed if a commercial entity is interested in collaborating with a university (who should
be contacted) is often not established and elaborated. Therefore, the university’s potential may
remain unexploited for the simple reason of a missing suitable contact person.

Another problem is the funding of research projects, where public research funding is available, but
companies often cannot effectively use these resources. An example of cooperation where the
university processed financing capacities of suitable operational programs under the EU Structural
Funds for industrial enterprises is mentioned by Kusnierz (2011). Kozel (2012) describes the
project where a company won the Moravian-Silesian Region innovation voucher and a university
prepared a business plan focused primarily on information and system support (using the Internet
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and social networking for further communication between the company and its target groups).
Examples of successful implementation of contract research in the field of electrical measurement
are shown in (Kolaf, 2014) and (Kolaf, 2013). Another examples of cooperation between the
university and industry are described in (Mikolas, 2013), (Ministr, 2015) and (Ministr, 2014).

3. Transfer of Innovations from Universities to Industry

During transfer of innovations to commercial applications the difference to contractual research is
that the initiative is on the part of the university. The result of academic staff work or research
project solution is a new invention, patent, innovation, methodology, prototype, applied solution.
However, even the most brilliant discover or invention will not turn into a commercially applicable
solution by itself. Even in this area there are processes which are more and less successful.

At VSB-Technical University of Ostrava there is support for sourcing and transfer of innovations at
whole university level (Innovations Support Centre, http:\\agent.vsb.cz). However, many university
staff have little or no knowledge of how to use this support and what procedures are used to transfer
innovations to industry.

Recently, VSB-Technical University of Ostrava, Institute of Economics and Control Systems was
involved in solving the EARN international research project (European Automation Resource
Network, 2011-2014), which, amongst others, included mapping of the chain of transfer of
innovations to industry at various universities. The main project coordinator was the university
JAMK Jyviskyld, Finland. Besides VSB-Technical University of Ostrava the project included
participants Vorarlberg University of Applied Sciences (Austria) and University of Applied
Sciences Esslingen (Germany). The aim was also to compare how transfer of innovations is
approached by all four project participants and finding the best possible procedure which would be
universally applicable.

The innovation path in Finland is linked to the regional innovation structure including local
authorities and innovation services. The present situation is scattered: there are separate
organizations and ‘help desks’ where the innovator can turn to but the process is not integrated into
the HEI education and R&D activities.

There is a difference between innovation and invention. Innovation exploits new ideas leading to
the creation of a new product, process or service. Invention is useful only for the inventor.
Invention transforms into innovation if the invention improves some product, process or service.

One of the goal of the EARN project is to improve the ways of ensuring the good transfers of ideas,
thoughts and innovations from the university environment into practical use in industry. The aim is
achieved by creating a clear innovation process path for students and university staff by planning
and taking into use the innovation process which can vary from university to university.

149



Analysis of Weak Points of Collaboration of VSV - Technical University of Ostrava with Industry in the Fields of
Automation and Information Science

MOTIVATION
INNOVATIVE STUDENTS
/ HEI STAFF
"PROPELLER HEADS'

PRE
INCUBATOR

INVENTION {f}:')
DECLARATION £V BUSINESS
Ay INCUBATOR,

RECOGNITION SALES BEGINS

OF IDEAS INTERNATIONAL

PRE ENTRANCE

. PATENT OR

EVALUATION g i
NNOMILL:  LICENSING / ;
4
® @ 2
BUSINESS PLAN, PARTNERS & I
INCLUDING FINANCING /5/ R&D WORK &
& MARKETING
. COMMERCIALISATION
FOUNDING OF )
COMPANY GROWTH
ZONE 0 ZONE 1 ZONE 2

Figure 1 Innovation path for students and the HEI staff at Jyviskyld University of Applied Sciences Finland
[Author: Seppo Rantapuska]

The proposal of innovation chain from JAMK University, which also includes students' ideas, is
shown in Figure 1. Zone 0O represents the area of academia in the specific university faculty. Zone 1
falls under a specialized department for all-university activities for fostering innovations, zone 2
represents an area of commercialization of the idea. The idea of the chain is as follows. If students
come up with new ideas within a project solved at the university, and an academic worker
recognizes the commercial potential of this idea, s/he contacts the competent department of
innovation. If the innovation has a commercial potential, the author of the idea obtains financial
support from the university so that s/he can develop a functional sample. Depending on the nature
of innovation, one of the following procedures is selected (marked in green colour in the diagram) —
support of the creation of a business plan, support of setting up the person’s own business
(microcompany), or finding a business that would be interested in the idea. The next step is to
create a prototype, which in this context is understood as a product or service that is ready for
commercial use. In Finland, the city also fosters collaboration between companies and the
university; the city financially supports projects related to knowledge transfer from university to
commerce.

The integration of education and R&D&I best practices developed in EARN project has been or
will be taken into use in partner universities. This will continue after the project as the European
Automation Resource Network (a network environment for resource sharing between partners -
laboratories, equipment, offered courses or training, know-how, consulting and learning materials)
and serve for both - industrial companies and also automation education at the universities.

4. Preparation of Graduates

Even though the share of the population with university education is continuously growing, it
contrasts with the permanent shortage of graduates of technically focused professions. This trend is
very strong particularly in the field of automation and information sciences. As Vilamova (2012)
stated, rises emphasis on the growing complexity of competency and high specialization of staff, as
well as the requirements for excellence and narrowly defined professional skills.
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During communication with companies and discussions of what they expect from graduates and
potential employees, certain repeating insufficiencies surfaced:

¢ inflexible leaning plans — forma emphasis on education according to certification — resulting
in slow changes, teaching of “obsolete” subjects and difficult application of current trends in
curricula

e lecturers who are not developing themselves — teaching procedures which are no longer
contemporary; while current trends are not included in curricula

e emphasis on memorizing and theoretical knowledge — but students don’t know how to apply
and use knowledge in practice

e universities teach and practice subjects which have no practical use at the respective level of
studies — e.g. emphasis on general and conceptual procedures at bachelor-degree level,
without knowledge of technical backgrounds and necessary practice (an example at VSB is
the subject Systems Integration, requiring extensive cross-disciplinary know-how and
experience, which is however unsuitably included in curricula in the second year of the
bachelor degree)

e insufficient development of communication skills and students are not pushed to
independent solving of problems — students don’t know how to put forward questions and
are passive.

Also, on the part of companies, everything is not ideal in terms of collaboration with graduates and
we see unrealistic expectations. Companies sometimes expect quick results with little effort and
cheaply, as the result of semestral projects or graduation theses of students. Companies are of the
opinion that in this way they can solve their own lack of resources (and thereby a critical project
situation) or some really complex problem for which they currently don’t have capacity. But
solving of critical operating problems is not a suitable type of work for students. Students do have a
fresh approach, ideas, they are not hindered by operating routines, etc., but, on the other hand,
results are limited by the academic year schedule (the graduation assignments and results contained
therein are available at VSB from 30.4, i.e. deadline for handing in assignments) and also by the
abilities of the students (and therefore the risk that the students will not be able to handle some
assignments).

There is also a reluctance to collaborate with universities and students during their studies (and
thereby model potential future employees); companies don’t want to invest energy and money in
someone something without an immediate effect.

The above said problems with education and preparation of graduates for work is partially also
caused by organization of work, where academic staff, besides research assignments and
pedagogical activities, spend excess time with administrative—technical activities.

For example, teaching of automation in specialized laboratories requires, besides actual preparation
of courses, study materials and examples for practicing, time for commissioning equipment, and
maintenance and service (which must usually be periodically repeated after each semester). At
Czech universities this is done by the laboratory administrator, which is typically the academic staff
providing education in the respective laboratory. However, at partnering universities in Germany
and Austria, administration of laboratories and maintenance of equipment and apparatus is done by
specialized staff that closely collaborates with the lecturers in preparing and implementing. The
lecturer can therefore concentrate on teaching (research) instead of losing time maintaining
equipment.
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There is also a significant visible difference in the approach of foreign universities to supporting
application of results from students’ graduation assignments in the commercial sector. The
Department of Automation at the University of Esslingen (Germany) employs a person whose sole
job is to support the commercial application of graduation assignments — whether in the form of
marketing products, initiating collaboration with companies which are interested in using the
results, and even providing support by incorporating micro-companies (with the aim of creating
functional companies based on the achieved results).

At VSB-TU Ostrava, there is an effort to interconnect learning and practice more. At the Faculty of
Mechanical Engineering, teaching is guided toward creating teams for solving projects in
programming (Farana, 2012a) (Farana, 2012b) and (Fojtik, 2009). The idea is to offer students an
alternative option that will motivate them to better knowledge acquired through teamwork. At the
Institute of Economics and Control Systems we started cooperation with the company ICZ a.s in
project solution within the scope of the subject “Analysis and Design Systems” in 2014. ICZ
defined assignments for semestral projects and provided consulting support during the solution.

5. Proposals for improvement

Improving cooperation between technical universities and the commercial sector is not a matter of a
few specific proposals, but it is a long process. Nevertheless, we can give several recommendations
based on a performed analysis and our experience.

e On the level of departments, the employee responsible for the communication with
companies should be appointed. This worker has to be aware of the department possibilities
(technical means, know-how offered, personnel structure, and financial possibilities). It is
also important that this function is not purely formal; the appointed worker of the
department should have an inner motivation to pursue this activity. It is not always ideal to
fill such a position only based on the titles and previous functions.

e Administrative process should be dealt with in case the company shows interest in contract
research (i.e. it has to be determined who should be contacted, what documents are to be
handled, what happens during the approval process, how the economic aspects of the given
requirement are addressed, staffing ...)

e Like at the partner university JAMK in Finland, it is advisable to prepare a procedure for
involving students and using their ideas to be commercialized. The procedure prepared in
advance should contain a well thought-out way of funding the stage, in which functional
models or prototypes are created.

e It is also important to carry out the audit of staffing and workload of staff. If it is possible
from technical and personnel point of view, it is appropriate to separate the educational-
research work from the work of the technical-administrative nature. In general, the scenario
where everyone is doing everything should be prevented.

e |If possible, manpower should be allocated for project support in case of joint projects
business-university (searching possible sources of co-financing, preparation of applications
for support, administrative project management).

Cooperation with the commercial sector in the area of contract research can also operate more
effectively if facilities, laboratories, technical equipment, services and expertise that the workplace
can offer to companies are audited. There is space for creating an information system that provides
information related to each service on how the service can be used, under what conditions, and
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contact to the responsible persons. In the framework of the aforementioned project, EARN, we
began to create an information system, accessible to the public on the Internet — Figure 2 shows
groups of services offered by a consortium of four universities for the commercial sector.

Services

Courses Consulting Laboratories

Courses, training Consulting, know-how Laboratories, measurements,

prototypes, products

Networking Equipment

Conferences, workshops, panel Equipment, measurements, testing
discussions

Didn't find what you're looking for?

et us Know

P " i
(V] JAMK University Hochschule Esslingen Vysoka Skola barisk?
JYVASKAN of Applied Sciences FHV niversity of A Science «Q.;- Technicka univerzita Cstrava
AMMATTIKORKEAXOULU University of Appled Sciences =

Figure 2 Screenshot from EARN information system — services offered

[Source: http://www.earnproject.eu/en/homepage/services]

Companies (or public institutions) can get information about services or facilities, and if they do not
find the appropriate service, they can use an inquiry form. Other universities, for example the
University of Miskolc (Hungary) and WSG Bydgoszcz (Poland), have already expressed interest in
the integration into the system.

6. Conclusion

The functioning of universities and the extent of collaboration with industry is primarily affected by
financial resources. The scope of assigned resources is dictated by economic and political factors.
Similarly, certain administrative procedures are given by legislation and regulations of the Ministry
of Education. However, in numerous other areas it is possible to achieve improvements —
simplification of procedures, conceptual work, working with human resources and particularly
improved communication with the commercial sector. One of the goals should be the increase
involvement of commercial entities in financing research and increasing pressure on universities of
applied science to achieve results applicable in industry.
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Abstract

The main contribution of this paper lies in the demonstration of a real academic-industry
collaboration in the field of Software Quality Assurance. This collaboration is illustrated on the
example of the Software Quality Assurance Competence Centre, being a part of the Faculty of
Informatics and Statistics, at the University of Economics in Prague since 2012. Two successful
projects implemented by the SQA CC are presented to illustrate the core activities of the
competence centre. The main areas that are specific to competence centre management are
identified and further discussed in lessons learned.

1. Introduction

As software expansion accelerates into the majority of medium and large enterprises and at the
same time software acquisition costs decline thanks to an emergence of new technology and
development methodologies, application development starts to focus on the issue of quality in
software development as a way of gaining a competitive advantage. A number of authors as for
example (Osterweil, 1996) or (Orso & Rothermel, 2014) confirm such a trend in application
development. Moreoever, Jones & Bonsignour (2011) dealing with the issue of quality in their book
the Economics of Software Quality identify potential cost savings in achieving high quality when
developing a software product. It holds true that the larger the software project, the greater the
savings. Indirectly, this fact presents a reason for pursuing high quality in projects and confirms
that quality strengthens company’s competitiveness.

Continuously, costs and investments into information technology have gradually been falling in the
United States as well as in Europe since the outset of the financial and economic crisis. Companies
strive to minimize their IT related costs to save company’s financial means, increase operational
efficiency and profit. The merits that distinguish strong software companies from their competitors
are quality, reliability and low maintenance costs of software. These merits are crucial for European
and American companies seeking inexpensive but reliable partners for software development.

Winter et al., (2011) point out that instead of the traditional approach to quality (i.e. complete,
testable and consistent requirements, traceability to design, code and test cases, and heavyweight
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documentation) agility is needed due the demand for continuous and rapid results in a world of
continuously changing business decisions.

With an increasing role of software quality, the issue of human resources that actively take part
within the development process and shape the quality of produced software becomes an important
success factor, especially the level of knowledge and experience. However, a research focused on
the level of testing and quality management in software companies in the Czech Republic
(Havlickova, 2012) showed that the employees engaged in shaping product quality had a very low
level of understanding of basic concepts in the area of software quality. The research also pointed
out a low availability of managed and structured training on quality management and testing aimed
at the particular employees. This lack of training and education on quality management within
software companies provides an opportunity for universities to engage in practice and provide
expert guidance in this field. The knowledge of academics and their experience from the research
field represents a substantial source of know-how as well as an opportunity to enhance company’s
processes and operation. On the other hand, collaboration with practice provides universities with
an insight in practical business world and helps them to enrich course syllabus with real life
situations and also better prepare the students for their future career.

Mandviwalla et al. (2015) point out that an academic industry collaboration is a strategic necessity
in today’s fragmented and turbulent economy as it addresses the human capital as well as
knowledge challenges that IS practitioners and academics face.

Pilgrim (2013) states that research conducted in Australia points out to existing tensions between
universities and industry regarding the design of curriculum for ICT degree programs. Primarily,
universities focus on developing key knowledge foundations rather than particular ICT skills.
Employers are then dissatisfied with graduates’ understanding of business processes, project
management and communications skills. Pilgrim concludes “that the main skills that industry
requires from new hired persons are: team work, testing and evaluating capabilities, effective
communication skills, quality measurement, and process improvement”.

Various surveys focused on requirements of busine